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Legal Notices

The information contained in this document is subject to change without notice.

Warranty

blixx GmbH makes no warranty of any kind with regard to this document, including, but not limited

to, the implied warranties of merchantability and fitness for a particular purpose. blixx GmbH shall

not be held liable for errors contained herein or direct, indirect, special, incident al or consequential
damages in connection with the furnishing, performance, or use of this material whether based on

warranty, contract, or other legal theory.

Copyright Notices

©Copyright 2000 -2009 blixx GmbH.

This document contains proprietary informat ion and is protected by copyright. All rights are
reserved. No part of this document may be copied, reproduced, translated to another language,
transferred to electronic media, or transferred into machine readable format without the prior
written consent o f blixx GmbH.

Written and developed by blixx GmbH, Germany.

Contact Information

blixx GmbH

Schmiedstr. 17

D-71116 Gértringen
Germany

Phone: +49 (0) 7034 254560
Fax: +49 (0) 7034 254569
E-mail: info@blixx.com
http://www.blixx.com
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Installation and Configuration

is a distributed client  -server monitoring solution that helps IT departments to prevent, detect
and solve problems on the managed systems, hosts, applications and services. The powerful filtering
and correlation engine allows to increase the efficiency o f the IT administrators by reducing the number
of incidents and pin pointing of hot spots in the environment.
The Agent based architecture provides local intelligence, reliable operation and minimize the network

traffic.
foom Client - '
. Firewalled
»x / boom Agent boom Agent
boom 55?‘\ DHCP
boam Agent
boom Agent
Each Agent can take the role of a monitoring station that provides agent -less monitoring for remote
applications, services and hosts that don't have an agent installed. Firewalled and DHCP environment s

are handled by the secure communication layer.
The Role based configuration simplifies the configuration and rollout for complex environments and

keeps the Administrators in control.
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Installation Prerequisites

Before starting the installation, be sure to verify that

you are using the  |atest boom _installation package .
the Java Runti me is installed on all systems

the MySQL or Oracle database server is installed and running
the names or IP addresses of the systems can be resolved by DNS or host files

boom Server Requirements

The boom Server requires the software versions as listed in t he table below.

Software

Version

Java Runtime

JRE 1.5 and 1.6 are tested and can be used
(GCJ/libgcj is not 100% compatible and will not work correctly).
Please make sure that all OS patches required by the JRE are installed.

MySQL Database

Alocal orr emotely accessible MySQL Database Version 5.x
(MySQL Enterprise is recommended)

Oracle Database

A local or remotely accessible Oracle Database Version 10g or higher

Operating System

Any that fulfills above requirements

Tested are:

HP-UX (PARISC, ia64)

Microsoft Windows 2008, 2003, 2003R2, XP, Vista (x86_32, x86_64)
Novell SUSE Server/OpenSuSE (x86_32, x86_64, ia64)

RedHat Enterprise Linux (x86_32, x86_64, ia64)

SUN SunOS/Open Solaris (x86_64, SPARC)

Mac OS/X (x86)

Debian 5 (x86_32, x86_64)

Fedora 10 (x86_ 32, x86_64)

Hardware requirements

Recommended Minimum

Disc Space -
Server

0.5 GB on the target disc or file system (e.g. C: \ Programs \boom \ boom_srv or
/usr/boom/boom_srv) for the server files, policies, actions, and the deployables for
agents, monitors  and user interface packages.

Disc Space -
Database

0.5 GB on the data disc or file system (e.g. C: \Programs \mysql \ data or
Ivar/lib/mysql/data) for the database files. The initial database size will be less than
15MB, but depending on the number of stored indications and performance values it

can grow substantially.

Memory -
Server

The server is configured by default to operate with a maximum Java heap size of
512MB. This setting allows the server to handle around 300000 indications. The
value can be adjus ted in the startup script.

Memory -
Database

By defaultthe boom database will use innodb to store the data. The buffer pool size
(innodb_buffer_pool_size) should be set to at least 60MB. Logging should be enabled
and set according to the recommendations.
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boom User Interface Requirements

The boom User Interface requires the software versions as listed in the table below.

Software Version

JRE 1.5 or 1.6 are tested and can be used
(libgcj is not 100% compatible and will not work correctly)
Please make sure that all OS patches required by the JRE are installed.

Java Runtime

Some platforms do not include the cairo -swt libraries, which can limit the available
functionality of the user interface (i.e. charts, graphs and the hot - spot view are not
working).

Microsoft Windows 2008, 2003, 2003R2, XP, Vista (x86_32, x86_64)
Linux (x86_32, x86_64) (Tested are RedHat and Novell distributions)
Mac OS/X (x86)

SUN OpenSolaris (x86)

limited:

IBM AIX (ppc)

HP-UX (ia64)

SUN SunOS/Open Solaris (SPARC)

Operating System

Hardware requirements

Recommended Minimum

. 100 MB on the target disc or file system (e.g. C: \Programs \boom \boom_gui or
Disc Space . ) _ .
/usr/boom/boom_gui) for the program files and profile information.
Memory The user interface is configured by default to operate with a maximum Java heap

size of 512MB.

boom Agent Requirements

The boom Agent requires the software versions as listed in the table below.

Version

JRE 1.5 or 1.6 are tested and can be used
Java Runtime (libgcj is not 100% compatible and might not work correctly).
Please make sure that all OS patches required by the JRE are installed.

Any that fulfills above requirements

Tested are:

Debian 5 (x86_32, x86_64)

Fedora 10 (x86_32, x86_64)

HP-UX (PARISC, ia64)

Mac OS/X (x8 6)

Microsoft Windows 2008, 2003, 2003R2, XP, Vista (x86_32, x86_64)
Novell SUSE Server (x86_32, x86_64, ia64)
OpenSuSE (x86_32, x86_64, ia64)

RedHat Enterprise Linux (x86_32, x86_64, ia64)
SUN SunOS/Open Solaris (x86_64, SPARC)
VMWare ESX 3.x

Operating System
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Hardware r equirements

Recommended Minimum

Disc Space

20 MB on the target disc or file system (e.g. C:
/usr/boom/boom_agent) for the program files, monitors, actions and temporary
data.

\ Programs \boom \ boom_agent or

Memory

The agent is configured to work with the d

efault maximum Java heap size.
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Platform Notes

Mac OS X

Agent

The boom agent was tested on Mac OS X Server 10.5 (Leopard). The Installation script of the agent
will register the boom agent in the 'launchd' configuration. For more information about launchd see

the Apple man page . Launchd registered s ervices require to have "root:wheel" ownership and

executable permissions.

The recommended installation path for the boom agent is /usr/boom/agent.

Please change the ownership and permissions of the extracted files before running the install script:

sudo chown - R root:wheel /usr/boom
sudo chmod - R 755 /usr/boom

Server

The boom server installation script does not fully support Mac OS X yet.

The supplied boom_server.plist file contains an example configuration for launchd. You can perfor m
the installation manually and skip the step that registers 'rc' scripts. Instead of that, please register

the boom server by using the supplied boom_server.plist configuration file for launchd.

The boom_server.plist file expects that the boom server is u npacked in /usr/boom/server/. If you
have the server installed in another directory, please change the ProgramArguments parameters in
the plist file.

sudo chown - R root:wheel /usr/boom

sudo chmod - R 755 /usr/boom

sudo cp boom_server.pl ist /Library/LaunchDaemons/

sudo launchctl load /Library/LaunchDaemons/boom_server.plist
You can stop and start the boom server by using:

sudo launchdctl stop com.blixx.boom.server
sudo launchdctl start com.blixx.boom.server

HP-UX
Ul Client

HP-UX does not provide the required libcairo -swt graphical library, therefore the Hotspot and History
Graphs are not working on this platform.

SUN SunOS/Open Solaris (SPARC)
Ul Client

These platforms do not provide the required libcairo -swt graphical library, therefore the Hotspot and
History Graphs are not working.

AIX

boom was not tested on the AIX platform. We would greatly appreciate if you could share your
experience.
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Installation

All boom components are packaged in the boom.zip server package. The first installation step therefore is
always the server installation. The installation of all other components can only be performed aft er the server
is installed and running.

Server Installation

After downloading the latest pac _kage , unzip the package to the folder in which the server should be installed
(e.g. C: \Program Files \boom \boom_server or /usr/boom/boom_server).
The installer is a java based program. Java needs to be in the search path of the system or user.

Make sure t hat your database isupan  d running.

For MySQL create a user that has rights to create databases or create the databases BOOM and BOOM_PERF
manually and give the database user full access rights on these two databases.

For Oracle create two users with iden tical password and rights as described in

<boom_server> \ORACLE_SQL\stepl_create_boom_db.sql. It is recommended to use separate tablespaces for
BOOM and BOOM_PERF to be able to manage the server and performance data independently.

On Unix

The installation  needs to be performed by a user that has administrative rights (i.e. root) to be able to add files
to the system startup directories. As first step change the permissions of the install script to be able to execute
it. Enter the following command:

chmod 7 50 install.sh

Run the installation script "install.sh" by entering

Jinstall.sh

The script will trigger the installer which queries the configuration settings, updates the configuration files and
performs all steps that are necessary to install the serv er. The installer can handle most Linux distributions,
HP-UX, SUN Solaris and Windows. In most cases the default values that are proposed by the installer can be

used without change, so only the database type and authentication information needs to be ente red. If
necessary the configuration can always be changed by running the installer again or by editing the property

files as described below.

Manual Installation on Unix

For platforms that are not fully supported by the installer or if for some reasons the install program should not
be used, the following steps need to be performed manually to install the server:

¢ Create the databases and initial table data by executing

mysql -uroot - p </usr/lboom/boom_server/stepl create_boom_db.sql
sglplus <user>/<password>@<tnsname> </usr/boom/boom_server/ORACLE_SQL/stepl_create_boom_db.sql

Attention: existing tables will be deleted and re -created!

e For MySQL edit the database configuration file /Jusr/fboom/boom_server/db.props and update it with the
MySQL instance and logon information
For Oracle move the database configuration file from /usr/boom/boom_server/ORACLE_SQL/db .props to
/usr/boom/boom_server/db.props. Update the file with the Oracle instance and logon information.

o Edit the server management script boom_srv. Set the BOOM_SERVER variable to the installation directory,
the JAVA and PATH information as describe d in the file.

o Edit the server rc scripts ux_daemon.cfg/boom_srv exactly with the same information as above.
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e Copy the server rc script from ux_daemon.cfg/boom_srv to the init.d directory of the system. The exact
location varies depending on the p latform.

¢ Create the symbolic links in the rc level directories as required and use the insserv command if available.
The location and the meaning of these vary for the different platforms.

o Verify that all configurations are done correctly by star ting the server with e.g.

[etc/init.d/boom_srv start
Check if any errors showed up or are logged in the server's log file in

<install_dir>/BOOMServer_<date>.log

On Windows

Verify that Java is in the System Search Path.

The installation needs to be perfo rmed by a user that has administrative rights (i.e. Administrator) to be able

to add the Windows Service. On platforms with enabled UAC like Windows Vista and Server 2008 the

commands must be executed with advanced privileges.

Open a command window by sele cting Start ->Run... or Start ->Search and enter cmd, press OK (or right click
and choose "Run as Administrator).

In the command window change to the installation directory and run the installer by entering

cd <install dir> (e.g. cd c: \ Program Files  \ boom\ boom_server)
install.cmd

The script will trigger the installer which queries the configuration settings, updates the configuration files and
performs all steps that are necessary to install the server.

In most cases the default values that are proposed by the installer can be used without change, so only the
database type and authentication information needs to be entered. If necessary the configuration can always

be changed by running the installer again or by editing the property files as described below.

Ma nual Installation on Windows

o Create the databases and the initial table data by executing

mysgl -uroot -p<C: \Program Files \boom\ boom_server \ stepl_create_boom_db.sql

sqlplus <user>/<password>@<tnsname> <C: \ Program
Files \ boom\ boom_server \ ORACLE_SQLstepl create_boom_db.sql
Attenti on: Existing tables will be deleted and re -created!
e For MySQL edit the database configuration file C: \Program Files \boom \boom_server \db.props and update
it with the MySQL instance and logon information
For Oracle move the database configuration file f rom C: \Program

Files\boom \boom_server \ORACLE_SQL\db.propsto C: \Program Files \boom \boom_server \db.props.
Update the file with the Oracle instance and logon information.

e Open a command window by selecting Start ->Run... and enter cmd, press OK.
In the ¢ ommand window change to the installation directory by entering
cd <install dir> (e.g. cd c: \Program Files \boom \boom_server)
Register the boom Server as Windows Service with the command:

booms_service_setup.exe -
Note: On platforms with UAC like Windows V ista and Server 2008 the command must be executed with
advanced privileges.

* Verify that all configurations are done correctly by starting the server with the Windows Service Control
Panel. Check if any errors showed up or are logged in the server's log file in
<install_dir>/BOOMServer_<date>.log
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Agent Installation

Play video: boom Agent installation (Linux/Unix) (]
The Agent packages are placed on the server and can be downloaded from its built -in web server. The server
will prepare the agent configuration files and generate the packages when a download request is receiv ed.

Therefore it is mandatory to at least once download an agent from this web server to have all packages build.
Afterwards the packages can be also copied by other means to the target systems.
To download the agent point your browser to the following add ress: http://<server -name>:8888

-ioix

Datei  Bearbeiten Ansicht  Chrordk  Lesezeichen Extras  Hife

@E- C X | L] |mpmbocebiodesese 77+ |Gl /

| http://blisoc24 blixx.de:8888/ (% =
0] x]

Datei Bearbeken Ansicht Cheonk  Lesezeichen | Extras  ilfe
@ v € X | [ tocimioocs bixxdesse 77+ [IGlel J
| ] http:/ /blixx24.b...de:8888/deploy/ £3 G

BOODMI server main page

. Xy
b|l/’

boom server status page

View Active Indications (Read-only)
| Deployment packagesit—

| - —

———BOONMI Server deployments

BOONM Agents:

Brux
Macosx

I
vmware-esx

wmn

BOONM Clients:

abx motif ppc boomas tar gz
o motit je64_32 DO tar a7
i gtk X85 LOOMmGi Ror X
inuix gtk xB5_64 boomai tar gz
eilisn s s moacosx corbon 86 boomassl dma
sobis gtk spaec boomas tacaz
win32 win32 x5 boongui 2
win32 win32 x85_64 boomoul 70
Fertig
Unzip the boom Agent package to the folder in which the agent should be installed (e.g. C: \Program

Files\boom \boom_agent or /usr/boom/boom_agent).

On Unix

As first step change the permissions of the install script to be able to execute it. Enter the following command:
chmod 750 install

Run the installation script "install”. It will query the configuration settings, update the configuration files and
perform all steps that are necessary to install the agent. The script can handle most Linux distributions, HP -UX,
SUN Solaris and VMWare ESX.

For others some manual steps might be required e.g. to integrate the server with the s ystem start -up and
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shutdown routines.

Manual Installation

If for some reasons the install script should or cannot be used, the following steps need to be performed
manually to install the server:

o Verify thatthe boom Server name and port settings are ¢ orrectly entered in the configuration file
conf/agent.conf
All other values will be filled automatically by the agent.
Note: Do not change this file while the agent is running, since the agent will overwrite it.

o Edit the agent's management script boom _agt. Set the BOOM_ROOT variable to the installation directory,
the JAVA and PATH information as described in the file.

o Edit the agent's rc scripts ux_daemon.cfg/boom_agt exactly with the same information as above.

¢ Change the file permissions to have full access (read, write, execute) for the root user.

e Copy the agent's rc script from ux_daemon.cfg/boom_srv to the init.d directory of the system. The exact
location varies depending on the platform.

¢ Create the symbolic links in the rc leve | directories as required. The location and the meaning of these vary
for the different platforms.

* Verify that all configurations are done correctly by starting the agent with e.g. /etc/init.d/boom_agt
start Check if the Service is running or any erro rs are logged in the agent's log file in
<install_dir>/BOOMAgent_<date>.log

On Windows

On the Windows platform only two steps are need to install the agent:

e Verify thatthe boom Server name and port settings are correctly entered in the configuration file
conf/agent.conf
All other values will be filled automatically by the agent.
Note: Do not change this file while the agent is running, since the agent will overwrite it.

e Open a command window by selecting Startmenu ->Run... and enter cmd, press OK.
In the command window change to the installation directory by entering
cd <install dir> (e.g. cd C: \Program Files \boom \boom_agent)
Register the boom Agent as Windows Service with the command:
booma_service_setup.exe -i
Note: On platforms with UAC like Win dows Vista, Server 2008 the command must be executed with
advanced privileges.

* Verify that all configurations are done correctly by starting the agent with the Windows Service Control
Panel. Check if any errors showed up or are logged in the agent's log file in
<install_dir>/BOOMAgent_<date>.log
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Client/User Interface

Download the boomgui package that suits your platform from the Server's web page as described for the
agent.

Unzip the package to the folder in which the user interface sh ould be installed (e.g. C:  \boom \boom_gui or
/usr/boom/boom_gui).

No further installation steps are necessary. Java needs to be in the current user's search path in order to

startup the GUL.

Start the user interface by executing the boomgui program.

Note: | fthere is an older client version installed, run "boomgui -clean" to empty precompiled classes and
hashes otherwise unpredictable behaviour can occur.
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Up grade the Version 2.00 to 2.10

All required components to upgrade the boom software are part of the server installation package available on
the download page . The upgrade of the  boom server/agent can be performed independent from the GUI
upgrade. The boom Agent can only be updated after the server update has been performed successfully.

e Upgrade Server
e Upgrade Agent

e Upgrade Client/Ul

e Server Upgrade Example

Server Upgrade

After downlo ading the latest package , unzip the package into a temporary folder. This folder MUST be outside
the current server installation folder!

Linux/Unix
The upgrade process must be perform ed by a user that has  administrative rights (i.e. root)

As a first step you have to change the permissions of the upgrade script in oder to be able to execute the
script. Chance permission by entering the following command:

chmod 750 upgrade.sh
Run the u pgrade script "upgrade.sh” by entering

JJupgrade.sh

Upgrade Steps:

e The script will first ask for the current server installation directory. Please enter the directory where the
boom server that you want to upgrade is running.

e Ifthe boom server isrunning, it should be stopped before the upgrading process will start.
* You have the possibility to backup the current installation.

e Update rc scripts (Unix only).

e Update the database.

e Update the deployments.

e Update the packages

e Update HTML files.

e Update the libraries.

e Update actions (default boom Action Groups will be replaced).

e Update all services.


http://www.blixx.com/products/downloads.html
upgradeexample.html
http://www.blixx.com/products/downloads.html
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e Update node groups (skip if any customizations exist).

e Update others:

/boom_server/ORACLE_SQL/db.pr  ops
/boom_server/ORACLE_SQL/stepl_create_boom_db.sql
/boom_server/ux -daemon.cfg/boom_srv

e Update main files:
/boom_server/boom_server.jar
/boom_server/boom_server.plist
/boom_server/copyrights
/boom_server/readme
/boom_server/boom_srv.cmd
/boom _server/booms_service_setup.exe
/boom_server/steplcreate_boom_db.sql
/boom_server/upgrade_mysqldb.sql
/boom_server/upgrade_oracledb.sql

Import Policies and Assignments:

First of all the upgrade script will analysis the policies and assignments th at needs to be imported. All
Conflicts will be recognized and displayed. Each conflicting policy will be imported as next version.

Any conflicts that will be recognized for assignment will also be displayed. For each conflict you can decide

if youwantto replace the existing assignment with new one or if you want to import the new assignment

with a new unique name. After all assignment conflicts have been processed, you will be asked if you want

to perform the import.

After the script has been started it will guide you through the complete server upgrade process. All information
that are displayed in square brackets [] will be taken by the script as default values if no other data is entered
by the user.

For more detailed information about the Linux up grade process see the following server upgrade example

Windows
To start the upgrade process on a windows system, you have to run the upgrade.cmd from a Windows
command line interface. Open the cmd.exe console, switch to the directory where the upgrade package is

located and run the upgrade script:

C:\ BOOMboom_server>upgrade.cmd

Upgrade Steps:

All steps that will be performed during the upgrade are identically to the Unix upg rade steps __ as described
above.

For more detailed information about the windows upgrade process see the server upgrade example

Agent Upgrade

The boom agent can only be updated if the upgrade process of the server has been successfully finished. All
Agent information belonging to the upgrade process is placed inside the server. The agent upgrade can be
performed by simp  le re -deploying the agent from the server via the boom User Interface.


http://www.blixx.de/boom/doc/upgradeexample.html
http://www.blixx.de/boom/doc/upgradeexample.html
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Client/Ul Upgrade

The Ul packages are placed on the server and can be downloaded from its b uilt -in web server. To download the
Ul packages point your browser to the following address: http://<server -name>:8888

-i0 %1

Datei  Bearbeiten Ansicht  Chrorsk  Lesezeichen Extras Hife

@E- C X | L] |mpmbocsbiodesese 77+ |Gl J

| http://bliso24 blixx.de:8888/ ® -
" = =

Datei  Bearbeden Ansicht Cheonk  Leseceichen | Extras  Hife
@ - & X [ ] | tnp:f folocx24. bloce de: 638 - [fC.l-, J

_ ;Mtp:/mxxza.b...de:asaa/depbv/ (X -

BOODM server main page

boom server status page
View Active Indications (Read-only)
| Deployment packages :}-._ =

. Xy
b|l/’

———~BOONM Server deplovments

BOONM Agents:

b
Macosx

Ui
vmware-esx

wmn

BOONM Clients:

abx motif ppc boomas tar 1

hpc motif ia64_32 DOOMEN tar a7

B gtk x5 booMGitar oz
I inux gtk xB6_64 boomas tar gz
| http:/fblocc24. blooc, de: 6363 deploy/

macosx. corbon X85  boomoss dmg
solaeis ik spaec
win32 win32 x68

win32 win32 x85_64 boomoi 2o

Fertig

Upgrade Steps:
e Download the Ul package that suits you platform and unzip the package.
* Replace the old User Interface with the new boomgui package.

e Start the user interface by executing the boomgui program.

No further steps are necessary. Java needs to be in the current use r's search path in order to startup the GUI.

Note: If there is an older client version installed, run "boomgui -clean" to empty precompiled classes and
hashes otherwise unpredictable behaviour can occur.
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Licensing

In order to check existing or add new licenses you need to run the boom User Interface. If you do not have
installed the boom Ul, you need to download the latest boomgui package from the server b y pointing the
browser to the following address: http://<server -name>:8888 . For more information see the Installation
page.

e License Types

e Check existing Licenses

e Add new License

License Types

LA Agent License

LT"E" = XXKXKX ... LH Host License

LU User License

License Type

BB b2b License

Check existing Licenses

A list of existing licenses can be found in the Statistics View in the boom User Interface.

|jp Statistics 23 | =0

homelre&eshl |I

FEACEE

Xy

olix

BOOM server is running on blixx24.blixx.de

\ersion: 210 [ 15.124.140.77

Slarted 2009-08-10 111830 Hiast bbo 4 blce de

Memory usediotalima: TE.OMBM 34MB/BOSME B
Available CPUs: 4 05 Archiecture: b6

05 Name: Windows XP Q5 Version =N |

Java Wersion 1.5.0_14 Java Vendor, Sun Microsystems inc
Direciony: Cleclipse_ganymede\workspace\BOOM_SERVER_b20

Active Indications 25705 Acknowledged Indications 35920

Last Indication processing time;, 16 ms Max processing time 16 ms

Avg processing time (last 1h): 320 ms

Poilicies. (known) 251 Agents (known): s

Agents (pending) o Users (connected): i

Users (knawn): 13 Forward/User Fiters: 3

Number of slaves i Slaves kst |sles10xE4. bibocde (al}]
WMon#ored hosis 8377 | Mascmum UsersMHostslagentsiSlaves 121200110210 |

List of all existing
Licenses
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Add New License

To add one or more new licenses you have to perform the following boom Server Action:

e BOOM Clhent {admin@locallost) =10 x|

Ele View Window Heb
I&*AE®2 ™ C ™

111 Assigrments | = Actions | = 0|12 indi... Hasts | i Assi... | E‘Pobc..._ B peti... _&?mer..._ﬂj DS _@sa... E =0
. * = BOOM_AGENTS ho-mnlmfrsd'l I Forwar
== BOOM_SERVER
= B i .
=] S Addnew Source Server
R ——
‘—q B Gat Server Log Level
2 Est Server PID Command:
. Remove Souce Server | ACD_LICENSE
2 Reset Processing Time Caloula ) -
2 Set Server Log Level BO Tieout (s6c): Optional peramaters:
= FWD_TEST 170 | LA=90aPMORROPWS36G5K27947 1 SE30LILLASLLS72L
= HRLX Versh
- BT Starte| ™ Description
= Linnpe e
© Mac 05 ¥ iy Add beere to the server J
= My=0L Avaie
- MySQLMPT CPUs:
- OpCank eny 05 My -
- SN
N Jova al ;,_‘
= SUNOS Direet + Help
> Test Active
s, Ui ndica
proce
time: || Resut:
vy
4] [ | Added Licerse for 20 agents 3
il _l_I
Close

After the 'Add License' Action has finished, go to the

boom Stat istics View to see the list of all Licenses.
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Firewalled Environment

TCP 23020 bﬂ'ﬂm Agent
boom Server 9
TCP 23022 TCP 23021
boom will work in environments with Inbound or Outbound only firewall settings for the Server - Agent
Connection.

Firewalled boom Server (Outbound)

If a Firewall blocks the incoming traffic on the server port 23020, the boom Agents can not actively

submit any information or data to the server. The server will switch to a polling mode and fetch the data

from the agents.

Fresh installed boom Agents can not announce their presence to the boom Server. Therefore the
administrator has to add such Agents ma nually in the GUI with the correct IP Address. The remote Agent
must be running. After entering the Agent's IP address the boom Server will initiate a request to this

boom Agent to retrieve all necessary information.

If the Agent resides on a system with ¢ hanging IP address (e.g. DHCP) it must be ensured that the
Agent's address can be resolved by DNS.

Hosts| - policies | | Packages

= 2 _Groups
L. escamd. bloo:. de {15, 124. 140, 22) Linus

= & Linux
[ eoamd bl da

® A Windows 2003

= B windows Vista
| )
- bl bl de

H .l:,.'; - w New Agenl E]

Refresh Pleass enter Agerit IP

[a01.12.135.89
Redeploy Agents

Expard Al

Collapse Al " [ OF ” Cancel ]

L=

Hosts| ' Policies || Packages =0
® L= _Groups
= (= Agents

e
B, (2011213

w0 Ui
A windovs 20053
B Windowes Vista
= A Windows XF
[E. bkeczs.blbocde (15,124,104

The successfully connected Agent will be automatically approved and placed in the appropriate OS type
folder with resolved hostname and other attributes.
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Firewalled boom Agent (Inbound)

If a Firewall blocks the incoming traffic on the agent port 23021, the server can not actively send any
request to the Agent.

Every fresh installed boom Agent will send a request for approval to its configured b oom server.

[ Hosts ™ policies |1 - Packages [Eigbiosts] ™ poldes | - Packages = |l

# = _Groups # [ _Groups
£} Liniix re '::i Linid
# & windows 2003 A Windou 2003
= l-'." Windows Visks

blconbS, bliocs e (15,124,140,

i 115)
# o wWindowsXP | Refresh !
Add Agenk

Shiow Irwdic sticns

< Expand Al r P

After the approval the boom Server will try to reach the agent and might need up to 20 seconds to

recognize that this is a firewalled agent and change the icon in the Hosts View.
After the boom Server marked an Agent as firewalled the communication protocol will be switched to a

listening mode and the Agent will poll data and requests from the server.

In this mode the server will
continueto tryto reach the Agent.

To avoid that the Server tries to actively establish a connection to the agent, open the Agent Details by
double clicking onthe  Agent . Clear the Firewalled  checkbox to reset this auto  -detected firewalled state
and press Save. Then set the Firewalled checkbox and press Save. This sets the Agent to the manual

firewalled state.  No more heartbeats or other kind of connection s will be initiated from the boom serv er.

Remote actions in this firewall mode will have delays up to 5 seconds, before the Agent polls them from
the server.
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boom Agent Configuration File

boo m Agent configuration file location:

<boom_agent_installdir>/conf/agent.conf

IMPORTANT:  All changes in

Configura tion parameters:

Parameter

the configuration file must be done while the boom Agent is stopped.
Otherwise the Agent will overwrite any changes when it is shutting down.

Default

Description

AGENT_ID

auto

Do not change this field manually. It is created automatically

during first clean start of the boom Agent.
AGENT_PORT 23021 Defines the Port on which the Agent will listen.
Defines the Agents hostname. It will be determined automatically
AGENT_HOST autolman ual
- l unless the FIXED_NAME parameter is set to true.
Defines the Agents IP Address that it will report back to the
AGENT_IP autojmanual |Server. It will be determined automatically unless the FIXED_IP
parameter is set to true.
MAIN SERVER NAME autojmanual The boom Server hostname. This parameter is set by the boom
- - Server when it creates the agent package.
The b IP A .Th t will determine the IP
MAIN_SERVER_IP autojmanual e boom Server ddrcfzs.s. e age'n will determine the
based on the Server name, if it is not defined.
Defines the port on which the boom Server listens. This
MAIN_SERVER_PORT 23020 parameter is set by the boom Server when it creates the agent
package.
HB_INTERVAL 5 Heartbeat interval in seconds.
Maximum number of indication or monitor values that can be
buffered by agent when communication with Server lost. This
value sets the limit for each kind of indications separately. In
MAX_BUFFERED_MESSAGES |3000
- - other words: 3000 indications, 3000 monitor values can b e
buffered. When the buffer is filled, the oldest indications and
values will be dropped.
(true|false) This parameter is set by the boom Server if an Agent
needs to be disabled (e.g. for System Maintenance). In disabled
DISABLED false mode the agent does  not trigger any monitors and does not send
any indications, but it will react on action requests from the
Server.
LOGLEVEL 1 (1-4) Loglevel of the Agent.
Specify the lodfile directory for the boom  Agent. Without this key
the Agent will create th e lodfilesinit s installation directory. For
LOGDIR ) Agents on Windows Systems use doubled backslashes and double
quote around the path. l.e.
(Windows) LOGDIR="C: \\temp \\Boom Log Dir"
(Unix) LOGDIR=/var/log/boom
7) The M Flagi ify th Firewall m f th
MODE 0 ge)m e Mode Flag is used to specify tl e Firewall mode of the

0 indicates that Agent will actively communicate with the Server.
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It will try to recognize if the Server is online, offline or firewalled

and submit data to the Server.

7 switches the Agent to a passive, listen only mode. The Agent
will not actively send any heartbeat or data to the Server. The

Server will take the responsibility to send the heartbeats and poll

the data from the Agent. This mode is recommended to avoid
unnecessary load on the firewall in environments where inco ming
traffic tothe boom Server is not allowed and must be blocked by

a firewall.

FIXED_IP

false

(true|false) This flag turns the automatic detection of the IP

address off or on. This IP address is send to the Server and

defines how the Server can reach t he agent.

true - skips the detection of the IP address and use the IP that is
specified in the AGENT_IP parameter. This can be used for multi -
homed environments, where the agent might detect an internal

IP, which the Server can not reach.

false - the agent will automatically detect its IP address.

FIXED_NAME

false

(truelfalse) This flag turns the automatic detection of the Agent
hostname off or on. This hostname is send to the Server and
defines under which name the Server can reach the agent.

true - skip s the detection of the hostname and use the name that
is specified in the AGENT_HOST parameter. This can be used for
multi -homed environments, where the agent might detect an
internal system name, which the Server can not resolve.

false - the agent willau tomatically detect its hostname.

SHARED_IP

false

(true|false) Activate sending the Agent ID for NAT based
environments. Setting this flag to true will instruct the Agent to
include its ID in all communication to the Server, so that the
Server can differen tiate the Agents behind a NAT device. This
does increase the network traffic, so it should only be turned on if
necessary.

CLUSTER_NODES

A list of hostnames or IP addresses of all boom Servers that
might need to communicate with the Agent. All specified Servers
can perform remote actions and initiate heartbeats on the Agent.

If the boom Server is installed on a cluster, the active cluster

node might use it's physical IP instead of the

packagel/virtual/service IP to communicate with the Agent, so all

clust er node IPs should be listed. This list can be used to

implement other concepts like central development or

configuration Servers.
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boom Server Configur ation File

boom Server configuration file location:

<boom_server_installdir>/boom.props
Configuration parameters:

Parameter Default Description

Defines the default Port on which the Agent will listen.
This Parameter is used to generate t he default Agent

AGENT_PORT 23021 ) ) ) )
- configuration settings when the agent deployment package is
downloaded from the embedded HTTP server.
Defines the port on which the boom  Server listens for Agent
connections.

MAIN_SERVER_PORT 23020 This Paramet er is used to generate the default Agent
configuration settings when the agent deployment package is
downloaded from the embedded HTTP server.

GUI_PORT 23022 Defines the port on which the Server will listen for Ul clients.

HTTP_PORT 8888 (fixed) Defines the port for the embedded HTTP server.

HB_INTERVAL 10 Heartbeat interval in seconds.

LOGLEVEL 1 (1-4) Loglevel of the Server.

(true|false) If this flag is set to true the boom  server will

AUTO_APPROVAL false automatically app rove new boom agents and skip the manual

approval process.

A list of hostnames or IP addresses of all boom Servers that might
need to communicate with the Agent. All specified Servers can

perform remote actions and initiate heartbeats on t he Agent.

This Parameter is used to generate the default Agent

configuration settings when the agent deployment package is
downloaded from the embedded HTTP server.

CLUSTER_NODES -

The boom Server will send a "major” indication if one of the
performance tables exceeds the specified size (in MB). The Server
will continue to log the performance data, but some of the history
data should be removed.

PERF_TABLE_MAX_SIZE_MB |50
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Architecture Overview

boom is a distributed client  -server monitoring solution that helps IT departments to detect and solve

problems on the managed nodes and hosts. The agent based architecture allows minimizing network

traffi c and enables to manage systems in distributed and  firewalled environment  s.
b2om
HP OMU % Other OMS ~
Server Z3% 7 —
E ! \.?,.' MPI -— o
= & R ‘ Pt Applications
/ e Databases
: Firewalled .
boom Client Remote systems
boom Agent r=
i" / \‘\ g SNMP
< : MPI WEB
2 AppServers
DHCP IMX
& boom Agent | wmi
5 > Syslog
boom2boom s

OS resources
Performance

boom Agent

boom Server boom Server

Key features

Runs on a wide range of platforms (Windows, Linux, HP -UX, SunOS, MacOS X, VMWa
others).

Works with firewalled hosts (plain, IN and OUT modes) and DHCP systems.
Role based configurations.

Full featured stand -alone User Interface Client.

Integrated Hotspot and Monitor History Graphs.

Remote Actions and automatic Actions

re ESX and

Full featured Policy Management with Revisioning, Version Comparison and Merging.
Powerful Correlation and Suppression Engine.

Hot deployable Java Monitors and Actions.

Even Default System Tools can be used as Monitors.

Central Performance Data Coll  ection and History Data View.
Remote Deployments of Packages and Policies.

Centralized Deployment Inventory.

High performance encrypted Communication Layer.

Includes Performance Graphing Engine.

Open Interfaces for integration of self developed Monito rs.

Hierarchical boom Servers (proxy, full  -control, read -only).
Server side Forward Filters.

On-fly Agent re -assignments.

State -based or exception -based type of message view possible.
Availability and KPI metrics.

Investment protection and easy migra tion path.

If you have already developed your own monitoring functionality based on Nagios® or HP Operations

Manager for Unix, there is no need to start all over again. You can easily reuse or convert these for the
use with boom.
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Features

Agent -based monitoring Yes main feature

Agent -less monitoring Yes ssh, smtp, jmx , wmi , http, https, etc

SYSLOG listener Yes

SNMP Trapd Yes vl,v2,v2c

SNMP Walk Yes

Logfile monitoring Yes

Logfile monitoring (transactions) Yes

External monitors Yes

Threshold monitors Yes

JMX monitoring Yes

OS monitoring Yes HI?UX, Linux, MacOS /X, Sun, VMWare ESX,
Windows

Nagios plugins Supported

OVO plugins Supported
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Concept Overview

The boom management solution consists of 3 main parts: boom Agent, boom Serverandthe boom GUI. The
core server application requires a MySQL or Oracle database. All components can co -exist on one physical

system or can be installed separately.

boom GuI boom Server
TCPF 23020,23023
Indications Indication
processing
engine
Policies

HTTP Server

— Policy manager

Assignment
Statistics manager

Assignments

Binaries

Hotspot User
manager

Actlons Performance

data engine

Binary
packages
™ Monitor
% Policies

boom Agent
TCP 23021

Maonitor
Deployment calc. engine

|

Indication
correlation
engine

Actions

l

Deployment
engine

Indications Scheduler

I

Perf data Class loader

I

Indication
policies

Java
maonitors

The boom Agent is the main component that is responsible for performing the monitoring tasks by using a
combination of binary probes, scripts or JAVA Monitors with Policies that define monitor parameters and
threshold levels. In addition Filter Policies allow filtering and creation of event based Indications submitted by

external application and Logdfile Monitors. And finally Remote Actio

ns give administrators and operators the

possibility to perform corrective actions or discover the detailed system status even on firewalled systems.
Each agent can take the role of a collection station and perform remote monitoring tasks for agent less ho sts

(e.g. using SSH, SNMP, etc).

The boom Server application is the core component that collects and stores all Indications, makes a second
stage correlation, manage all sort of configurations and interacts with GUI Clients and Agents.

The boom GUIis not only an Indication Browser but also a very powerful control and summarization console. A
big number of helper functions and tools allow the administrators and operators to get a clear status overview

as well as simplified configuration tasks.

The agent ba sed architecture together with the full featured GUI Client allows the user to get the optimal load
balancing of systems, reduced network traffic and improved operator and administrator productivity.
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% M onitors

The Concept of threshold monitoring is well -known in the IT administration community. Any Threshold Monitor
consists of two major parts:

® An executable or a script that is able to submit a metric value from the Monitored component.
® A Monitor Policy with configured threshold levels that defines different conditions for the values.

Every declared threshold defines so me numeric (double) value. Generally the metric value becomes important

for an operator when a value crosses a defined level. For example: The free disk space value is not important

for productive environments while it stays above some minimum. To prevent an "out of disk space" situation
an administrator has to specify the threshold for the free disk space Monitor that will give enough time to

investigate and take corrective actions before the system will crash or degrade.

Due to the nature of an IT environ ment the threshold levels are different from system to system and must

therefore be configurable. Another aspect of the thresholds is that ONE threshold value can't reflect the

dynamic of changes in an adequate way. Multiple thresholds with different sever ities will give a clearer picture
and more time to prevent problems.

Another side of the Monitors are the different objects of the same type that need to be monitored. Like each

partition of a disk has a different size. In an ideal case one Monitor should be able to deliver values for
multiple objects and these objects can have different thresholds.

Inthe boom Infrastructure every Monitor requires to have a Monitor Policy. The Monitor Policy contains all

necessary definitions to start the Monitor Binary (i f required) and react on submitted values.
Configured and uploaded to the boom Agent, the Monitor Policy is an instruction that declares what to trigger
and how to process the data. All Policies in the boom Environment must have unique names. These names

must be used for submitting Monitor values. In other words, if a Monitor Policy named as "Monitor_A" exists,
this Monitor Policy will be used for checking values that are submitted as Monitor_A="double_value". The
Monitor Binary can submit values for multip le instances by setting the object attribute for each instance.

Monitor Types and Variations

Threshold Monitors have different types and variations. The two main categories are MAXTHRESHOLD and
MINTHRESHOLD .

For example: A 'free disk space' Monitor has a MINTHRESHOLD type, but CPU utilization has a
MAXTHRESHOLD.

In perspective of call types - EXEC, JAVA and EXTERNAL types are supported.

Some more variations are Policy WITH RESET or WITHOUT RESET .

Maximum and Minimum

The thresholds are one of the major as pects of the Monitors. They allow to reduce the number of Indications
that are coming to an operator screen. The boom product operates with two types of thresholds:
o
=y MAXTHRESHOLD type
g
51
3
E

time
.—}

(]
O o o o
a B indications
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Since thresholds are part of a Policy, it makes sense to generalize the threshold type to the Policy. Even more

- athreshold is not only one attribute that is used during processing, so a Policy has a list of conditions and
every condition has an attribute named 'threshold'. Of course, every condition contains a list of additional
attributes that are used during the creation of an Indication.

A Monitor Polic y of the MAXTHRESHOLD type declares the number of conditions with maximum threshold
levels in descending order. Opposite MINTHRESHOLD Monitor Policy expects ascending order of the thresholds.

This requirement is important since all thresholds will be chec ked by the calculation engine one after another.
The first matched condition notifies the engine to stop processing all following conditions.

MAXTHRESHOLD MINTHRESHOLD
IESSENN critical
»=4.0 major ==2.0 majar
= 3.0 riirar == 3.0 rrinar
»= 2.0 warning ==4.0 warning
==0.0 normal Z=5.0 niarmal
When a threshold value will be crossed the first time, the boom Agent creates an Indication and sends it to
the boom Server. After that the agent keeps silence until one of the following values crosses a different

threshold level. This suppression algorithm reduces the number of messages received by the operator as well
as network traffic.

It is possible to have multiple conditions with the same severit y, itis also possible to skip unnecessary
severities. Supported object filters allow to combine multiple condition sets for different objects in one Policy.

<=50.0 FREESWAF less than SOME
<= 100.0 FREESWAF less than 100MB
<= 200.0 FREESWAP less than 200ME
<= 10000 FREESWAP normal

[S=50 | FREECPU 95% busy

<= 10.0  FREECPU 90% busy
<= 100.0 FREECPU 15-100

During the processing of the calculation engine, only conditions will be taken into account that matches with
the object value which has been submitted together with the monitor value. If an Object mask is not specified
- all objects will be processed by the particular condition.

Reset Values

All Monitor Policies' thresholds are coming with Reset values. The "Reset" concept is playing an important role
in the calculation.

First of all, the Monitor Policy has a global flag called "Policy with reset" .Ifthis flagissetto 'NO', the Policy
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is ignoring all reset values as well as the silence periods and it will deliver values all the time when it is
submitted to the Agent. This type of Monitors is also known as '‘Continuous Monitors'
Ifthe 'YES' valueis sele cted - it will be a threshold Monitor with reset.

When a monitor value crosses a threshold in the defined direction (increasing for MAXTHRESHOLD and
decreasing for MINTHRESHOLD) - it can be named "elevation”. Backward direction is a "reset".
Monitors wit h a reset value different from the threshold value have some special handling in the "reset"
direction. The reset value gives the possibility to ignore small value's fluctuations and keeps the reached
threshold unchanged.

w4
=2
§ | MAXTHRESHOLD
5
5
ET
alevation reset
| m
Key=M1l:critical Key=M1:
CloseMask=ML:<*> CloseMask=M1:<*>
w
2
g | MAXTHRESHOLD
5
3
ETT elevation /
5
[ | =]
Key=M1l:critical Key=M1:
CloseMask=M1:<*> CloseMask=M1:<*>

The reset feature can be explained with the following example:

A process CPU utilization monitor has a critical threshold = 95% indicating process high CPU load. A normal
threshold that indicates a normal state is above 0%. When the process reaches 95%, an Indication will be

sent to the server. Lets assume the critical condition has specified a reset val ue = 70%, this allows to keep
the critical level unchanged until the process goes down below 70% CPU. So the deviations between 70 and 95

per cent will not reset the severity to normal.

An other example is the MINTHRESHOLD of free disk space:

A critical ¢ ondition has a threshold equal to 100MB. The reset value is 1024MB. As result of this a critical
Indication like "100 MB free space left on a disk..." can be kept active until an administrator cleans up disk
space up to at least 1GB.

The Minimum type thres  hold requires a reset value to be bigger than the threshold, the Maximum type
threshold requires the reset value to be less than the threshold.

Another optional possibility in the condition section of a Monitor Policy is the "lgnore Reset" flag. This flag is
setto "NO" by default. In case of switching the flag's value to "YES" the threshold condition becomes a
‘continuous' nature. That means that on this level any submitted Monitor value generates an Indication. This

can be used for more precise monitoring of critical conditions.

The "Silence Count” parameter of a condition can be used when it is necessary to suppress a couple of first
generated values. The  boom Agent will ignore the specified amount of submitted values that match with the
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condition before  an Indication will be sent to the boom Server.

If an Indication is delivered with Close Mask - the server is able to automatically close related previous
Indications.

The default working directory for the monitor's executable is "$BOOM_ROOT/spi/". All bin aries and script calls must
be specified relative to this directory. In case it is necessary to use a binary that is placed in a different location that

is available in the PATH variable - use the '# character as a prefix. i.e. #df, #top

Finished Alerts

The "Alert Finished"  state will be reached when the monitor submits a value outside the defined threshold

borders. In case of MAXTHRESHOLD it's below the lowest threshold value and for MINTHRESHOLD - biggest
one. This state indicates the end of the previous state and enables operators to identify if a problem is still

ongoing. Beside this benefit for the exception based operations concept, it also avoids the sending of

Indications with normal severity.

The Indication Browser displays such Indications with Se verities crossed by line:
£ Indications | | Hosts| ™ Palicies | “11; Assignments Summary | & Actions | 152 User Management =8
[active] 52
5 Do Time Hask Application Graup Object Tk e
@ l... 200903-1915:4.., blex22.blx...  AGENT Opm wWinOSMPL_...  Zeromatches for the output:
& 2., 2009-0G-19 15:4...  blixx22 blix.., AGENT MONITOR, WInOSMPL_,..  Manitor deas mok submit 3 value during the Last poling interval
& 0 20090319 15:4..,  hpsvaamgt,.. 05 CPU CFULaad CPULgad = 3.0%
0 200903-19 15:4...  hpsvZaowt... 05 QUELES CPUGueue CPU bottleneck debeched (7.8 processes in CPU Queus)
& 0 2003-03-19 15:2...  hpsvZamwypt... 05 CPU CPUWIO CPUWIO = 1.0
@ 0 2009-03-19 14:4... blxxP2.bix... WnOS Systern High rember of system calls: 112190.0 exceeded the threshald S00...
@ 0 200%-03-19 14:1...  blecebig blie,.. 03 o5 FREEMEM Free Memary (9,84375) is below the threshold 10.0
@ 0 20090319 13:3... xsvl.blocde 05 ERROR SYSLOG Mar 19 13:31:54 xswl sdu,cmu. andrew, cyrus cynus-qguota[9568]: F...
& 0 2009-06-19 13:3...  bluoxbigblc.. ESK WiWare wowitch_v... Percentage of inbound 1P packets dropped ks nomal: 0.0%.
& 0 20090319 13:3...  blexhigbli.. ESX WMWare Qru ES# bakal Physical CPU Leilization: 32.52
& 1 AO0-00-19 1300, bixee bix.., HTlog _Application Lsereny _Der Doménsncontrollernaoms fir das Computernetowerk konnte nich...
|'m 0 2012-02-11 00:2...  slesifbdd....  O5 PROCESS 2md Process monkor: CFU = (29.8) , process name {zrd} PID-z:"ZOmg...]
L ] 2012-02-10 17:3...  slesliudd.... 05 05 FREEMEM Frea Memory (51.44921875) = below the threshold 100.0
& 0 2009-03-1904:0...  hpsvEowt,.. OS MEM FREEMEM Fres Memory: 13296484375
& 0 200%-03-1903:4... blec22.blix... WinOS CPU 1 CPU Uitdization (63,00 is normal 0.0.
& 0 200%03-1903:3..  blbo2Zbix., WinoS System File writes per second (8226, 9286375) are normal,
& 0 2009-03-1903:2... hpsvZagt.. OS5 SWAP SWPOT SWPOT = 0.0 KBfsec
& 0 2003-03-1903:2... hpsvEawt.. O3 TABLES Tnodeltil Inodelti: 23.339141630901287%
0 2009-03-1903:2... hpsve.mwt,.. 05 PROCESS whida Process maritor: OFU = (41,0) , process name {vbdal PID=21808 ...
& 0 20080319 03:2... hpswz.myt,.. 05 DSk c2thdi Disk c2t6d0 busy on 19.52%
& o bleex22. blix...  WiRGS ey i CPU Uidization (0.0) s normal 0.0
i HTLog O o
® o biizxchig blix. .
L] #svl.blcode
& 0 b2z, blie...  AGENT CEPLOY Wind5_bin...  Package WinO3S_binarkes successfully deployed.
& 0 blicx22.blix... BOOM_SER... DEPLOY Deployment i scheduled. Package(s) [ /[srv/patkages Win05 _binari...
& 0 2009-03-18 11:1... blocx22 blix..,  AGENT DEPLOY Boomlava...  Package BoomlavaMonitors sucoessfully deployed.
@ 4 2009-03-1306:4... b2 bix..,  AGENT MONITOR winiSMPT_,..  Monitor doss not submit a value during the last poling interval
M0 2009-03-1504:0...  vmwhelSial a5 o5 FREEMEM Fres Mamory (94, 530625) is below the theeshold 100,00
& 0 2009-03-18030..  blies2zbiv.. Wnos Py _Total CPU Udization (72,00 i roemal 0.0,
€0 2009-03-1802:3... blxx22.bix..., AGENT Opm wWinOSMPT ...  Exec Failed, returniCode: 1
@ 0 200%03-1302:3.., blbo2Zblix..,  AGENT Cpm WInOSMPL_,.. Exec Failed, retumCode: 1
@0 200003-1802:2.. blex22.bix..  AGENT Oprn winOSMPL_...  Exec Falled. returniCode: 1
& 0 2009-03-1802:2.. hpsvZowt,.. OF DIz RCACHEMISS RCACHEMISS = 5.0
@0 200903-1801:3.,,  xsvl.blccde O3 PROCESS fusriskinfs,..  Process monbor: OFU = (28,1) , process name {husr/sbinfswupd ...
& 0 20090317 21:1...  bloox22blix..,  WinOS Memory Phyysical memory avalable (384.0) is noomal,
@ 0 200003-17 21:1... blex22.bix..,  AGENT Oprn winDSMPT_... Exec Falled, returnCoda: 1 -
A e e T AL Rl b e Bl . " - s L R e e L T I
< ¥
Active: 30083008 Closed: 949 Selected: 2 @ 3131 @ 15011591 D 447j447 @ z40fz90 @ 29/29 &P 670/570 o

After an alert is finished you can see in the Indication details the time stamp and last value that triggered the
finished s tate.
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Process monitor 0) , process

Sewverity: warning_f

uUID: 0db43c31-07bf-4465-a4f6-1 55546dFef B2 ™ kPIMetric [ dvalabiity Metric
Hoast: blixxbig.blixx.de Application: o5

AGENT Host: | blicxbig blice.de Group: PROCESS

Object: hpetfe

Eey: blixxbig.blie.de:linux05HPI_Process_CPLthpetfe:hpetfe:20.0

Close Mask:  blisxbig.blixx.dezlinux05MPI_Process_CPLthpetfe:hpetfe:<* >

Aubo Acticmn: Op Action:

Text: Frocess monkor: CPU = (22,00, process name {hpetfe} PID=256559 arguments{ bin/bash foptjcomg
< >

Source: Q' Monitor:inueo0SMPI_Process_CPU:a | First submit: 2009-03-18 17:38:59

Skate: Active Last duplcate: 2009-03-18 17:38:59

Duphcates: o Server recetved: | 20012-02-10 05:02:30

Value: 22.0

End value: oo Alert Finished: 2009-03-18 17:39:00

b Custom Attributes (0)
b Advice

b Annotations +
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Flow Diagram Example for a Threshold Monitor

The following diagram shows the main steps that are used by the boom infrastructure  during the creation,
deployment and the processing of threshold monitor probes.

GUI Server Agent
policy created

policy stored
binary package created

new assignment created

assignment stored
add policy to assignment

assignment changes sto  red
add binary to assignment

assignment changes stored
deploy to an Agent

deployment stored and started

agent receives deployment
store policy and binaries
load policy

create a task

wait interval

call bin/script/java

receive monitor value
check threshold list

create an indication

send to server

indication received
de-duplication check

remote auto action check

close old indication (Close mask)
update connected GUI clients

indication received
updated with remote action result
closed by op erator

marked as closed

archived by operator

moved to archived table
removed from GUI clients

The Assignment Group concepts mentioned above are logical containers that are used to group by System
Roles (e.g. Linux MySQL Server or HP -UX Tomcat Server) Policies and the required Binary Packages together.
Assignments can be treated as deployment packages.

The boom Server maintains the information about deployed assignments and provides the necessary
functionality to keep the managed systemsinac onsistent state.
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" | ndication

The second major concept of the boom Infrastructure is an Indication. An Indication is an incoming message
that describes an event which occurred on the monitored node but has additional attributes like severity,
message group, application, object, etc...

In a general picture the Monitor va lue also produces an Indication on the boom Server. This Indication states
that the threshold level for the monitored metric has been changed.

Any monitoring probe or external application can submit a message to the boom Agent. The boom Agentuses
Indicat ion Policies to filter the submitted messages in order to prevent the server from a "message storm".

Indication Policies contain all necessary information to suppress unimportant or useless messages and allow

parsing and constructing new Indications in a f orm that can be used by the administrator or operator.

The results of flexibility inside Indication Policies are:

¢ reducing the number of messages that are displayed in the boom GUI
* the possibility to extract useful parts of the Indication text for remote actions or

¢ adjusting the Indication itself.

182 168.0.77 - - [30Jul/Z008:17:17:38 +0200] "GET /searchitop-search_png HTTRM 1" 404 228

Indication 1:

AFPLICATION = Apache

ME_%G %F' -P'J'L'EE- Servers

- Lo BOOM Agent HOST = www.nowhere.net
Submitted indication: SEVERITY = warning

TEXT = Page not found:hitp: /S ewwea

AFPLICATION = fApache | . ! i - \
AGORE S VEp dohe | nowhere.netfsearch/top-search. png

TEXT = 192.168.0.77 - - [30/0ul/. X i
[ - : creatés ndication 2:
AFPLICATION = WWW
MSGGRF = Support
OBIECT = CustomerS0012
HOST = 192 168.0.77
SEVERITY = major
TEXT = Page not found.
fwordpress/search/top-search.png
ak 30/ 00l 2008:17:17:38 40200

The Indication Correlation Engine is the main component which is responsible for processing the incomin g
messages based on a set of loaded policies. All incoming Indications shall be compared against all Policies. If

multiple Policies have matched conditions for one incoming Indication, the agent will produce multiple result

Indications. An exception is a P olicy that matches all messages (in other words “forwards all messages"”). In

case one of the other Policies has generated an Indication the “forwards all messages" Policy will be ignored.

All Hybrid Policies which will be explained in the next chapter, ar e excluded from general correlations. The Hybrid
Policies are only working with Indications that are submitted by triggers. The triggers must be defined inside the

Hybrid Policy.

The "Application" and "Indication Group" attributes of an Indication Policy are used as main pre  -filtering

condition. If these attributes are specified in the Policy and the submitted Indication contains non empty
values, than the Agent is able to process a reduced set of Policies and increase the speed of the processing.

Conditi ons

The process of matching incoming indications to an Indication Policy is based on the filter conditions that are
defined inside the Policy. The first condition that has been matched stops the processing of all following
conditions.

There are two major  types of conditions: Conditions that create an Indication and conditions that "STOP" the
processing.



source

XYy

-0
b|l/

helowin Ao T8 THA49. 21 2008 [debug] Parent: Created child process 1932
Tl A TR TEGACTT [rsstice [ UTuld T3 2T T process 15 runnmng
ol Ao 18 [H:49:21] [rsstice | Child 1932 Acquised the st nutes,
Belowin Ao T8 THA49. 21 2008 [rostice] Child 1932: Starting 64 worker thicads
Dolinin Ao I8 [H9 2] 2008 ] [islice] Chuld 1932 Starting taresad 1o listen on por S0
Rl Sep IO T3 08 30 JO08] [orvod] Jeliend T3 T2 TH036] File does not exist.
el g 290 173357 J008] [warn] pad Tl foptyvarmmp'processpid was chanmed.
Conditions
[} i 1. =*>[debug]<*> STOP
5] L= — 2. =*=[notica]<*> STOP
3. <> SEND —»
Such STOP Conditions allow cutting off Indications that are of no interest. For example: A logfile usually

contains a big number of informative messages with normal severity. For problem detection and monitoring
only warnings and errors should be delivered to an operator. To cut off unnecessary messages and pro

Patterns and Usage

Patterns' are used for filtering attributes.

Note: In addition the "Search Text"

"java=". l.e  java= Error..*

cessing,
you can use the STOP Condition as the top condition (first condition in the list) in the Indication Policy.
One of the most powerful and most complicated concepts of Indication Policies is the pattern concept. Pattern
are used for filtering incoming indications to identify the matching Policy conditions. By default the 'Simplified
filter can have a fully featured java pattern, because the syntax of 'Simplified
Pattern' does sometimes not allow handling complex situations. The Java format of a pattern requires the prefix
f

As described later, the Ul includes a powerful Pattern Editor that makes the generation and validation o

patterns very easy.

Any Indications have the following attributes:

Object
Host
Severity

Application (required)
Indication Group

Text (required)

These values are all used by the filtering process.

An Indication must provide at least the Application and Text attributes. All other attribute values are optional.
The default value for all filtering fields in a new Indication Policy is the "MATCH_ALL" condition:
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Filker

Application: ot
Indication Group: | o
Chiject: ke,
Hosk: .
Severity: .

& unknown &8 rormal & warning

T minar & critical

Seatch Texk: ok

@ rmajor

This means that a new created Policy will process all incoming messages. It is necessary to specify patterns
that match only messages that should be processed by this Policy.

Application Group

Object

Host

Severity

Text

Matches

APPL1

APPL1|APPL2

GRP1|G2|G3

APACHE|Tomcat WEB

OBJECT_<*>

MEMORY

criticallmajo

r

all (MATCH_ALL cond ition)

indications with
Application="APPL1"

indications with
Application "APPL1" OR "APPL2"

Group ("GRP1" OR "G2" OR "G3")
AND
Object starts with "OBJECT_"

Application ("Apache" OR
"Tomcat") AND
Group="WEB" AND
Object="MEMORY" AND
Severity (major OR critical)

For the Application, Indication Group, Object and Host fields it is allowed to have

APPL1|APPL2|APPL3 instead of [APPL1|

APPL2|APPL3]

simple "OR" notation

Note: It is recommended to have only one condition across all Policies that match all Indications.

Note: It is recommended to have Application & Indication Group Filters specified with the exact value or list of the

expected values by using

OR notation. This will reduce time of the processing and increase performance.

like:
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Flow Diagram Example for an Indication Policy

The following diagram shows the main steps used by the boom Infrastructure during creation, deployment and
processing an Indic  ation Policy.

GUI Server Agent
policy created
policy stored
new assignment created
assignment stored
add policy to assignment

assignment changes stored
deploy to an Agent

deployment stored and started

agent receives deployment
store policy
loads policy in correlation engine
Incoming indication received
for every matched policy found
parses text to extract variables
sets attributes if necessary
re -creates indication text if
necessary
sends to server OR drops
indication receive d
de-duplication check
remote auto action check
close old indication (Close mask)
update connected GUI clients
indication received
updated with remote action result
closed by operator

marked as closed
archived by operator

moved to archived ta  ble
removed from GUI clients
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Patterns
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Simplified Pattern Syntax

The Simplified pattern syntax is available in

boom because it provides a more readabl

allows defining names for custom variables. In most cases it is enough to have simple patterns to match
incoming indications. On the other side, this format has sensitive limitations and might be not sufficient for

real complex text  processing.
Element Description

<*> matches all

<n*> matches a sequence of 'n' arbitrary characters

<#> matches a sequence of one or more digits [0 -9]

<n#> matches a sequence of 'n' digits character

<@ matches a sequence word or digits character wi thout separators
[a-zA-Z_0-9]

<@> matches a sequence of 'n' word or digits character without
separators

<> matches a sequence of separators [ \t\n\x0B\f\r]

<n_> matches a sequence of 'n' separators

<*.varName>
<#.varName>
<@.varName>
<_.varName>

<[ <n*>].varName>
<[<n#>].varName>
<[<n@>].varName>
<[<n_>].varName>

Stores the matching result in the variable "varName".
This variable can be used during construction of indication.
To access the variable use <$varName>.

<[aaa|bbbb]>
[aaalbbbb]

"OR" cond ition - allows to match "aaa" OR "bbbb".
"OR" condition does not support declaration of variable directly.

<[ <[aaalbbbb]> ]. varName>

"OR" condition can be inserted in superset pattern group
declaration.

it allows to match "aaa" OR "bbbb" and store in the
declared in the superset pattern group.

variable

<![bbb].varName>
<![bbb|aaa).varName>

A single "NOT" or "NOT" with "OR" always used with variable
name.

It is possible to have inner capturing groups to parse additional variables from extracted parts.

For Example:
Incoming text:
--- 01/01/2008 x

-- X Error404 Page not found

It is necessary to extract a single message part: "Error404 Page not found" together with two sub
elements: "404" and "Page not found" as a separate value.

The pattern

<*>< [Error<[<#
delivers the following result:

.n> <_><*.msg>

1>].complete>

<$complete> =Error404 Page not found

e form. In addition it
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<$dummy1>=404 Page not found
<$n>=404
<$msg>=Page not found

where dummy1 is an intermediate internal variable which is used during the calculation.

The next example shows the use case where the goal of filtering is to match messages for all users except
the following: {"root", "user1", and "user2"}.

The complexity of this task is that there are also users available with names like: "user10", "user112".
The proposed pattern do this job by using sub -pattern is:

[user[1]2]] combined with <![root].from>

. Pattern ¥alidation

simplified Patbern: £ | 5<[U|w]> <*.time> + <@.thy> <!root|[user 1 |2]]].froms-<* =at Save Simplfied Pattern

Coreeart Simplified - = Ja¥A

JAYA Patbern: Save JAYA Pattern

[Edktine | [#ppendine | [Paste | [Remove ineis) | [ Load From file | | Append from Fie | [ Save ta fis |

[ 5etect an

Sta...  Lines

SU0GIES 09:14 + thyp root-root
] SU0G1ES 0814 + Hyp? userl 12-root
o 2 userd

L} SU0G[25 D5: 14 + thyp2 user I-rook
SUDGfE5 08: 14 + thypE user2-rook
@ S O3[25 05114 + ttyp? user] ] Z-root

Validabe all lines

Results
<jtime »>=0GfZ5 05:14

ity >=tiyp2
<ffromz=userd

Java Patterns

Java patterns are used for the "Search Text" attribute of Indication or Hybrid Policies and a couple of
bundled Java Monitors (Opm and LogFileMonitor). The full description of a Java pattern format can be
found on Sun's  Java Platform API page (s ee Pattern _ class).

The boom Java patterns also support variables but in a slightly different way than the 'Simplified Pattern
Syntax'. By using the Java patterns you can no t define custom names but you can use predefined names:
<$varl> <$var2>,<$var3>


http://java.sun.com/javase/6/docs/api/
http://java.sun.com/javase/6/docs/api/java/util/regex/Pattern.html
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Short overview about the Java Pattern Syntax:

Java Pattern -
Classes Description
any character.
i any character zero or more times.
4 any character one or more time S.
a+ ‘a’ character one or more times.
An} matches a sequence of 'n' characters
\d+ matches a sequence of one or more digits [0 -9]
\ d{n} matches a sequence of 'n’ digits character
\ W+ matches a sequence word or digits character without separators [a -zZA-Z_0-9]
\w{n} matches a sequence of 'n' word or digits character without separators
\ s+ matches a sequence of separators [ \t\n\x0B\f\r]
\s{n} matches a sequence of 'n' separators

(X) where X - some Declares a capturing group. Valu e of capturing group will be stored in the

pattern. variable "varN", where N is a number of group in the patters started from 0.

i.e (\wt) To access variable - use <$varN>

(?:aaa|bbbb) "OR" condition - allows to match "aaa" OR "bbbb" as non - capturing group.
(aaalbbbb) <25ar ;gndition - allows to match "aaa" OR "bbbb" as capturing group

[a-dA-D] any character of set: a,b,c,d,A,B,C,D

[ra -dA-D] any character except a,b,c,d,A,B,C,D

(:¥)(?<'abc) any string EXCEPT "abc". Second non  -capturing group looks on result of fi rst
(?'abc)(.¥) any string EXCEPT "abc". First non  -capturing group looks on result of second

(?i) switch to case insensitive pattern matching

(?m) switch to multi  -line pattern matching
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Hybrid Indication Policy

This type of Policy allows to periodically trigger any external script, application or internal Java Monitor. It

also allows creating Indications based on the produced text output. Nagios® compat ible plug -ins are
working this way. According to the Nagios® definitions, the output of the Monitor must return a result code

that indicates the severity and writes a detailed message and optional performance data to the STDOUT.

This kind of plug -ins is su pported by the  boom Agent (except the handling of the performance data). Other
command line tools, scripts or binaries can also be used as triggers. The Hybrid Policy supports also Java

based triggers. Java based triggers must submit an Indication by imple menting the exposed interfaces or
using the boomindi command supplied with the boom Agent.

The main difference of this Policy is the process work flow. New boom Indications are generated based on the
conditions inside the Hybrid Policy. These conditions a re filtering the output produced by the trigger similar to the
concepts described for the Indication Policies. In contrast to the Indication Palicies, only the Conditions of this one

Hybrid Policy are used to process the trigger 0 s auu Algp messages com ing from other sources than this trigger
will be not processed with these Policy conditions.

An Hybrid Policy example that uses a shell script for checking networks printer
cartridges

Just to show how this works, we will take the following free plug -in fr om the Nagios® exchange without
any changes. The script  expects the parameters P rinter IP, SNMP  Community and Command. It is easy to
create an Action inside the boom GUI to get some test output from the deployed script.

check_snmp_printer

= {_\ Lirm
[Lo rhek. bl de (15,124,140,
|__~ sles10%64. blisx.de (15,124 check_snmp_printer 15,124, 140,142 public
2@ Mac 05X
[La wsvi.blice.de (15,124,140,
- 4% sunos 120 CONSLIM ALL
|_ sunl0uSxEea4n] blixx.de |
= &2 windows 2003

Command:

Timeout (sec): Optional parameters:

+ Description

|_C p5440498A. dip t-dialin.net usage is: ~

=1 Y Windows viska Jopt /boomagent)spifcheck_snmp_printer <HOSTIP = <COMMUNITY = <CHECK >
) where CHECK can be:
S L".:' blisxrbS (15,124,140, 185) PEE-ACE:

=l Windows xP MODEL

|2 blixez bl de (15,124,14 CONSUM TEST v

[Lo blixxe blixe.de (15.124.14

~ Help
& & & & & & HERRE A
#4 +

# | Copwright {C) 2007 S2L Metzwerktechnik
#]

# | This program is free software; you can redistribute it and/or
# | modify it under the terms of the GMU General Public License w

F3 3 < >

Result:
Resulk = Success -~
=== Start of Gutput from sles10x64 bl de (2008-10-16 17:42:05) ===
OF,Cyan Cartridge HP QBO00LA is at 70% OK,Magenta Cartridge HP QBO034 is ak 77% OK, Yellaw Cartridge HP QRO0Z4 is at 77%:| O

=== End of Cutput From sles10x64.blixx.de === w
£ *

Close

The result output string is conform with the Nagios® requirements and contains information about the
toner level for every cartridge:

OK,Cyan Cartridge HP Q6001A is at 70% OK,Magenta Cartri dge HP Q6003A is at 77% \
OK,Yellow Cartridge HP Q6002A is at 77% \
| Cyan Cartridge HP Q6001A=70;;470; Magenta Cartridge HP Q6003A=77;;470; \

Yellow Cartridge HP Q6002A=77;;470;
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A Simple Hybrid Indication Policy can be created with the following settings:

¥ Check_printer_cartriges 32
Indication Mame: Check_printer_cartriges

Description: Checks a network prinker cartriges via SMMP

w Nagin Trigger/LogFileMonitor Details

Type: NAGTH 3 Call: | check_snmp_printer 15,124,140, 142 public CONSUM ALL

Interval: | qh

Conditions
Description: | normal
Warning
other 10 6dd06946-136-4F37-9803-80626201ch 72

Advice: returns normal severity based on prinker settings,

[] availability Metric []KPI Metirc [v] Detect Duplicates

Indication Key! | «$AcENT_HOST = <4MSGE_NODE_MAME =: <$MSG_APPL = <$MSE_GRP = <$MSE_OBIECT =1 <$MSE_SEY

Close Mask: <FAGENT_HOST = <$MSG_NODE_MAME >: <§MSG_APPL = <$MIG_GRP=: <fM3G_OBIECT =1 <%
Filker Overmrite attributes
#Application: ahn Set Application: MNET
Indication Group: | o# Set Indication Group: | pRINTERS
Object: ahn Set Object: Cartridges
Hask: L Set Haosk:
Severity: narmal Sek Severity: L I

] @ unkriown & normal [] €@ warning
1 & minor ] ®® major [ @ critical

Search Text: [ jaya=*,( *)is at (id+1%)s+. %, * is at (d)%is+,%,( ) is at (id+1% *

Set Text: Printer cartridges are OK, <fvarl ==<$var2 =%, <fvardz=<fvard>%, <$vars==<varc =%

For every specified polling interval the boom Agent will call the script and process the output.
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Filtering and Mapping

The initial severity of the execution is based on the result codes that are defined in the Nagios® Plugin API.

Plugin Return Code boom Severity Nagios® Service State Nagios® Host State
0 normal OK up
1 warning WARNING UP or DOWN/UNREACHABLE
2 critical CRITICAL DOWN/UNREACHABLE
3 unknown UNKNOWN DOWN/UNREACHABLE
If the result code is different from the declared code above - the boom Agent assumes that an error occurred

during the execution and will produce a warning indication with a detailed status.

Original va lues of other Indication fields for the NAGIN call type:

Field Value

Application NAGIN

Indication Group NAGIN

Object empty

Node Agent's hostname
All original values can be changed by specifying the  "Overwrite Attributes” section of the condition.
The Call parameters can be defined in a multi -line form. Both notations are identical.

Call: | check_smmp_prinker
15.124.140.142

public
COMSUM ALL
If you use the default Text pattern <*> | the Indication will be delivered as it is. On the other side if you
use variables inside the patterns it is easy to construct a new form of text. For example the following
pattern:
java=.*,(.*)is at ( \ d+)%)\ s+.%,(.¥) is at ( \ d+)%)\ s+.%,(.*) is at ( \ d+)%.*

together with Set Text:

Printer ca  rtridges are OK. <$varl>=<$var2>%, <$var3>=<$vard>%, <$vars>=<$var6>%
will create the Indication text:

Printer cartridges are OK. Cyan Cartridge HP Q6001A=70%, \
Magenta Cartridge HP Q6003A=77%, Yellow Cartridge HP Q6002A=77%

Monitoring multi ple hosts and objects with one Policy

There is a special possibility for Hybrid Policies with a NAGIN call type. The call field can have a special
declaration that allows to declare a list of values:

check_snmp_printer

<$BOOMMON_NODES(15.124.140.142,15.1 24.140.143,15.124.140.145)>
public

<$BOOMMON_OBJECTS(PAPER1,PAPER2)>

This kind of notation allows to create multiple calls with different parameters inside the same Policy.
defines a list of parameters that must be delivered as a Host value of Indication
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defines list of parameters that must be delivered as Object value of an Indication.

Multiple entries of the same type (BOOMMON_NODES, BOOMMON_OBJECTS) are not allowed in the call field.

As a result of this call declaration the Agent will trigger the scr ipt 6 times:

check_snmp_printer 15.124.140.142 public PAPER1
check_snmp_printer 15.124.140.143 public PAPER1
check_snmp_printer 15.124.140.145 public PAPER1
check_snmp_printer 15.124.140.142 public PAPER2
check_snmp_printer 15.124.140.143 public PAPER2
check_snmp_printer 15.124.140.145 public PAPER2

The created Indications will be submitted with the Host and Object values that are used in the call. This
enables creation of  different conditions for different incoming objects and/or hosts.

The default wo rking directory for triggers is "$BOOM_ROOT/spi/". All binaries and script calls must be specified
related to this directory. In case it is necessary to use a binary which is placed in a different location but is
available inth e systems PATH - use the '# character as a prefix. i.e. #df, #top.
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Logfile Monitors

¢ Lodfile Monitoring

e Transactions Logfile Monitor

Logfile Monitor

One of the most used features of all the monitoring solutions is the logfile monitoring. This funct ion is
implemented as a Hybrid Policy with Java monitor. The implementation of the LogFileMonitor has flexible
possibilities to specify the format of the monitored logfile and pre -process filter. The monitor automatically
handles the truncation of the moni tored file.

In the Nagin Trigger/LogFileMonitor Details section the following data needs to be defined: the Java type has to
be selected, the polling interval and the call parameters have to be defined.

* * Apache_errorLogFleMonttor_Linux
Flugin Name: NONAME
Indication Name: Apache_errorLogFileMonitor_Linux

Desaription: the first ine of the monitor cal is dass name: com, bloox. agent. monitors, LogFleMonitor
2: ONINIT shell command to resolve error_llog file path (searches on fetc/)
3: Regexp For spit records (in case of multi line cutput)
4: general fiter of content (all unmatched entries will be skipped)

v Nagin Trigger/LogFileMonitor Details

Call: | com.blixx. agent.meakors. LogFiaMondor

Type:
e B0 <$BOOMMON_ONINIT(sh - "find fetc -name httpd.corf -exec sh -c 'cat {} | grep -0 ~ErrerLog.® | sed -e sfErrorLogff ' \;")>
5 Nw{3Ns+iw{3}s\d{2His\d{2}:1a{2}\d {2 s\ d{4 ] *
Interva: | 1 .
Conditions
Debug - 5TOP @ Description: | grrors
Notice - STOP
Info - STOP 1D: 6 5 6
ke 669c2817-d2b4-4a78-9bc6-72342578431
Ebomal Advice: Here included “Page not found” messages as wel.
Emergency and Alerts

[[] Avallabiity Metric [_]kP1 Matirc [V]Detect Duplicates

Indication Key:
Close Mask:
Filter Overwrke sttribtes
Apphcation: < Set Applcation: Apache
Indication Group: | o+ Set Indication Group: | WeB
Object: <+ Set Object: Errorlog
Host: <> Set Host:
Severity: <*s Set Severity: [0 4 v

[¥] @ uninown [] ® nomal [¥] @ warning
[ ® minor  [V] @ major  [V] @ critical

Search Text: [ <* time >1]<*>1[ <error.sev>i]<*> vaidate pattern

Call:

Linel: com.blixx.agent.monitors.LogFileMonitor

Line2: "path to the logfile"

Line3: "pattern matching start of message blocks"

Line4: "general pattern matching entries"

Line5 (optional): "one of : FROM_START | FROM_LAST"
Line6 (optional): "executable call before logfile processing”



Line 1 Contains the name of the Java Monitor bundled with default installations as BoomJavaMonitor

package.
Line 2 The path of the logfile, that should be monito red.
Line 3 Many of the log files contain multi -line entries. It is necessary to have here a Java Pattern

that is matching the start of the message. Usual it can be a fixed prefix containing the date,
severity, log level, etc.

Line 4 A Java Pattern as a  pre -process filter. This filter allows to reduce the number of messages
that must be processed by an Agent. Pattern ".*" matches all lines - that means all entries
will be processed.

Line 5 FROM_START - indicates that logfile has to be monitore d from then begin on every scheduled
(optional) interval
FROM_LAST - sets default processing mode. Logfile will be scanned from last processed point.

Line 6 Allows to specify a trigger that needs to be executed before parsing the logdfile.
(optional) This can be us ed together with FROM_START parameter in line 5 to process lodfiles re -
generated by trigger on every polling interval.

Example of the Apache ErrorLogfile Policy:

com.blixx.agent.monitors.LogFileMonitor

Ivar/log/apache2/error_log

VA wW{3} \ s+\ w3} \ s\ d{2} \s\d{2}: \d{2}: \d{2} \s\d{4} \]*
*

The most difficult part of the configuration is Line 3. You can easily adjust the pattern by using the Pattern

Validation Dialog which is integrated in the boom GUI (see screenshot below). In real life it is bet ter to fetch an
existing logfile from the managed node and load it into the dialog. If a logfile has no multi -line entries a simple
"*" (match all) pattern can be used.
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Log file cntrics can consist of muliple lines

—=—httpd.exe: Could not reliably determing the server's Fully qualified domain name, using 127.0.0.1 for 5

Pattern Validation Dialog

Java pattern:

Il 3HsHw IR ZHs\ {2 dizhd {2 s d{4H].*

[Edit Iine] [.C\ppend Iine] [Paste] [Remove Iine(s)] [Lnad From File] [F\ppend fram File] [Save to file

Pattern Example (ALT+HMouseClick):

[ =elect al

Lines -~
2% Starting the ApacheZz, 2 service
[X] The Apachez. 2 service is running.
[} ] Apache/2.2.8 (Win32) configured -- resuming normal operations
[[Fri May 16 10:05:47 2008]|[notice] Server built: Jan 15 2008 00:37:19
Fri May 16 10:08:47 2008] [notice] Parent: Created child process 1792

[Fri May 16 10;08:47 2008] [nokice] Child 1792 Child process is running

[Fri May 16 10:08:47 2008] [notice] Child 1792 Acquired the skark rutex,

[Fri May 16 10:08:47 2008] [notice] Child 1792 Starting &4 worker threads.

[FriMay 16 10:05:47 Z008] [notice] Child 1792 Starting thread to fisken on port S0,
[ httpd.exe: Could nok relisbly determine the server's Fully qualified domain name, using 127.0.0.1 For S
[Fri May 16 10;18:15 2008] [warn] pid file C:fProgrammefApacheZ. 2/logs/httpd. pid overwritken -- Unc
[Fri May 16 10:18:15 2008] [notice] Apache/2.2.8 (Win32) configured -- resuming normal operations
[Fri May 16 10:158:15 2008] [notice] Server built: Jan 18 2008 00:37:19
[Fri May 16 10:18:15 2008] [notice] Parent: Created child process 1508

] httpd.exe: Could nok relisbly determine the server's Fully qualified domain name, using 127.0.0.1 For S
[Fri May 16 10:18:15 2008] [notice] Child 1508 Child process is running
[Fri May 16 10:18:15 2003] [notice] Child 1508: Acquired kthe skark mukesx,

[Fri May 16 10:18:15 2008] [notice] Child 1508 Starking 64 worker threads. |
TFri Mane 1A 1M 1R85 200871 Thnkice1 hild 15080 Skarkinn Fhread b licken nn mnek 20

< b3

Yalidate all lines

Results:

If you use brackets "()" around parts of the pattern, you can see in the result area which data this part of the

pattern is matching.




snurcc

b|l/

Pattern Validation Dialog

Java pattern:

[ s+ ts s ; : s ]

[Edit Iine] [Append Iine] [F‘aste] [Remwe Iine(s}l] [Lu:uau:l Fram File] [.ﬁ.ppend from File] [Save to file

Patkern Example (ALT-HMouseClick):

Ska... Lines

[X] Starting the Apachez. 2 service

[X] The Apachez 2 service is running,

X 1 Apachejz.2 .8 (Win3Z) conﬁgured -- resumlng normal Dperatlons

Fri May 16 1I_I:IZI'="4

E

E

= 5 ; h

a 16 1El 18 15 F008] [notice] Ch||c| 1508 Startlng & worker threads
= , : I

Results:
varl =
varz =
ward =16
ward = 10

wars = 0g

Transactions Lo dfile Monitor

Another modification of the Logfile Monitor can be used for monitoring transaction like log entries. The
responsibility of this Hybrid Java Monitor is the detection of not closed or failed transactions by tracking logfile
entries and their ex  pected follow -up entries.

The LogFileTransactionMonitor Java Monitor has the following call format:

com.blixx.agent.monitors.LogFileTransactionMonitor
<path to the logfile>

<startPatternT1> - should match start of transaction logfile entry
<finishPatte rnT1> - should match SUCCESS end of transaction
<failPatternT1> - should match FAILED end of transaction
<timeoutT1> - in seconds

<startPatternT2> - should match start of transaction logfile entry
<finishPatternT2> - should match SUCCESS end of transacti on
<failPatternT2> - should match FAILED end of transaction

<timeoutT2> - in seconds

Usually such logfiles contain many asynchronously started transactions. Therefore it is recommended that the

start pattern includes a capturing group(s) extra cting a unique identifier of the transaction and use variables in

the finish/fail patterns ( <$svarN> extracted during first match) to be able to differentiate the transactions.



source

XYy

-0
b|l/'

Several products use transaction like logging, where a missing 6succefsisfiush messaged ias
logged failure. For example the vmware ESX server lodfile:
The Call field in the Hybrid Java Policy can be defined as:

com.blixx.agent.monitors.LogFileTransactionMonitor

logfilePath Ivar/log/vmware/hostd.log

startPat  tern: *ha - eventmgr.*Event \d+:( \S+)onhost*inha - datacenter is starting.*
fihishPattern: *ha - eventmgr.*Event \d+: <$svarl> *inha - datacenteris powered on.*
failPattern: *ha - eventmgr.*Event \ d+ : Failed to power on <$svarl> .*inha - datacenter.*
ti meout: 60

Ivar/log/vmware/hostd.log Example content:

[... 22:05:13.459 'ha -eventmgr' 54164400 info] Event 56 : vm33 on host ESX1Server inha -datacenter is starting
Start pattern matched with line above. Extracts <$svarl> =vm33 - enoughto uniquely ident ify
transaction.

Modify finish/file pattern to:

*ha -eventmgr.*Event  \d+:vm33.*inha -datacenter is powered on.*

*ha -eventmgr.*Event  \d+ : Failed to power on vm33.* in ha -datacenter.*
Remember start transaction message (for sending later)
Start monitoring end of transaction or timeout.

[... 22:05:13.459 'vm:/vmfs/volumes/49c6/vm33/vm33.vmx' 54164400 info] State Transition (VM_STATE_OFF ->
VM_STATE_POWERING_ON)

[... 22:05:13.555 'BaseLibs' 35318704 info] VMHSVMCbPower: Setting state of VM \

Ivm/ #cba6c6929cc15181/ to powerOn with option soft

[... 22:05:13.556 'BaseLibs' 35318704 info] VMHS: Exec()'ing /usr/lib/vmware/bin/vmkload_app, \
Ivmfs/volumes/49c6/vm33/vm33.vmx

[... 22:05:13.920 'BaseLibs' 35318704 info] Established a connection. Killing in termediate child: 10472

[... 22:05:13.924 'BaseLibs' 35318704 info] Mounting virtual machine paths on connection: \
/db/connection/#cl/, lvmfs/volumes/49¢c6/vm33/vm33.vmx

[... 22:05:13.947 'BaseLibs' 35318704 info] Mount VM completion for vm: /vmfs/volumes/ 49c6/vm33/vm33.vmx
[... 22:05:13.948 'BaseLibs' 35318704 info] Mount VM Complete: /vmfs/volumes/49¢c6/vm33/vm33.vmx, \
Return code: OK

[... 22:05:29.762 'BaseLibs' 35318704 info] VMX status has been set for vm: /vmfs/volumes/49¢c6/vm33/vm33.vmx

[... 22:05:29 .762 'BaseLibs' 35318704 info] Disconnect check in progress: /vmfs/volumes/49¢c6/vm33/vm33.vmx

[... 22:05:29.762 'BaseLibs' 35318704 info] Disconnect check in progress: /vmfs/volumes/49c6/vm33/vm33.vmx

[... 22:05:29.784 'BaseLibs' 55413680 info] Connected t o /vmfs/volumes/49c6/vm33/vm33.vmx:testAutomation -fd, \
remote end sent pid: 101091
[... 22:05:30.104 'BaseLibs' 21207984 info] DISKLIB -VMFS : "/lvmfs/volumes/49c6/vm33/vm33 -flat.vmdk": \
open successful (17) size = 19327352832, hd = 0. Type 3
[... 22:05:3 0.123 'Baselibs' 21207984 info] DISKLIB -VMFS : "/lvmfs/volumes/49c6/vm33/vm33 -flat.vmdk" : closed.
[... 22:05:30.196 'ha -eventmgr' 21474224 info] Event 57 : vm33 on ESX1Serverinha -datacenter is powered on
The line above matched with finishPattern. (SUCC ESS) -> sends start transaction message to the

boom server.
OBJECT=SUCCESS_END
SEVERITY=normal
+ optional variable:
<$SUCCESS_END_MSG> ="success transaction logfile line"

OR IF ERROR:
[... 22:05:30.196 'ha -eventmgr' 21474224 info] Event 57 : F ailed to power on  vm33 on ESX1Server in ha -datacenter: \
A general system error occurred:

The line above matched with failPattern. (FAIL) -> sends start transaction message to the boom

server.
OBJECT=FAIL_END
SEVERITY=critical
+ optional variable:
<$FAIL_END MSG> ="fail transaction logdfile line"

OR IF TIMEOUT:
Sends start transaction message to the boom server.

OBJECT=FAIL_TIMEOUT
SEVERITY=critical
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Opm Java Monitor

The Output Parser Monitor (Opm) bundled with boom allows you to create a monitor based on the output
produced by system tools or other executables. Opm is a Java based Monitor that is able to parse and
summarize resu It text lines containing numeric data.

Most of the standard system tools like "top", "df" or "ps" are delivering results with useful numeric values for
multiple objects. These values can be used for the system or process monitoring.

Started from version ~ 2.00 the Opm Monitor supports Java based actions that can generate output for parsing:

SshAction - can be used for monitoring remote systems over SSH.

JmxAction - can be used for monitoring remote JMX servers.

HttpAction - can be used for parsing remote H TTP pages.

Lets take an example of processing the 'df' output of a Unix system. We will use the 'df -PKI' call to have a

similar output from most of the Unix systems:

File System 1024 - blocks Used Available Capacity Mounted on
/dev/vg00/Ivol5 24456 8472 15984 35% /home
/dev/dsk/cOt0dO 3235348 3235348 0 100% /iuxcdromO
/dev/vg00/Ivol6 5235064 4167056 1068008 80% /opt
/dev/vg00/Ivol4 715400 8632 706768 2% /tmp
/dev/ivg00/u0 1 7693337 213287 7480050 3% /u01
/dev/vg00/Ivol7 3289800 2853656 436144 87% /usr
/dev/vg00/Ivol8 6118216 1811520 4306696 30% /var
/dev/vg00/Ivoll 309928 130312 179616 43% /stand
/dev/vg00/Ivol 3 409016 327264 81752 81% /

174116 0 174116 0% /dev/shm

Most of these lines are showing really important values for monitoring. But every line provides information for
a different mounted partition. So, to be a ble to monitor mounted partitions, a monitor must submit a separate
value for each object.

Let's assume we want to monitor the percentage of used space on each volume. We need to create a new Java
Monitor with the MAXTHRESHOLD type based on the com.blixx. agent.monitors.Opm class.
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Manibor Marme: Disk_usage

Inkerval: im Description: | percent of used space on mounted partitions,

application: a5

Type: MARKTHRESHOLD w

Indication Group: | prs Call: :?m.biixx.agent Jonikor s, Opim
df -Pid

Policy with Resst:  Syyps () LineByLine

QL (4 (idev. * s+ (ld# s Hid+ s+ d+)s+H[0-91 4 Fels+ (%)

svarl = vars

Monitor Type: JAVA w

Indication Key: <4MSGE_NODE_NAME >; <$HAME > <$M5G_0BIECT > <fTHRESHOLD >

Conditions
== 90,0 . Mame: | apw, used
S=E0 80% used
=00  normal ID: 71d6d613-2fée-4ch5-bd9c-Be238e1412a

Advice: | b space, Cleanup needed,

< >
(] Availability Metric [#]&PI Metric
Close Mask: <EMSG_MODE_NAME 1 <4NAME >: <§MSGE_OBIECT 2<%
Threshaold: Q0.0 Chject: oFs
Resat: Qap.0 Set Host:
Ignore Reset: CIvES (EHo At Action:
Silence Count: o A Host: w
Sewerky: major w Ad Timeouk (sec): | 1z
Opsrator Sckion:

Texk: | Mounbed volume <$svars> on a disk partition <$svarl> uses <$VALUE >% of avalable disk space

In this example we are using the following pattern:

(dev®)  \s+(\d+)\s+(\ d+) \ s+(\ d+) \ s+([0 -9\ ]9)% \ s+(.*)
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Ao+ s e st et
[Pesserrve irefz) | [ Losd rom file | [ Append from i | [saveto fie
Pastiesn Excamgds (ALT-4MouseChok):
I
[ select A1
Sta..  Lines A~
o Flsystem t2d-blocks Used Avadsbis Capacity Mourted on
fdevivglOfvols 24456 8472 15964 5% [home
& fhevidshiciR0d) 3235348 32IEME 0 100% uscdeond
l fdevivglOfbvols  S23S064 4167056 L0GE008 SIRE jopt
& evjgiifveld  TIS400 BE32 TOETEE 2% Jmp
2 fdevivgDOiull  7E93337 213287 THEO0S0 3% full
& evivgiifbeol7 326900 ZES3655 436144 87% Jusr
& fdevivgiifvels 6118216 1611520 4306606 30°L jvar
& [devivgiiybeoll  S099EE 130012 179616 43% fsband
& MevivalObvels 409016 327264 BITSZ BI% | i
< ¥
aldate sl lines
Rsidte:
warl = fdev vl fheols
war2 m 2456
vard = 8472
ward = 15984
warS = 35
war = fhome
This pattern defines 6 capturing groups that provide us 6 variables for every matched line:
varl - partition name
var2 - disk size in KB
var3 - used space
vard - free space
var5 - used spacein %
var6é - mount point
In the Opm Monitor all defined variables can be accessed as DOUBLE or STRING.
If you need to get value as DOUBLE - use var N.
If you need to get value as STRING - use svar N.
Every matched line in our example is a potential monitor value . To submit multiple monitor values we need the
Object attribute. So the line:
svarl = varb

tells to the Opm Monitor how to submit the parsed values (submit double value of parsed var5 with the Object
string captured by svarl).

An Opm Java Monitor expe  cts the following lines of parameters:

LineByLine TableSummary

L1: com.blixx.agent.monitors.Opm (required) L1: com.blixx.agent.monitors.Opm (required)

L2: <executable string> L2: <executable string>

L3: LineByLine L3: TableSummary

L4: <java patt ern with capturing groups> L4: <Java pattern with capturing groups>

L5: <objectNamel> <summarizati on function> <calculation> L5: <objectNamel><  summarization function> <calculation>
L6: <java patt ern with capturing groups> L6: <objectName2> <summarization function> <calculation>

L7: <objectName2> <summarization function> <calculation>
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Line Description

L1: Java class name
L2: Any executable or script available on the managed host.

supported Java Actions (for L2):

SshAction <host> < user> <pass> <command to execute on remote system>

JmxAction [options]  -u <url>

with options:

- | <login>

- p <password>

- 0 <objecName> JMX canonical object name mask. Like "java.*:type=Memory"
- a <attribute> - v <valueMask> only masked att ribute will be queried

- D <environment variables>

HttpAction <URL>

L3: "LineByLine" or "TableSummary"

Two constants are defining the general behavior of the Opm Monitor: "LineByLine" tells the Monitor that
every line must be processed separately. All filtered lines must be parsed, calculated and submitted as monitor
values. "TableSummary" tells that all lines must be parsed and converted to a column where the column is

declared by variables (capturing groups of a pattern).

Filesvslem [024-blocks Used Avadlable Capacity Mounted on

devivolFlvols 24456 B472 [5084 | 352 home

devidskici0d0 3235348 3235348 0 |100%  Auxcdromd LineByLine

{evivolH volé 52350604 416T056{ 1063008 [ B0 apl = | mon valus
wilMl vald 715404} Bai2| ToeTaR 2% Ly ——== | mon valus
».'_'.EE ul ?.fﬁn'.‘“? :I'::E? ?-}%DD.‘.I.'E' o utl = | mon valus
vl W Tval 7 FZEUENY 2853656 436144 % LSE —_—
vl lvol B SUIEZLA[ TRIIS20)|4306696 | 300, Var
vl vall J0002E] 130312( 1796le | 439 stand

dev/voFlvoll 4000 0el 327264 Bl%s

'TIEr: =

174116 Mo dev/shm

v TableSummary v

[ s valus I e valus ]

L4: This pattern is responsible for matching and parsing strings in the output of the executable.

Please note: There is only one global pattern for the TableSummary type. LineByLine requir es a separate pattern for
every following object line!

L5: Object line.

All lines from this point can declare object names, summarization function and plain arithmetic calculation

string. It is possible to specify multiple object lines. In case of using the LineByLine type - every processed
string will submit multiple monitor values that are declared in the object lines.

Object Line Syntax
All elements must be separated by space. The first position is the object name. The object name can be

defined as a constant string or if the LineByLine type is defined the svar N can be used. The svar N variables
can also be combined with prefix or suffix. i.e. Err_svarl

Please note that svar N variables are not used by the TableSummary processing.
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The second position - takes summarization function:

Type Summarization Function allowed
LineByLine DELTA, '='
TableSummary SUM, MIN, MAX, AVG, COUNT*

* - The COUNT function requires one capture group in the pattern and returns number of matched lines in the
output.

The DELTA function has to be used only for counters.

The rest of the line is the calculation string based on parsed double values. The calculation part can contain
simple arithmetic operations, double constants and variables of double types ( var N).

Syntax of Calc  ulation

... X1 'operandl' X2 '‘operand2' X3 ‘operand3' X4 ...
Where Xn - double value or var N, operand - one of

R (trivial arithmetical operations) and one special: "\

Operand ' \' - means a division of Xi/Xi -1.i.e. RES=var2 \ var3=> var3/var2

The example above will be calculated as: ((X1 ‘operandl' X2) 'operand2' X3) 'operand3' X4

For the following examples we assume that the filtered string is parsed into variables:

varl - /dev/vg00/Ilvol5
var2 - 24456
var3 - 8472
var4 - 15984
var5 - 35
var6 - /home.
Examples of Object Lines (LineByLine) Description

Monitor value = var4 = 15984.0

FREEDISK = var4 Object = FREEDISK

svarl = vard Monitor value = var4 = 15984.0

- Object = /dev/ivg00/lvol5

svar6 = vard / 1024 Mo_nltor_value = (var4/1024) =15.61
Object = /home

Monitor value = (100 - varb) =75.0

svarl =100 - vars Object = /dev/vg00/Ivol5

Examples of Object Lines (TableSummary) Description

Sum of all free spaces

FREEDISK_T SUM var4 Object = FREEDISK_T

Average of all free spaces in MB

FREEDISK_A AVG var2 - var3/1024 calculated as (var2 - var3)/1024
Object = FREEDISK_A

Minimum free space in MB

FREEDISK_M MIN var4 /1024 Object = FREEDISK_M
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Supported Variables and pre

Supported Variables

Variable

<$NAME>

<$AGENT_IP>
<$AGENT_ID>
<$AGENT_HOST>

<$HOST>,
<$MSG_NODE_NAME>,
<$MSG_NODE>

<$OBJECT>, <$MSG_OBJECT>

<$SEVERITY>, <$MSG_SEV>
<$APPLICATION>,

<$MSG_APPL>

<$GROUP>, <$MSG_GRP>

<$ORIG_TEXT>,
<$MSG_ORIG_TEXT>

<$OPTIONS>

<$THRESHOLD>

<$VALUE>

<$other_optional_variables>

Where to use

- process Functions

Monitor
Policies

Yesu

Yes

Yes

Yes

Yes

Yes

Yes

Yes()

Yesq)

No

Yes

Yes

Yes

Yes

Indication
Policies

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

Yes

Description

The Name of the Monitor or Indication Policy
name.

Can be used in a "Call" field and will be
resolved dur ing the initialization.

@ - Java Monitors receive their name
automatically.

IP address ofa boom Agent
UUID of a boom Agent

hostname of a boom Agent

Submitted node name or hostname of a
boom Agent.

Object
Severity (string)

Application
@ Used value that is specified in a Monitor
Policy.

Group
3 Used value that is specified in a Monitor
Policy.

Original submitted text.

Prints all optional variables that are
submitted by a Monitor or parsed by an
I ndication Policy in a form: varName=value

Threshold value of the matched condition.
Monitor value

Any other optional variables submitted with
Monitor value or messages. Also var iables
parsed in the message text by pattern
specified in Indication Policy.

Usually all supported variables can be used in the "Text"/"Set Text", "Indication Key", "Close Mask",
"Auto Action" and "Operator Action" fields of a Policy as well

as in Custom Attributes.

<$NAME> can be also used in a "Call" field as a notification to an executable or a script about the

expected Monitor name.

All submitted optional variables can be used in a form: <$varname>

Supported pre

- process Functions
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. Monitor Indication -
Functio n - L Description
Policies Policies
EXEC JAVA NAGIN JAVA
Functions that call external executable
<$BOOMMON_ONINIT(...)> Yes Yes Yes Yes (;I;jg/lpt during the initialization of a
Multiple entries allowed
Functions that calls an external
<$BOOMMON_ONSTART(...)> Yes No Yes No Sxecutable or scriptbefore the

scheduled run.
Multiple entries allowed

A comma separated list of values that
<$BOOMMON_OBJECTS("list of Yes  No Yes No are used for repeatable call and
objects")> override "Objec t" field of an Indication.

Multiple entries are NOT allowed

A comma separated list of values that
<$BOOMMON_NODES("list of are used for the repeatable call and
" Yes No Yes No o " s
nodes")> override "Host" field of an indication.
Multiple entries are NOT allowed
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Assignment Concept

An Assignment is a concept focused on grouping Policies and Binaries Packages and their

deployments based on the system Role. Any ma naged system can be categorized in Roles by many
attributes. For example: OS type, kinds of applications running, is it a productive or a test systems,

server classes and so on.

Different kinds of Roles have to be monitored in a different way. Thus the IT department requires
multiple set of Policies and related Binaries for every kind of Role or aspect of the system. The
Assignment is a container that enables to create such sets.

Assignments provide several benefits:

L] They allow to create a group of Polic ies, Monitor executables and Actions that belongs to a
specific aspect of the monitored system.

L] One-step deployment of all child elements.

° One-step un -deployment.

° Automatic enqueue deployments or un -deployments of removed, added or renamed elements

L] Allow to check consistency of the deployed elements on remote Agents.

Deployment of an Assignment on a low level means deployment of all Polices and Binary Packages

contained in selected Assignment. Logical tree folder structure has no relation to the deployme nt.
Please note that boom Agent has no information about deployed assignment groups, but knows

about all deployed Policies. To provide a status of assigned elements the boom Server uses internal
data stored in the database, xml configuration files and quer ies to remote Agents. This allows to

show the real picture of differences between Agent's reality and Server's expectations.

The handling of Binary Packages is simplified at the moment. The boom Agent does not track
Binary Packages deployed on the node, s o the server operates only with expectations. Extended
tracking of Binary Packages is targeted to next release.

All assignments that are deployed on a remote boom Agents are stored in the boom Database. An
Agent can have multiple Assignments deployed.

Please read related sections:

Assignments in a boom _GUI
Assignments Summary in a boom _GUI
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Binary Packages

Scripts, executables and configuration files that belong to one monitoring area or to one Management Plug -In
are grouped together in so called Binary Packages. These packages are directly reflected on the file syste m
structure of the  boom server.
BN Gl AT BN AT Server BON I Agrent
I BOOM Server root
D srv
I packapes
I BoomJavaMonitors L BOOM_ROOT
= Package_AEC 2D Package ABC "
=== config = config ™ - I3 confie ™
config.cfg config.chg corfig.cfg
getval.sh getval.sh getval.sh
init. shi init. sh init..sh
Parkage_ABC.props Package_ABC.props | 05219V Package_ ABC.props
krigger_a.sh krigger_a.sh trigger_a.sh
== jars D jars I jars
monitors. jar . manitors, jar _/" \. manitars. jar _/"
As you can see from the picture, the content of the package (Package_ABC folder) will be deployed to the
default package locati  on on the agent (%BOOM_ROOT%/spi/) without the package name. Any subdirectory
structure below the package folder will be reflected 6as is6 on the agent side. The

directory is the default working directory for all monitor calls and triggers that are declared in the Policies.
Please note: The files in the different binary packages must have unique names to avoid conflicts. Therefore

it is recommended to place these files into a uniquely named subfolder below the package name directory.

Just t he package property file should be placed in the top level folder (Package_ABC/) and the Java Monitors

have to be placed in the predefined location (Package_ABCl/jars/).

B W Server
LD BOOM Server root
J v
I packapes
I BoomJavaMonitors

BON N Agent

D BOOM ROOT

I Pack age ABC 2D spi
rd Package _AEC.props ™ 4 Package_ARC . props ™
w.:l |ars J jars
abc_mmonibors, jar abc_monibors, jar
= phoABC bin =D phoABC bin
deploy
gebveal.sh —_— qgebval.sh
init.sh init.sh
krigger_a.sh krigoer_a.sh

e

The boom GUI reflects the file structure that is stored on the

J

.

/

boom Server system (srv/packages/). For the

creation of a new Binary Package it is enough to create a new directory under srv/packages/. Changes on the

server side are automatically r

eflecting in the

boom Client. The boom GUI also provides helper file oriented

actions in the Packages view. Together with the integrated editor that allows editing the server side files it
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helps to maintain Packages even without direct access to the boom Server.

The deployment on single file level is not supported. You can deploy the Binary Packages directly or as part of
an Assignment.

Note:
The renaming of the top package folder directly on the file system will cause problems in the assignment tree and on
the stored assignments. Please use the boom GUI Action "Rename package" for this purpose.

During the deployment of a Package, the content of the Package folder will be copied to the remote agent
system.

All Java Monitors (if any) in a Package must be delivered as .jar files and must be placed in:

srv/packages/Package ABCl/jars/*.jar
The boom Agent automatically recognizes the jar files and loads them without a restart.

If the Package contains the property file named <packageName>.props - the boom Agent will try to perform
special processing steps during the deployment. This file can be used for defining STOP and START
commands when the package has a stand -alone collector running separately from the agent.

# Package_ABC property file

# com mand to start collector (relative to %BOOM_ROOT%/spi/)
START=pkgABC_bin/init.sh - start

# command to stop collector (relative to %BOOM_ROOT%/spil)
STOP=pkgABC_bin/init.sh - stop

# timeout in seconds for both commands

TIMEOUT=30

When an agent recognizes the Package property file, it will execute the START/STOP commands when the

boom Agent gets started or stopped. During the package distribution the agent will execute the STOP

command, (re)places files and triggers START as the last step. This allows replacing the files without running
into trouble with files that are locked by a running collector.

Note: If a Binary Package is no longer needed on the agent side, the deployed files can be simply removed.
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Performance Data Handling

The boom solution supports the submitting of custom performance data from management plug -
ins. All the submitted data gets stored centrally on the boom Server. Every registered class creates
a separate table in the BOOM_PERF database. The integrated HTTP server includes a lightweight

reporting engine.

Required Steps

A MPI must first register a performance class declaration with the boomperfreg script .
Usage:

boomperfreg  full/path/toffile.spec

Specification file format:

CLASS <className>

<fieldnamel> = <positionNumber>
BOOM_DATATYPE DOUBLE

<fieldname2> = <positionNumber>
BOOM_DATATYPE BIGINT

<fieldname3> = <posit ionNumber>
BOOM_DATATYPE VARCHAR 128

Supported types:

® DOUBLE - the main type for performance values
® BIGINT - represents long values (can be used for time)
® VARCHAR <size> - any string values

After the specification file was processed b y the Agent, the MPI can submit the performance data by
using the boomperfstore  script.
Usage:

boomperfstore <classname> <values separated by space>

If the specification file is not registered, the submitting of performance data will be rejected. If the
number of submitted values is different from the number of fields that are registered with spec file -
the submitting of performance data will also be rejected.

The boom Server automatically alters the appropriate database table if a new version of the class
specification was submitted by any system. But the table keeps the old field untouched and adds

only not existing fields from the new registered specification. This allows to store data from multiple

systems even if they are operating with dif ferent versions of the performance class.
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Actions

Multiple types of actions are available in

boom and can be used for automation or as helper tools

Type of Actions

Remote Action

Server Action

Auto Action

Auto Action on
different node

Description
Any script or executable can be executed on a remote system where the boom
Agent is installed.
The script or executable can be started on the boom Server.
The Auto Action is specified in the Policy and will be automatically triggered by
the boom Server. This type of action allows to resolve variables that are defined
in the Policy.
an Auto Action from an incoming Indication can be started on different boo m

Agent nodes.

Operator Action This action is placed in the Policy and allows to trigger the action manually.
Internal  boom . . . " . .
. This action gives additional information about the boom Agent.
Agent Action
. An action can be implemented as a Java cl ass and can be triggered as a normal
Java Action

action.

Remote Actions

Usual Remote Actions are based on a script or executable located on a remote system. These actions can be

used for multiple purposes. The main purpose is corrective actions and system or applicat ion tools that are
able to deliver more detailed status information from the managed node. Any scripts or executables that are

not available by default must be first deployed on the system by using the Binary Packages.

Inthe boom GUI a separate Actions View
and administrators as instrumentation repository.
Every action group gives as result a separate xml file on the boom Server. The boom Server does not store
actions in the database. It makes easy to transfer such actions to other boom Servers. User permissions are
used to restrict rights of different user groups.

exists for the stored Remote Actions that can be used by operators

Java Actions

A Java Action is an action that is implemented as a Java classes and deployed to th
jar file. Usually it's part of some Binary Packages. Such classes must implement a simple
java interface. Here is the syntax for using Java Actions:

e boom Agent system as a
com.blixx.ext.|Action

IAction  <full java class name> <parameters>

Automatic Actio ns

Automatic Actions can be explained with the following example:

The blixx MySQLDB MPI has an integrated feature that allows to catch long running queries. After such query

was discovered, MPI stores the query in a temporary file and sends an Indication . The Indication matches with
one of the Policy condition. The Indication object attribute of Indication reflects an monitored database

instance and together with the unique id that is used in the name of the temporary file contained slow query.

The "Searc h Text" pattern defines variables that can be extracted from incoming text. During the processing of

the Policy all variables that are included in the Auto Action string will be resolved and the action becomes

ready to be executed. The boom Server recogniz es incoming Auto Action and triggers execution. As a result of
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this execution, the content of the temporary file will be stored as an annotation for the Indication.

Y My SOUMPT_messages ]
k FMagin Trigger ‘LogFile™onitor Details

Conditions
MYSOLMPI Binkog m Description: | 1min Statements
Query Cache Disabled
e — o b7514317-3981-4d51-8730 5306624735
i";ﬁ:m“ Advice: A query baking longer than | minute was detected, The
Sorin R‘“m: corfigured sutomatic acton
10vin SEAtemEnks tried b identify the query and kog & to the annotation,
ConfigChangesDiscowerad b

] tvvallabiliy Metric [ ]KPI Matric [+] Debeck Duplicates

Indhcation Key: | cqm_jdz: <fm_user = <bm_hosts: c4m_db: <8MSG_SEV>
oz Magk: whm_id > <fm_user » <fm_host > <fm_dbs <%

Filtesr Orvarvarite atbribubes

Applcation: MySOLSPT Set; Application: My SOLMPT
Indication Group: | o*x Sk Indic stion Group:

Obijact: et Sat Object:

Incoming indication attributes

Set: Taut: Qusry FURFENG Miore than 1 -

g

C8: <fm_db> e
Sherce Time: om .

~
Sderice Count: o H‘\\
~

faites Action; Rietion coen. bibox, et actiors. GetFde splerysahnpifSSOLI[gMSG_CEECT | feden i) txt
A Hoestz L



snurcc

more than 1 minute was

Auta Acticny: | IAction comublis.agent.actions.GetFile spifmysglmpi/SSOL/bosmMPI_1_653806283.t:t | Op Action:
Test: query r more then 1 minite was discovered. auto-action with resolved variables
ID: 653506283
[: boom
Lises: oot
Host: localbost: 4508
Sec: G0
Source: " | Message:MySQUMPT_messages:bTS14317-3961-4d51-879a-5a06e627f 735 First submit: 2008-10-13 14:40:14
State: Active Last dupbcale: | 2008-10-13 L4:40:14
Duplcates: 0 Server recetved: | 2008-10-13 14:40:14
- Advice
Achvice

A quény baking longes than 1 minube was detecbed, The wr-‘wed automatic action
triesd by ideritify the query and log it bo the anrobation,

* Annotations

Add Anrotation

Rielnad Annatakions
Result stored as Annotation
Aubarction SELECT eounb{*) FROM EVENTS

Success
2008-10-13 14:40:14

An Operator Action works similar to the Automatic Action, except that the triggering can be initiated only by

an operator and the result is shown in the action win dow. It can be helpful to define an Operator A that can
deliver more detailed information from the remote system to the related Indication.

Default working directory for actions is $BOOM_ROOT (root installation directory of agent)
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Submitting Monitor Values and Indications

Monitors triggered by the boom Agent can submit their monitor values by printing to STDOUT or use
the boommon executable or script that is supplied with the ~ boom Agent. External or asynchronous
monitors always need to use boommon

STDOUT format:

monitorName=value [( o|object)=objectName] [varName=varValue]*

where

monitorName . The name of the Monitor as specified in the deployed Polic y. If a Policy was not
deployed onthe boom Agent the submitted value will be rejected.

value - The numeric value of the Monitor.

objectName  _ Opject string

varName - Optional variable name.

varValue

- An optional variable string value.

* It's possible to submit multiple optional variables separated by space.
* If objectName or varValue contain spaces they must be quoted with * "' character.

The boommon command syntax is similar to STDOUT format:

boommon monitorName=value [( olobject)=  objectName] [varName=varValue]*

Example:

boommon ExternalMonitor_test1=44,5 o=testObjectl

To submit messages use the boomindi  command supplied with the boom Agent.

boomindi (  alapplication)=applicationName [( o|object)=objectName] \
[( glgroup)=g roupName] [( s|severity)=severityStr] \
[( h|host)=hostName] [varName=varValue]* ( t [text)=message
where
application - (required) application string
object

- object string

group - group string

severity - one of "unknown","normal","war ning","minor","major","critical"
host - hostname if different from the agent's hostname

varName - optional variables (zero or more)

text - (required) message text

* It's possible to submit multiple optional variables separated by space.
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*| f string values contain spaces they must be quoted with * "' character.

Example:

boomindi a="Application 1" 0=Objectl s=normal optVar1l="BS01_12" t="This is a messaget text"



source

OXy

011

When you login for the first time to the business OxySource open manager, you get the default

GUI Workbench

boom
Workbench. Depending on you  r operating system and your system settings the style of the boom Workbench

is slightly different. Here are some examples:

Apple

o O BOOM Client (a3)
el =}
Hosts | *© Policies ||~ Packages| 01|37 indications ||| Hosts| S policies | 41; Assignments Summary| 2 Actions | &8 User Management | 1y Statistics =0

d Lioux [Active]

_ rheld blixx.de —w— Host Application | Group Object Text

B sles10x64.blixx.de & 0 2008-10-07 17:40 blixx26.blixx.(MySQLSP1  |MySQLDE  boomMPI_l  58.65 COMMA Lransactions per minute

@ McOsx @ 0 | 2008-10-07 17:36: sles10x64 .bliy BOOM_SERVER BOOM Server AGENT Agent is online

(o xsvlbiixx.de @ 0 2008-10-07 17:00- blixx26.blixxsMySQLSMT  MySQLDE  boomMPI_1  Tmp tables created on the poliing Interval is
? Sun0s & 0 | 2008-10-07 16:55 blixx26.blixx.4 NAGIN NAGIN OK - No entries found in 0,0 seconds
O W:—“M 2003 & 0 2008-10-07 16:55: blixx26.blxxA MySQLSP1 MySQLDE boomMPI_L | Key cache hit ratio is excellent
o 2 PS4A049BA.dip 2-dialin.net @0 | 2008-10-07 16:55: bixx26.blxxAMySQLSP MySQLDE  boomMPI_1 | 8.0 selects with scan per minute were discov
& Windows Vista @ 0 2008-10-07 16:55: blixx26.blixx4MySQLSPI MySQLDE  boomMPI_1  The average number of queries (726.75) excd
_E blxxnbS @ 0 2008-10-07 16:55: blixx26.blixx(MySQLSPI  |MySQLDE boomMPL_1 | 0.17% CPU used by MySQL instance boomMPi
Y Windoves XP @ 0 2008-10-07 16:54° BOOM Server BOOM_SERVER AGENT 84.160.78.82 Agent s Firewalled

Lo blixx22 blixx.de & 1 2008-10-07 16:54 blixx26.blixx.4 MySQLSPI MySQLDS boomMPI_1 | Key write ratio Is exellent

Eo bixx26.blixx.de @ 1 2008-10-07 16:50 blixx26.blixxAMySQLSP | MySQLDE  boomMPI_1  InnoDB Log waits rate is excelent (0.0)

@& 1 2008-10-07 16:50 InnoD8 buffer pool waits Is excelent (0.0) |y

blixx26.blixx.4 MySQLSP MySQLDS boomMP1_1
e —_— ssaRTey i
639/639 Closed 7241

@ 3/3 ® 3447344 D 185/185 @ 85 @ 21/21 @ 7878

{i Assignments | - # Actions | e 2 ]
5 BOOM_AGENTS m || [Closed) 2
(2> BOOM_SERVER Time Host Application Group Object Text
& HPUX @ 0 2008-10-07 16:55: bixx26.blixxAMySQLSM  MySQLDE  boomMPI_1  702.25 commit transactions per minute
& Linux ~ @ 1 2008-10-07 16:50- blixx26.blixx.4 MySQLSPI MySQLDS boomMPI_1  Key reads ratio is poor (100.0)
‘: :‘:: :"i::"‘:"’“;‘l"c" . @1 2008-10-07 16:49: blixx26.blixx.1 MySQLSP1 MySQLDS boomMPI_L  Key cache hit ratio is higher than 50.0. Value
o i "’;s i m: Ay @ 70  2008-10-07 16:49: blixx26.blixx. AGENT MONITOR  MySQUMPI_Key Monitor does not subemit a vakue during the 1
= © 0 2008-10-07 16:17- blixx6.blixx.d BOOM MySQLDE  blixx6 blixx.dd Hostname blixx6.blixx.de unreachable
= Find files modified last 60 min @ 0 2008-10-07 15:55: blixx26.blixx.{BOOM_SERVER BOOM Seever AGENT Agent is online
Cet BOOM processes © 0 2008-10-07 15:43: blixxnb5 BOOM_SERVER BOOM Server AGENT Agent is offline
= Show Newwork Staristics © 0 2008-10-07 15:43; sun10uSx866 BOOM_SERVER BOOM Server AGENT Agentis offline
B Show top tasks © 0 2008-10-07 15:43; blxx26.blixx. BOOM_SERVER BOOM Server AGENT Agent is offline
& Mac 05X @ 0 2008-10-07 15:43: rheld blixx.de BOOM_SERVER BOOM Server AGENT Agent is online
& 05 version \ @ 0 2008-10-07 15:43: OutOfticense BOOM_SERVER BOOM Server BOOM_SERVER Agent can not be enabled. Max number of fict ,
& MsaL @ 0 | 2008-10-07 15:43; OutOfLicense BOOM_SERVER BOOM Server  BOOM_SERVER Agent can not be enabled. Max number of lici v
== - - — Fale
-y Y Active: 639 Closed: 7241/7241 & 328/328 # 408274082 @ 1968/1968 @ 155/155 @ 176/176 € 532/532
Loading messages sEsssww 33Mof 5SM [ | status: Server online

Linux

Die  Yoew
Pactoges © {132 imscarions [ 1ets | 5 Piicies | 0 Actiom | 7l Aseigpoments Summmary | &8 User Mamagrmese | gy Susioscs =n
<1 b 7 Boow Dean bl M2
D15 MySQLMPI- WIN (pewihctive) Pl Mo de
b GBooM b i OPC_BINARIES b soaaonna anis
(5 BOOM BXP_FOLDEX b i
v @Gwsqmn > g oA bt e
¥ (3 Cusaniinicn b [§ seetoumaseoial iv e
© MySQLMI MYSAM Check bl e
v G5 bhems
o fes
S Type  Name Agest A Uk Crcation Tire 2
O MySQUMIT Corasel wmctimldela Q)  Prcom MIM s OnA b de (15,14, 140.239) a3
Ol 15q0M Cuawinderena ©  Disk wiation ks 30ut o de (1314 140279 o 20080023 084622
O] SN CoanrTateDeda © O FmeMemony e 004 R e (15.14.140.219) sama 084017 18015
D 2y5QLIN DwpPactioeta BOOM Messages e 0wt b de (15 LM 140.219) avma 2080010 1392
) MySQLAIL DwyTable el Apache_condloghileNbsenr_Linux sesI0NDA N de (1% 124,140,219 - 20080016 114518
. SSaads A 5 10 WL DrpTivDe LS b e (15,124 140,100} at 20080848 16:1204
o MySQLMPIL AvgSeiccifullRumge boin B2 Nivcde (1514140, 100) sdmun 0080808 16:11-23
Z 0o oMM ATcasRmine SO0 Nixs e (1514 140.106) 0080848 16:1124
G ©  MSQUMPLAvgTwabC B2 M de (15134 140.108) 080848 16114
> O MySQLMPM DesQCscheMerbinmcs HILO2 Niex de (15134140 100) 080808 161124 -
b I ROOM Detas L] >
D 1) MySQUMIT - WIN geadketive) Singe Deptoyed Rimans
MySQUATY - WIN $ep Type  Name Agest A s Comatim Time Madificaton Time
OPC_BNARES
BOOM_RHEL e 10004 B de (15 1M 149.219) adnin 2080010 1141 14
¥ e ALL Mex 1004 b de (15 124 140219 e 08402212410
= on BOOM MySQIMPI NI B de (1514.140.106) i 20080806 10429
ALL RHELA (15,124 140.30) al 2081042 163421
P @& B00OM AGENTS = BOOM_RHEL REELA (1514 140.3%) sl 2083042 145358
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