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Legal Notices

The information contained in this document is subject to change without notice.

Warranty

blixx GmbH makes no warranty of any kind with regard to this document, including, but not limited

to, the implied warranties of merchantability and fitness for a particular purpose. blixx GmbH shall

not be held liable for errors contained herein or direct, indirect, special, incident al or consequential
damages in connection with the furnishing, performance, or use of this material whether based on

warranty, contract, or other legal theory.

Copyright Notices

©Copyright 2000 -2009 blixx GmbH.

This document contains proprietary informat ion and is protected by copyright. All rights are
reserved. No part of this document may be copied, reproduced, translated to another language,
transferred to electronic media, or transferred into machine readable format without the prior
written consent o f blixx GmbH.

Written and developed by blixx GmbH, Germany.

Contact Information

blixx GmbH

Schmiedstr. 17

D-71116 Gértringen
Germany

Phone: +49 (0) 7034 254560
Fax: +49 (0) 7034 254569
E-mail: info@blixx.com
http://www.blixx.com
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Installation and Configuration

is a distributed client  -server monitoring solution that helps IT departments to prevent, detect
and solve problems on the managed systems, hosts, applications and services. The powerful filtering
and correlation engine allows to increase the efficiency o f the IT administrators by reducing the number
of incidents and pin pointing of hot spots in the environment.
The Agent based architecture provides local intelligence, reliable operation and minimize the network

traffic.
foom Client - '
. Firewalled
»x / boom Agent boom Agent
boom 55?‘\ DHCP
boam Agent
boom Agent
Each Agent can take the role of a monitoring station that provides agent -less monitoring for remote
applications, services and hosts that don't have an agent installed. Firewalled and DHCP environment s

are handled by the secure communication layer.
The Role based configuration simplifies the configuration and rollout for complex environments and

keeps the Administrators in control.
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Installation Prerequisites

Before starting the installation, be sure to verify that

you are using the  |atest boom _installation package .
the Java Runti me is installed on all systems

the MySQL or Oracle database server is installed and running
the names or IP addresses of the systems can be resolved by DNS or host files

boom Server Requirements

The boom Server requires the software versions as listed in t he table below.

Software

Version

Java Runtime

JRE 1.5 and 1.6 are tested and can be used
(GCJ/libgcj is not 100% compatible and will not work correctly).
Please make sure that all OS patches required by the JRE are installed.

MySQL Database

Alocal orr emotely accessible MySQL Database Version 5.x
(MySQL Enterprise is recommended)

Oracle Database

A local or remotely accessible Oracle Database Version 10g or higher

Operating System

Any that fulfills above requirements

Tested are:

HP-UX (PARISC, ia64)

Microsoft Windows 2008, 2003, 2003R2, XP, Vista (x86_32, x86_64)
Novell SUSE Server/OpenSuSE (x86_32, x86_64, ia64)

RedHat Enterprise Linux (x86_32, x86_64, ia64)

SUN SunOS/Open Solaris (x86_64, SPARC)

Mac OS/X (x86)

Debian 5 (x86_32, x86_64)

Fedora 10 (x86_ 32, x86_64)

Hardware requirements

Recommended Minimum

Disc Space -
Server

0.5 GB on the target disc or file system (e.g. C: \ Programs \boom \ boom_srv or
/usr/boom/boom_srv) for the server files, policies, actions, and the deployables for
agents, monitors  and user interface packages.

Disc Space -
Database

0.5 GB on the data disc or file system (e.g. C: \Programs \mysql \ data or
Ivar/lib/mysql/data) for the database files. The initial database size will be less than
15MB, but depending on the number of stored indications and performance values it

can grow substantially.

Memory -
Server

The server is configured by default to operate with a maximum Java heap size of
512MB. This setting allows the server to handle around 300000 indications. The
value can be adjus ted in the startup script.

Memory -
Database

By defaultthe boom database will use innodb to store the data. The buffer pool size
(innodb_buffer_pool_size) should be set to at least 60MB. Logging should be enabled
and set according to the recommendations.
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boom User Interface Requirements

The boom User Interface requires the software versions as listed in the table below.

Software Version

JRE 1.5 or 1.6 are tested and can be used
(libgcj is not 100% compatible and will not work correctly)
Please make sure that all OS patches required by the JRE are installed.

Java Runtime

Some platforms do not include the cairo -swt libraries, which can limit the available
functionality of the user interface (i.e. charts, graphs and the hot - spot view are not
working).

Microsoft Windows 2008, 2003, 2003R2, XP, Vista (x86_32, x86_64)
Linux (x86_32, x86_64) (Tested are RedHat and Novell distributions)
Mac OS/X (x86)

SUN OpenSolaris (x86)

limited:

IBM AIX (ppc)

HP-UX (ia64)

SUN SunOS/Open Solaris (SPARC)

Operating System

Hardware requirements

Recommended Minimum

. 100 MB on the target disc or file system (e.g. C: \Programs \boom \boom_gui or
Disc Space . ) _ .
/usr/boom/boom_gui) for the program files and profile information.
Memory The user interface is configured by default to operate with a maximum Java heap

size of 512MB.

boom Agent Requirements

The boom Agent requires the software versions as listed in the table below.

Version

JRE 1.5 or 1.6 are tested and can be used
Java Runtime (libgcj is not 100% compatible and might not work correctly).
Please make sure that all OS patches required by the JRE are installed.

Any that fulfills above requirements

Tested are:

Debian 5 (x86_32, x86_64)

Fedora 10 (x86_32, x86_64)

HP-UX (PARISC, ia64)

Mac OS/X (x8 6)

Microsoft Windows 2008, 2003, 2003R2, XP, Vista (x86_32, x86_64)
Novell SUSE Server (x86_32, x86_64, ia64)
OpenSuSE (x86_32, x86_64, ia64)

RedHat Enterprise Linux (x86_32, x86_64, ia64)
SUN SunOS/Open Solaris (x86_64, SPARC)
VMWare ESX 3.x

Operating System
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Hardware r equirements

Recommended Minimum

Disc Space

20 MB on the target disc or file system (e.g. C:
/usr/boom/boom_agent) for the program files, monitors, actions and temporary
data.

\ Programs \boom \ boom_agent or

Memory

The agent is configured to work with the d

efault maximum Java heap size.
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Platform Notes

Mac OS X

Agent

The boom agent was tested on Mac OS X Server 10.5 (Leopard). The Installation script of the agent
will register the boom agent in the 'launchd' configuration. For more information about launchd see

the Apple man page . Launchd registered s ervices require to have "root:wheel" ownership and

executable permissions.

The recommended installation path for the boom agent is /usr/boom/agent.

Please change the ownership and permissions of the extracted files before running the install script:

sudo chown - R root:wheel /usr/boom
sudo chmod - R 755 /usr/boom

Server

The boom server installation script does not fully support Mac OS X yet.

The supplied boom_server.plist file contains an example configuration for launchd. You can perfor m
the installation manually and skip the step that registers 'rc' scripts. Instead of that, please register

the boom server by using the supplied boom_server.plist configuration file for launchd.

The boom_server.plist file expects that the boom server is u npacked in /usr/boom/server/. If you
have the server installed in another directory, please change the ProgramArguments parameters in
the plist file.

sudo chown - R root:wheel /usr/boom

sudo chmod - R 755 /usr/boom

sudo cp boom_server.pl ist /Library/LaunchDaemons/

sudo launchctl load /Library/LaunchDaemons/boom_server.plist
You can stop and start the boom server by using:

sudo launchdctl stop com.blixx.boom.server
sudo launchdctl start com.blixx.boom.server

HP-UX
Ul Client

HP-UX does not provide the required libcairo -swt graphical library, therefore the Hotspot and History
Graphs are not working on this platform.

SUN SunOS/Open Solaris (SPARC)
Ul Client

These platforms do not provide the required libcairo -swt graphical library, therefore the Hotspot and
History Graphs are not working.

AIX

boom was not tested on the AIX platform. We would greatly appreciate if you could share your
experience.
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Installation

All boom components are packaged in the boom.zip server package. The first installation step therefore is
always the server installation. The installation of all other components can only be performed aft er the server
is installed and running.

Server Installation

After downloading the latest pac _kage , unzip the package to the folder in which the server should be installed
(e.g. C: \Program Files \boom \boom_server or /usr/boom/boom_server).
The installer is a java based program. Java needs to be in the search path of the system or user.

Make sure t hat your database isupan  d running.

For MySQL create a user that has rights to create databases or create the databases BOOM and BOOM_PERF
manually and give the database user full access rights on these two databases.

For Oracle create two users with iden tical password and rights as described in

<boom_server> \ORACLE_SQL\stepl_create_boom_db.sql. It is recommended to use separate tablespaces for
BOOM and BOOM_PERF to be able to manage the server and performance data independently.

On Unix

The installation  needs to be performed by a user that has administrative rights (i.e. root) to be able to add files
to the system startup directories. As first step change the permissions of the install script to be able to execute
it. Enter the following command:

chmod 7 50 install.sh

Run the installation script "install.sh" by entering

Jinstall.sh

The script will trigger the installer which queries the configuration settings, updates the configuration files and
performs all steps that are necessary to install the serv er. The installer can handle most Linux distributions,
HP-UX, SUN Solaris and Windows. In most cases the default values that are proposed by the installer can be

used without change, so only the database type and authentication information needs to be ente red. If
necessary the configuration can always be changed by running the installer again or by editing the property

files as described below.

Manual Installation on Unix

For platforms that are not fully supported by the installer or if for some reasons the install program should not
be used, the following steps need to be performed manually to install the server:

¢ Create the databases and initial table data by executing

mysql -uroot - p </usr/lboom/boom_server/stepl create_boom_db.sql
sglplus <user>/<password>@<tnsname> </usr/boom/boom_server/ORACLE_SQL/stepl_create_boom_db.sql

Attention: existing tables will be deleted and re -created!

e For MySQL edit the database configuration file /Jusr/fboom/boom_server/db.props and update it with the
MySQL instance and logon information
For Oracle move the database configuration file from /usr/boom/boom_server/ORACLE_SQL/db .props to
/usr/boom/boom_server/db.props. Update the file with the Oracle instance and logon information.

o Edit the server management script boom_srv. Set the BOOM_SERVER variable to the installation directory,
the JAVA and PATH information as describe d in the file.

o Edit the server rc scripts ux_daemon.cfg/boom_srv exactly with the same information as above.
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e Copy the server rc script from ux_daemon.cfg/boom_srv to the init.d directory of the system. The exact
location varies depending on the p latform.

¢ Create the symbolic links in the rc level directories as required and use the insserv command if available.
The location and the meaning of these vary for the different platforms.

o Verify that all configurations are done correctly by star ting the server with e.g.

[etc/init.d/boom_srv start
Check if any errors showed up or are logged in the server's log file in

<install_dir>/BOOMServer_<date>.log

On Windows

Verify that Java is in the System Search Path.

The installation needs to be perfo rmed by a user that has administrative rights (i.e. Administrator) to be able

to add the Windows Service. On platforms with enabled UAC like Windows Vista and Server 2008 the

commands must be executed with advanced privileges.

Open a command window by sele cting Start ->Run... or Start ->Search and enter cmd, press OK (or right click
and choose "Run as Administrator).

In the command window change to the installation directory and run the installer by entering

cd <install dir> (e.g. cd c: \ Program Files  \ boom\ boom_server)
install.cmd

The script will trigger the installer which queries the configuration settings, updates the configuration files and
performs all steps that are necessary to install the server.

In most cases the default values that are proposed by the installer can be used without change, so only the
database type and authentication information needs to be entered. If necessary the configuration can always

be changed by running the installer again or by editing the property files as described below.

Ma nual Installation on Windows

o Create the databases and the initial table data by executing

mysgl -uroot -p<C: \Program Files \boom\ boom_server \ stepl_create_boom_db.sql

sqlplus <user>/<password>@<tnsname> <C: \ Program
Files \ boom\ boom_server \ ORACLE_SQLstepl create_boom_db.sql
Attenti on: Existing tables will be deleted and re -created!
e For MySQL edit the database configuration file C: \Program Files \boom \boom_server \db.props and update
it with the MySQL instance and logon information
For Oracle move the database configuration file f rom C: \Program

Files\boom \boom_server \ORACLE_SQL\db.propsto C: \Program Files \boom \boom_server \db.props.
Update the file with the Oracle instance and logon information.

e Open a command window by selecting Start ->Run... and enter cmd, press OK.
In the ¢ ommand window change to the installation directory by entering
cd <install dir> (e.g. cd c: \Program Files \boom \boom_server)
Register the boom Server as Windows Service with the command:

booms_service_setup.exe -
Note: On platforms with UAC like Windows V ista and Server 2008 the command must be executed with
advanced privileges.

* Verify that all configurations are done correctly by starting the server with the Windows Service Control
Panel. Check if any errors showed up or are logged in the server's log file in
<install_dir>/BOOMServer_<date>.log
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Agent Installation

Play video: boom Agent installation (Linux/Unix) (]
The Agent packages are placed on the server and can be downloaded from its built -in web server. The server
will prepare the agent configuration files and generate the packages when a download request is receiv ed.

Therefore it is mandatory to at least once download an agent from this web server to have all packages build.
Afterwards the packages can be also copied by other means to the target systems.
To download the agent point your browser to the following add ress: http://<server -name>:8888

-ioix

Datei  Bearbeiten Ansicht  Chrordk  Lesezeichen Extras  Hife

@E- C X | L] |mpmbocebiodesese 77+ |Gl /

| http://blisoc24 blixx.de:8888/ (% =
0] x]

Datei Bearbeken Ansicht Cheonk  Lesezeichen | Extras  ilfe
@ v € X | [ tocimioocs bixxdesse 77+ [IGlel J
| ] http:/ /blixx24.b...de:8888/deploy/ £3 G

BOODMI server main page

. Xy
b|l/’

boom server status page

View Active Indications (Read-only)
| Deployment packagesit—

| - —

———BOONMI Server deployments

BOONM Agents:

Brux
Macosx

I
vmware-esx

wmn

BOONM Clients:

abx motif ppc boomas tar gz
o motit je64_32 DO tar a7
i gtk X85 LOOMmGi Ror X
inuix gtk xB5_64 boomai tar gz
eilisn s s moacosx corbon 86 boomassl dma
sobis gtk spaec boomas tacaz
win32 win32 x5 boongui 2
win32 win32 x85_64 boomoul 70
Fertig
Unzip the boom Agent package to the folder in which the agent should be installed (e.g. C: \Program

Files\boom \boom_agent or /usr/boom/boom_agent).

On Unix

As first step change the permissions of the install script to be able to execute it. Enter the following command:
chmod 750 install

Run the installation script "install”. It will query the configuration settings, update the configuration files and
perform all steps that are necessary to install the agent. The script can handle most Linux distributions, HP -UX,
SUN Solaris and VMWare ESX.

For others some manual steps might be required e.g. to integrate the server with the s ystem start -up and
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shutdown routines.

Manual Installation

If for some reasons the install script should or cannot be used, the following steps need to be performed
manually to install the server:

o Verify thatthe boom Server name and port settings are ¢ orrectly entered in the configuration file
conf/agent.conf
All other values will be filled automatically by the agent.
Note: Do not change this file while the agent is running, since the agent will overwrite it.

o Edit the agent's management script boom _agt. Set the BOOM_ROOT variable to the installation directory,
the JAVA and PATH information as described in the file.

o Edit the agent's rc scripts ux_daemon.cfg/boom_agt exactly with the same information as above.

¢ Change the file permissions to have full access (read, write, execute) for the root user.

e Copy the agent's rc script from ux_daemon.cfg/boom_srv to the init.d directory of the system. The exact
location varies depending on the platform.

¢ Create the symbolic links in the rc leve | directories as required. The location and the meaning of these vary
for the different platforms.

* Verify that all configurations are done correctly by starting the agent with e.g. /etc/init.d/boom_agt
start Check if the Service is running or any erro rs are logged in the agent's log file in
<install_dir>/BOOMAgent_<date>.log

On Windows

On the Windows platform only two steps are need to install the agent:

e Verify thatthe boom Server name and port settings are correctly entered in the configuration file
conf/agent.conf
All other values will be filled automatically by the agent.
Note: Do not change this file while the agent is running, since the agent will overwrite it.

e Open a command window by selecting Startmenu ->Run... and enter cmd, press OK.
In the command window change to the installation directory by entering
cd <install dir> (e.g. cd C: \Program Files \boom \boom_agent)
Register the boom Agent as Windows Service with the command:
booma_service_setup.exe -i
Note: On platforms with UAC like Win dows Vista, Server 2008 the command must be executed with
advanced privileges.

* Verify that all configurations are done correctly by starting the agent with the Windows Service Control
Panel. Check if any errors showed up or are logged in the agent's log file in
<install_dir>/BOOMAgent_<date>.log
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Client/User Interface

Download the boomgui package that suits your platform from the Server's web page as described for the
agent.

Unzip the package to the folder in which the user interface sh ould be installed (e.g. C:  \boom \boom_gui or
/usr/boom/boom_gui).

No further installation steps are necessary. Java needs to be in the current user's search path in order to

startup the GUL.

Start the user interface by executing the boomgui program.

Note: | fthere is an older client version installed, run "boomgui -clean" to empty precompiled classes and
hashes otherwise unpredictable behaviour can occur.
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Up grade the Version 2.00 to 2.10

All required components to upgrade the boom software are part of the server installation package available on
the download page . The upgrade of the  boom server/agent can be performed independent from the GUI
upgrade. The boom Agent can only be updated after the server update has been performed successfully.

e Upgrade Server
e Upgrade Agent

e Upgrade Client/Ul

e Server Upgrade Example

Server Upgrade

After downlo ading the latest package , unzip the package into a temporary folder. This folder MUST be outside
the current server installation folder!

Linux/Unix
The upgrade process must be perform ed by a user that has  administrative rights (i.e. root)

As a first step you have to change the permissions of the upgrade script in oder to be able to execute the
script. Chance permission by entering the following command:

chmod 750 upgrade.sh
Run the u pgrade script "upgrade.sh” by entering

JJupgrade.sh

Upgrade Steps:

e The script will first ask for the current server installation directory. Please enter the directory where the
boom server that you want to upgrade is running.

e Ifthe boom server isrunning, it should be stopped before the upgrading process will start.
* You have the possibility to backup the current installation.

e Update rc scripts (Unix only).

e Update the database.

e Update the deployments.

e Update the packages

e Update HTML files.

e Update the libraries.

e Update actions (default boom Action Groups will be replaced).

e Update all services.


http://www.blixx.com/products/downloads.html
upgradeexample.html
http://www.blixx.com/products/downloads.html
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e Update node groups (skip if any customizations exist).

e Update others:

/boom_server/ORACLE_SQL/db.pr  ops
/boom_server/ORACLE_SQL/stepl_create_boom_db.sql
/boom_server/ux -daemon.cfg/boom_srv

e Update main files:
/boom_server/boom_server.jar
/boom_server/boom_server.plist
/boom_server/copyrights
/boom_server/readme
/boom_server/boom_srv.cmd
/boom _server/booms_service_setup.exe
/boom_server/steplcreate_boom_db.sql
/boom_server/upgrade_mysqldb.sql
/boom_server/upgrade_oracledb.sql

Import Policies and Assignments:

First of all the upgrade script will analysis the policies and assignments th at needs to be imported. All
Conflicts will be recognized and displayed. Each conflicting policy will be imported as next version.

Any conflicts that will be recognized for assignment will also be displayed. For each conflict you can decide

if youwantto replace the existing assignment with new one or if you want to import the new assignment

with a new unique name. After all assignment conflicts have been processed, you will be asked if you want

to perform the import.

After the script has been started it will guide you through the complete server upgrade process. All information
that are displayed in square brackets [] will be taken by the script as default values if no other data is entered
by the user.

For more detailed information about the Linux up grade process see the following server upgrade example

Windows
To start the upgrade process on a windows system, you have to run the upgrade.cmd from a Windows
command line interface. Open the cmd.exe console, switch to the directory where the upgrade package is

located and run the upgrade script:

C:\ BOOMboom_server>upgrade.cmd

Upgrade Steps:

All steps that will be performed during the upgrade are identically to the Unix upg rade steps __ as described
above.

For more detailed information about the windows upgrade process see the server upgrade example

Agent Upgrade

The boom agent can only be updated if the upgrade process of the server has been successfully finished. All
Agent information belonging to the upgrade process is placed inside the server. The agent upgrade can be
performed by simp  le re -deploying the agent from the server via the boom User Interface.


http://www.blixx.de/boom/doc/upgradeexample.html
http://www.blixx.de/boom/doc/upgradeexample.html
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Client/Ul Upgrade

The Ul packages are placed on the server and can be downloaded from its b uilt -in web server. To download the
Ul packages point your browser to the following address: http://<server -name>:8888
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Upgrade Steps:
e Download the Ul package that suits you platform and unzip the package.
* Replace the old User Interface with the new boomgui package.

e Start the user interface by executing the boomgui program.

No further steps are necessary. Java needs to be in the current use r's search path in order to startup the GUI.

Note: If there is an older client version installed, run "boomgui -clean" to empty precompiled classes and
hashes otherwise unpredictable behaviour can occur.
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Licensing

In order to check existing or add new licenses you need to run the boom User Interface. If you do not have
installed the boom Ul, you need to download the latest boomgui package from the server b y pointing the
browser to the following address: http://<server -name>:8888 . For more information see the Installation
page.

e License Types

e Check existing Licenses

e Add new License

License Types

LA Agent License

LT"E" = XXKXKX ... LH Host License

LU User License

License Type

BB b2b License

Check existing Licenses

A list of existing licenses can be found in the Statistics View in the boom User Interface.

|jp Statistics 23 | =0
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BOOM server is running on blixx24.blixx.de

\ersion: 210 [ 15.124.140.77

Slarted 2009-08-10 111830 Hiast bbo 4 blce de

Memory usediotalima: TE.OMBM 34MB/BOSME B
Available CPUs: 4 05 Archiecture: b6

05 Name: Windows XP Q5 Version =N |

Java Wersion 1.5.0_14 Java Vendor, Sun Microsystems inc
Direciony: Cleclipse_ganymede\workspace\BOOM_SERVER_b20

Active Indications 25705 Acknowledged Indications 35920

Last Indication processing time;, 16 ms Max processing time 16 ms

Avg processing time (last 1h): 320 ms

Poilicies. (known) 251 Agents (known): s

Agents (pending) o Users (connected): i

Users (knawn): 13 Forward/User Fiters: 3

Number of slaves i Slaves kst |sles10xE4. bibocde (al}]
WMon#ored hosis 8377 | Mascmum UsersMHostslagentsiSlaves 121200110210 |

List of all existing
Licenses
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Add New License

To add one or more new licenses you have to perform the following boom Server Action:

e BOOM Clhent {admin@locallost) =10 x|
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. * = BOOM_AGENTS ho-mnlmfrsd'l I Forwar
== BOOM_SERVER
= B i .
=] S Addnew Source Server
R ——
‘—q B Gat Server Log Level
2 Est Server PID Command:
. Remove Souce Server | ACD_LICENSE
2 Reset Processing Time Caloula ) -
2 Set Server Log Level BO Tieout (s6c): Optional peramaters:
= FWD_TEST 170 | LA=90aPMORROPWS36G5K27947 1 SE30LILLASLLS72L
= HRLX Versh
- BT Starte| ™ Description
= Linnpe e
© Mac 05 ¥ iy Add beere to the server J
= My=0L Avaie
- MySQLMPT CPUs:
- OpCank eny 05 My -
- SN
N Jova al ;,_‘
= SUNOS Direet + Help
> Test Active
s, Ui ndica
proce
time: || Resut:
vy
4] [ | Added Licerse for 20 agents 3
il _l_I
Close

After the 'Add License' Action has finished, go to the

boom Stat istics View to see the list of all Licenses.
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Firewalled Environment

TCP 23020 bﬂ'ﬂm Agent
boom Server 9
TCP 23022 TCP 23021
boom will work in environments with Inbound or Outbound only firewall settings for the Server - Agent
Connection.

Firewalled boom Server (Outbound)

If a Firewall blocks the incoming traffic on the server port 23020, the boom Agents can not actively

submit any information or data to the server. The server will switch to a polling mode and fetch the data

from the agents.

Fresh installed boom Agents can not announce their presence to the boom Server. Therefore the
administrator has to add such Agents ma nually in the GUI with the correct IP Address. The remote Agent
must be running. After entering the Agent's IP address the boom Server will initiate a request to this

boom Agent to retrieve all necessary information.

If the Agent resides on a system with ¢ hanging IP address (e.g. DHCP) it must be ensured that the
Agent's address can be resolved by DNS.

Hosts| - policies | | Packages

= 2 _Groups
L. escamd. bloo:. de {15, 124. 140, 22) Linus

= & Linux
[ eoamd bl da

® A Windows 2003

= B windows Vista
| )
- bl bl de

H .l:,.'; - w New Agenl E]

Refresh Pleass enter Agerit IP

[a01.12.135.89
Redeploy Agents

Expard Al

Collapse Al " [ OF ” Cancel ]

L=

Hosts| ' Policies || Packages =0
® L= _Groups
= (= Agents

e
B, (2011213

w0 Ui
A windovs 20053
B Windowes Vista
= A Windows XF
[E. bkeczs.blbocde (15,124,104

The successfully connected Agent will be automatically approved and placed in the appropriate OS type
folder with resolved hostname and other attributes.
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Firewalled boom Agent (Inbound)

If a Firewall blocks the incoming traffic on the agent port 23021, the server can not actively send any
request to the Agent.

Every fresh installed boom Agent will send a request for approval to its configured b oom server.

[£ Hosts| ™ pobcies || Packages

#H = _Groups
= L= Agents
# 0 L

",

# sy Windows 2003
= l"_‘ Windows Visks
R blccxnbS bl de (15,124,140,
# A windows ¥P | Refresh
Hadd Agert

115)

Shiow Irwdic sticns

F Expand Al f

After the approval the boom Server will try to reach the agent and might need up to 20 seconds to
recognize that this is a firewalled agent and change the icon in the Hosts View.

After the boom Server marked an Agent as firewalled the communication protocol will be switched to a
listening mode and the Agent will poll data and requests from the server.

In this mode the server will
continueto tryto reach the Agent.

To avoid that the Server tries to actively establish a connection to the agent, open the Agent Details by
double clicking onthe  Agent . Clear the Firewalled  checkbox to reset this auto  -detected firewalled state
and press Save. Then set the Firewalled checkbox and press Save. This sets the Agent to the manual

firewalled state.  No more heartbeats or other kind of connection s will be initiated from the boom serv er.

Remote actions in this firewall mode will have delays up to 5 seconds, before the Agent polls them from
the server.



