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Legal Notices

The information contained in this document is subject to change without notice.

Warranty

blixx GmbH makes no warranty of any kind w ith regard to this document, including, but not limited

to, the implied warranties of merchantability and fitness for a particular purpose. blixx GmbH shall

not be held liable for errors contained herein or direct, indirect, special, incidental or conseque ntial
damages in connection with the furnishing, performance, or use of this material whether based on

warranty, contract, or other legal theory.

Copyright Notices

©Copyright 2000 -2009 blixx GmbH.

This document contains proprietary information and is pro tected by copyright. All rights are
reserved. No part of this document may be copied, reproduced, translated to another language,
transferred to electronic media, or transferred into machine readable format without the prior
written consent of blixx GmbH.

Written and developed by blixx GmbH, Germany.

Contact Information
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Schmiedstr. 17

D-71116 Gértringen
Germany

Phone: +49 (0) 7034 254560
Fax: +49 (0) 7034 254569
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Installation and Configuration

is a distrib uted client -server monitoring solution that helps IT departments to prevent, detect
and solve problems on the managed systems, hosts, applications and services. The powerful filtering
and correlation engine allows to increase the efficiency of the IT admin istrators by reducing the number
of incidents and pin pointing of hot spots in the environment.
The Agent based architecture provides local intelligence, reliable operation and minimize the network
traffic.

boam Client
. Firewalled
\\ / Age rt Age rt
N .

boom Server
boom Agent
boom Agent
Each Agent can take the role of a monitoring station that provides agent -less monitoring for remote

applications, services and hosts that don't have an agent installed. Firewalled and DHCP environments
are handled by the secure communication layer.

The Role based configuration simplifies the configuration and rollout for complex environments and
keeps the Administrators in control.
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Installation Prerequisites

Before starting the installation, be sure to verify that

you are using the  |atest installation package

the Java Runtime is installed on all systems

the MySQL database server is installed and running

the names or IP addresses of the systems can be resolved by DNS or host files

boom Server Requirements

The

Software

Java Runtime

Server requires the software versions as listed in the table below.

JRE 1.5 and 1.6 are tested and can be used

Version

(GCJ/libgcj is not 100% compatible and will not work correctly).
Please make sure that all OS patches required by the JRE are installed.

MySQL Database

A local or remotely accessible MySQL Database V ersion 5.x
(MySQL Enterprise is recommended)

Oracle Database

A local or remotely accessible Oracle Database Version 10g or higher

Operating System

Any that fulfills above requirements

Tested are:

HP-UX (PARISC, ia64)

Microsoft Windows 2003, 2003R2, XP, V ista (x86_32, x86_64)
Novell SUSE Server/OpenSuSE (x86_32, x86_64, ia64)

RedHat Enterprise Linux (x86_32, x86_64, ia64)

SUN SunOS/Open Solaris (x86_64, SPARC)

Mac OS/X (x86)

Debian 5 (x86_32, x86_64)

Fedora 10 (x86_32, x86_64)

Hardware R

Disc Space -
Server

eguirements

Reco mmended Minimum

0.5 GB on the target disc or file system (e.g. C: \Programs \boom \boom_srv or
Jusr/lboom/boom_srv) for the server files, policies, actions, and the deployables
for agents, monitors and user interface packages.

Disc Space -
Database

0.5 GB on the data disc or file system (e.g. C: \Programs \mysql \data or
Ivarl/lib/mysgl/data) for the database files. The initial database size will be less
than 15MB, but depending on the number of stored indications and

performance values it can grow substantially.

Memory -
Server

The server is configured by default to operate with a maximum Java heap size
of 512MB. This setting allows the server to handle around 300000 indications.
The value can be adjusted in the startup script.

Memory -
Data base

By default the database will use innodb to store the data. The buffer pool
size (innodb_buffer_pool_size) should be set to at least 60MB. Logging should
be enabl ed and set according to the recommendations.
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boom User Interface Requirements

The User Interface requires the software versions as listed in the table below.

So ftware Version

JRE 1.5 or 1.6 are tested and can be used

(libgcj is not 100% compatible and will not work correctly).

Please make sure that all OS patches required by the JRE are installed.

Some platforms do not include the cairo -swt librarie s, which can limit the

available functionality of the user interface (i.e. charts, graphs and the hot -spot
view are not working).

Java Runtime

Microsoft Windows 2003, 2003R2, XP, Vista (x86_32, x86_64)

Linux (x86_32, x86_64) (Tested are RedHat and No vell distributions)
Mac OS/X (x86)

SUN OpenSolaris (x86)

limited:

IBM AIX (ppc)

HP-UX (ia64)

SUN SunOS/Open Solaris (SPARC)

Operating System

Hardware R equirements

Recommended Minimum

Disc Space 100 MB on the target disc or file system (e.g. C: \ Programs \boom \boom_guio r
P Jusr/lboom/boom_gui) for the program files and profile information.
The user interface is configured by default to operate with a maximum Java
Memory

heap size of 512MB.

boom Agent Requirements

The Agent requires the software versions as listed in the table below.

Software Version

JRE 1.5 or 1.6 are tested and can be used
Java Runtime (libgcj is not 100% compatible and might not work correctly).
Please make sure that all OS patches required by the JRE are installed.

Any that fulfills above requirements

Tested are:

HP-UX (PARISC, ia64)

Mac OS/X, OS/X Server (x86)

Microsoft Windows 2003, 2003R2, XP, Vista (x86_32, x86_64)
Novell SUSE Server/OpenSu  SE (x86_32, x86_64, ia64)
RedHat Enterprise Linux (x86_32, x86_64, ia64)

SUN SunOS/Open Solaris (x86_64, SPARC)

Operating System
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Hardware requirements

Recommended Minimum

20 MB on the target disc or file system (e.g. C: \Programs \boom \boom_agent or
Disc Space Jusr /boom/boom_agent) for the program files, monitors, actions and temporary
data.

The agent is configured to work with the default maximum Java heap size of

Memory 64MB
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Platform  Notes

Mac OS X

Agent

The agent was tested on Mac OS X Server 10.5 (Leopard). The Installation script of the agent
will register the boom agen tin the 'launchd' configuration. For more information about launchd see

the Apple man page . Launchd registered service s require to have "root:whee I" ownership and
executable permissions.

The r ecommended installation path for the boom agent is /usr/boom/agent.

Please change the ownership and permissions of extracted files before running the install script:

sudo chown - R root:wheel /usr/boom
sudo chmod - R 755 /usr/boom

Server
The server installation script does not fully support Mac OS X yet.
The s upplied boom_server.plist file contains an example configuration for launchd. You can perform

the installation manually  and skip the step that registers 'rc' scripts. Instead of that, please register
the boom server by using the supplied boom_server.plist configuration file for launchd.

The boom_se rver.plist file expects that the boom server is unpacked in /usr/boom/server/. If you

have the server installed in another directory , please change the ProgramArguments parameters in
the plist file.

sudo chown - R root:wheel /usr/boom

sudo chm od - R 755 /usr/boom

sudo cp boom_server.plist /Library/LaunchDaemons/

sudo launchctl load /Library/LaunchDaemons/boom_server.plist
You can stop and start the boom server by using:

sudo launchdctl stop com.blixx.boom.server
sudo launchdctl start com.blixx.boom.server

HP-UX
Ul Client

HP-UX does not provide the required libcairo -swt graphical library, therefore the Hotspot and History
Graphs are not working on this platform.

SUN SunOS/Open Solaris (SPARC)
Ul Client

The se platforms do not provide the required libcairo -swt graphical library, therefore the Hotspot and
History Graphs are not working.

AIX

boom was not tested on the AIX platform. We would greatly appreciate if you could share your
experience.
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Installation

All components are packaged in the boom.zip server package. The first installation step therefore is
always the server installation. The installation of all other components can only be performed after the server
is installed and running.

Server Installation

After downloading the  latest package , unzip the package to the folder in which the server should be installed
(e.g. C: \Program Files \boom \boom_server or  /usr/boom/boom_server).

On Unix

The installation needs to be performed by a user that has administrative rights (i.e. root) to be able to add files
to the system startup directories. As first step change the permissions of the install script to be able to execute
it. Enter the following command:

chmod 750 install

Run the installation script "install" by entering

Jinstall

The script will query the configuration settings, update the configuration files and perform all steps that are

necessary to install  the server. The script can handle most Linux distributions, HP -UX and SUN Solaris. For
others some manual steps might be required e.g. to integrate the server with the system startup and

shutdown routines.

If for some reasons the install script should not or can not be used, the following steps need to be performed
manually to install the server:

¢ Create the databases and initial table data by executing

mysqgl -uroot -p<c: \boom\ step*.sql
Attention: existing tables will be deleted and re -created!

o Edit the database configuration file db.props and update it with the MySQL instance and logon information

o Edit the server management script boom_srv. Set the BOOM_SERVER variable to the installation directory,
the JAVA and PATH information as describ ed in the file.

o Edit the server rc scripts ux_daemon.cfg/boom_srv exactly with the same information as above.

e Copy the server rc script from ux_daemon.cfg/boom_srv to the init.d directory of the system. The exact
location varies depending on the platform.

¢ Create the symbolic links in the rc level directories as required. The location as well as the meaning of
these vary for the different platforms.

o Verify that all configurations are done correctly by starting the server with e.g.

/etc/i  nit.d/boom_srv start
Check if any errors showed up or are logged in the server's log file in

<install_dir>/BOOMServer_<date>.log
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On Windows

On the Windows platform some manual steps need to be performed to install the server:

¢ Create the databases a nd the initial table data by executing

"mysql -uroot -p<C: \Program Files \boom\ boom_server \ step*.sqgl"
Attention: Existing tables will be deleted and re -created!

¢ Edit the database configuration file db.props and update it with the MySQL instance and | ogon information.

e Open a command window by selecting Start ->Run... and enter cmd, press OK.
In the command window change to the installation directory by entering
cd <install dir> (e.g. cd c: \Program Files \boom \boom_server)
Register the Server as Windows Service with the command:

booms_service setup.exe -
Note: On platforms with UAC like Windows Vista and Server 2008 the command must be executed with

advanced pr ivileges.

* Verify that all configurations are done correctly by starting the server with the Windows Service Control
Panel. Check if any errors showed up or are logged in the server's log file in
<install_dir>/BOOMServer_<date>.log

Agent Installation

Play video: boom Agent installation (Linux/Unix) (]
The Agent packages are placed on the server and can be downloaded from it's built -in web server. The server
will prepare the agent configuration files and generate the packages when a download request is recei ved.

Therefore it is mandatory to at least once download an agent from this web server to have all packages build.
Afterwards the packages can be also copied by other means to the target systems.
To download the agent point your browser to the following ad dress: http://<server -name>:8888
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Datei Bearbeiten Ansicht  Chrorsk  Lesszechen Extras Hife

@E- C L | L] [ hetpi o bice de:ssae - |G- ’

| http://blixx24 blixx.de:8888/ ® -
= 101 ]

Datei  Bearbsen  Ansicht  Cheonk  Lesezeichen | Extras  Hife
@ . c 4 I 1 | htp: fblocc24 bl de: 8388 > IC!‘ y.

| ] http://blixx24.b...de:8888/deploy/ £3 i

BOONMI server main page : Xy
boom server status p: b | I /

View Active Indications (Read-only)
| Deployment packages i-__

RE

———BOONM Server deplovments

BOONM Agents:

BOODM Clients:

abx motif ppc boomas tar I
o motit te64_32 DO tar a7
B gtk X35 boomeuitar a2
S gtk x85_64 booma tar qz
bRt ok e PORe peoy] macosx carbon X85 boomoss dmg
stlaris gtk spaec boomes tar gz
win32 win32 x5 boongul 29
win32 win32 x85_64 boomoszp
Fertig
Unzip the Agent package to th e folder in which the agent should be installed (e.g. C: \ Program

Files\boom \boom_agent or /usr/boom/boom_agent).

On Unix

As first step change the permissions of the install script to be able to execute it. Enter the following command:

chmod 750 install

Run the installation script “install". It will query the configuration settings, update the configuration files and

perform all steps that are necessary to install the agent. The script can handle most Linux distributions, HP -UX,
SUN Solaris and VMWare ESX.

For others some manual steps might be required e.g. to integrate the server with the system startup and

shutdown routines.

Manual Installation

If for some reasons the install script should or cannot be used, the following steps need to be performed
manual ly to install the server:

¢ Verify that the Server name and port settings are correctly entered in the configuration file
conf/agent.conf
All other values will be filled automatically by th e agent.
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Note: Do not change this file while the agent is running, since the agent will overwrite it.

* Edit the agent's management script boom_agt. Set the BOOM_ROOT variable to the installation directory,
the JAVA and PATH information as described in the file.

o Edit the agent's rc scripts ux_daemon.cfg/boom_agt exactly with the same information as above.

¢ Change the file permissions to have full access (read, write, execute) for the root user.

e Copy the agent's rc script from ux_daemon.cfg/bo om_srv to the init.d directory of the system. The exact
location varies depending on the platform.

¢ Create the symbolic links in the rc level directories as required. The locations as well as the meaning of
these vary for the different platforms.

* Verify that all configurations are done correctly by starting the agent with e.g. /etc/init.d/boom_agt
start Check if any errors showed up or are logged in the agent's log file in
<install_dir>/BOOMAgent_<date>.log

On Windows

On the Windows platform only two steps are need to install the agent:

¢ Verify that the Server name and port settings are correctly entered in the configuration file
conf/agent.conf
All other values will be filled automatically by th e agent.

Note: Do not change this file while the agent is running, since the agent will overwrite it.

e Open a command window by selecting Startmenu ->Run... and enter cmd, press OK.
In the command window change to the installation directory by entering
cd <install dir> (e.g. cd C: \Program Files \boom \boom_agent)
Register the Agent as Windows Service with the command:
booma_service_setup.exe -i
Note: On platforms wit ~ h UAC like Windows Vista, Server 2008 the command must be executed with
advanced privileges.

» Verify that all configurations are done correctly by starting the agent with the Windows Service Control
Panel. Check if the Service is running or any errors are logged in the agent's log file in
<install_dir>/BOOMAgent_<date>.log

Client/User Interface

Download the boomgui package that suits your platform from the Server's web page as described for the
agent.

Unzip the package to the folder in which the user interface should be installed (e.g. C: \boom \boom_gui or
/usr/boom/boom_gui).

No further installation steps are necessary. Java needs to be in the current user's search path in order to

startup the GUI.

Start the user interface by executing the boomgui prog ram.

Note: If there was an older version of the client installed, run "boomgui -clean" to empty pre  -compiled classes
and hashes. Otherwise unpredictable behaviours can occur.
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Firewalled Environment

TCP 23020 bﬂ'ﬂm Agent
boom Server 9
TCP 23022 TCP 23021
boom will work in environments with Inbound or Outbound only firewall settings for the Server - Agent
Connection.

Firewal led boom Server (Outbound)

If a Firewall blocks the incoming traffic on the server port 23020, the boom Agents can not actively

submit any information or data to the server. The server will switch to a polling mode and fetch the data

from the agents.

Fresh installed boom Agents can not announce their presence to the boom Server. Therefore the
administrator has to add such Agents manually in the GUI with the correct IP Address. The remote Agent
must be running. After entering the Agent's IP address the boom Server will initiate a request to this
boom Agent to retrieve all necessary information.

If the Agent resides on a system with changing IP address (e.g. DHCP) it must be ensured that the

Agent's address can be  resolved by DNS.

Hosts | ™ palcies | | Packages
= = _Groups
[£. emcamd.bibo:.de (15.124.140.22) Linw
& &
= O Linux
|1 emamd bl de
T Windows 2003
= A windows Vista
| .
= ElfscxrhS. bl de
; --f"l;i - = New Agenl E_]
Ruefresh Plesse enter Agert IP

011213540
Redeploy Agents

Expand Al
Celopaa A8 Lo J[_cance |

L=3

[ blocezs.bioe.de (15,124, 140, 104)

The successfu lly connected Agent will be automatically approved and placed in the appropriate OS type
folder with resolved hostname and other attributes.
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Firewalled boom Agent (Inbound)

If a Firewall blocks the incoming traffic on the agent port 23021, the server can not actively send any
request to the Agent.

Every fresh installed boom Agent will send a request for approval to it's configured boom server.

[L Hosts ™ pobcies | Packages =0

* _Groups £ [ Groups
= = bgents = [= Agents
+ I:}th.l:c re -::l Lira
- ";: :"‘"’d':"”’m:m A Windows 2003

Add Ageri

Shiowe Indicaticns

F Expand A r <

After the approval the boom Server might need up to 20 seconds to recognize that this is a firewalled
agent and change the icon in the Hosts View.

After the boom Server marked an Agent as firewalled the communication protocol will be switched to a

listening mode and the Agent will poll data and requests from the server. No heartbeats or other kind of
connection will be initiated from the boom server. Remote actions in this firewall mode wil

| have delays
up to 5 seconds, before the Agent polls them from the server.
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Licensing

In order to check existing or add new licenses you need to run the boom User Interface. If you do not have
installed the boom Ul, you need to download the latest boomgui package from the se rver by pointing the
browser to the following address: http://<server -name>:8888 . For more information see the

Installation page .

e License Types

e Check existing Licenses

e Add new License

License Types

LA Agent License

LF T RREEER LH  Host License
License Type LU  User License

BB b2b License

Check existing Licenses

A list of existing licenses can be found in the Statistics View in the boom User Interface.

|y Statistics &3 | =0

home|reﬁesh| | I

ERIrEE

Xy

olix

BOOM server is running on blixx24.blixx.de

Version: 210 P 16.924.140.77

Started 2009-08-10 11:18:30 Hiost blooc2 4 blecx . de

Memory usedtotalimac: TE.OMB 34MBFE0SMB |
Available CPUs: 4 05 Architecture: w85

05 Name: Windows XP 05 Vesrsion g1

Java Version 1.5.0_14 Java Vender, Sun Microsysiems inc
Directory: Cleclpse_ganymedeiworkspace\B00M_SERVER_b20

Active Indications 25705 Acknowiedged Indications 3B920

Last indication processing time: 16 ms Max processing time 16 ms

Awg precessing time (last 1h): 320 ms

Policies (known) 251 Agents (known): g

Agents (pending) 0 Users (connected) 1

Users (known) 13 ForwardiJser Fiters: 3

Humber of slaves: 1 Slaves st [sles10x64. blbocde (a1}
Wonitared hosis 8377 Maximum UsersHostslAgents/Slaves 1212010210

List of all existing
Licenses
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Add New Li

cense

To add one or more new licenses you have to perform the following

e BOOM Client (admin@localhost)
File View Window Help

*AE® K™

_1o] x|
Huﬂ‘s--ﬁi.ﬂ.mi... [ © poke... | .= ... 28 user... || pes... -"_DSEL.. g Rat., 2|50

boom Server Action:

home | refresh |

== BOOM_SERVER
-
= 2 Add new Source Server
2 Get Enwironment =% Server action: Add License =10] x|
Ln B Gat Server Log Level ‘
. Gat Server PID Comimand:
2. Remove Souce Server | ADD_LICENSE
2 Reset Processing Time Calouly ) -
= Set Server LogLevel BG Timeout (sec): Optional parsmeters:
=is FWD_TEST 120 | LA=90APMORRIPWS36G5K2 7947 1 BE30LILLESLLSTAL
g Versi
- Starts = Description
b Wemo Add boene to the serves El
3 upedd
= Avai
= CPUs:
= 05 M -
* Java A —'lJ
S
& Direct el
- Acthi e
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After th e 'Add License' Action has finished, go to the

boom Statistics View to see the list of all Licenses.
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Architecture Overview

is a distributed client  -server monitoring solution that helps IT departments to detect and solve
problems on the managed nodes and hosts. The Agent based architecture allows minimizing network
trafficand enables to mana ge systems in a firewalled environment.

Key features

e Runs on a wide range of platforms (Windows, Linux, HP -UX, SunOS, MacOS X, VMWare ESX and
others)

e Works with firewalled hosts (plain, IN and OUT modes) and DHCP systems
e Role based configurations

o Full featured stand -alone User Interface Client

¢ Integrated Hotspot and Monitor History Graphs

¢ Remote Actions and automatic Actions

e Full featured Poli cy Management with Revisioning, Version Comparison and Merging
o Powerful Correlation and Suppression Engine

e Hot deployable Java Monitors and Actions

e Even Default System Tools can be used as Monitors

e Central Performance Data Collection and Hi story Data View

e Remote Deployments of packages and policies

e Centralized Deployment Inventory

e High performance encrypted Communication Layer

e Includes Performance Graphing Engine

e Open Interfaces for integration of self developed Monitors



