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Installation and Configuration

boom is a distributed client  -server monitoring solution that helps IT departments to prevent, detect and
solve problems on the manage d systems, hosts, applications and services. The powerful filtering and
correlation engine allows to increase the efficiency of the IT administrators by reducing the number of
incidents and pin pointing of hot spots in the environment.

The Agent based arch itecture provides local intelligence, reliable operation and minimize the network

traffic.
Boom Client B -
H""‘-—.\_ /
. Firewalled

\\ / boom Agent boom Agent

oo 53?‘\‘ DHCP
boam Agent

boom Agent
Each Agent can take the role of a monitoring stat ion that provides agent  -less monitoring for remote

applications, services and hosts that don't have an agent installed. Firewalled and DHCP environments

are handled by the secure communication layer.
The Role based configuration simplifies the configuratio n and rollout for complex environments and

keeps the Administrators in control.
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Installation Prerequisites

Before starting t he installation, be sure to verify that

9 you areusingthe latest boom _installation package .
9 the Java Runtime is installed on all systems

9 the MySQL or Oracle database server is instal led and running
9 the names or IP addresses of the systems can be resolved by DNS or host files

boom Server Requirements

The boom Server requires the software versions as listed in the table below.

Software Version

JRE15and 1.6 aretesteda nd can be used
Java Runtime (GCJ/libgcj is not 100% compatible and will not work correctly).
Please make sure that all OS patches required by the JRE are installed.

A local or remotely accessible MySQL Database Version 5.x

MySQL Datab. ST
ySQL Database (MySQL Enterprise is recommend  ed)

Oracle Database A local or remotely accessible Oracle Database Version 10g or higher

Any that fulfills above requirements

Tested are:

HP-UX (PARISC, ia64)

Microsoft Windows 2008, 2003, 2003R2, XP, Vista (x86_32, x86_64)
Novell SUSE S erver/OpenSuSE (x86_32, x86_64, ia64)

RedHat Enterprise Linux (x86_32, x86_64, ia64)

SUN SunOS/Open Solaris (x86_64, SPARC)

Mac OS/X (x86)

Debian 5 (x86_32, x86_64)

Fedora 10 (x86_32, x86_64)

Operating System

Hardware requirements

Recommended Minimum

. 0.5 GB on the target disc or file system (e.g. C: \ Programs \boom \ boom_srv or
Disc Space - ’ L )
Serve r /usr/boom/boom_srv) for the server files, policies, actions, and the deployables for
agents, monitors and user interface packages.
0.5 GB on the data disc  or file system (e.g. C:  \Programs \mysql \ data or
Disc Space - Ivarllib/mysql/data) for the database files. The initial database size will be less than
Database 15MB, but depending on the number of stored indications and performance values it
can grow substantially.
Memory - The server is configured by default to operate with a maximum Java heap size of
Serv ery 512MB. This setting allows the server to handle around 300000 indications. The
value can be adjusted in the startup script.
Memory - By defaultthe boom database w ill use innodb to store the data. The buffer pool size
y (innodb_buffer_pool_size) should be set to at least 60MB. Logging should be enabled
Database - )
and set according to the recommendations.
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boom User Interface Requirements

The boom User Interface requires the so ftware versions as listed in the table below.

Software Version

JRE 1.5 or 1.6 are tested and can be used
(libgcj is not 100% compatible and will not work correctly).
Please make sure that all OS patches required by the JRE are installed.

Java Runtime

Som e platforms do not include the cairo -swt libraries, which can limit the available
functionality of the user interface (i.e. charts, graphs and the hot - spot view are not
working).

Linux (x86_32, x86_64) (Tested are RedHat and Novell distr ibutions)

Mac OS/X (x86, carbon and cocoa)

Microsoft Windows 2008, 2003, 2003R2, XP, Vista (x86_32, x86_64)
Operating System
HP-UX (ia64)

IBM AIX (ppc)

SUN SunOS 10 / Open Solaris 10 (SPARC, x86)

Hardware requirements

Recommended Minimum

. 100 MB on the targ et disc or file system (e.g. C: \ Programs \boom \boom_gui or
Disc Space . ) _ .
/usr/boom/boom_gui) for the program files and profile information.
Memor The user interface is configured by default to operate with a maximum Java heap
y size of 512MB.

boom Agent Requirements

The boom Agent requires the software versions as listed in the table below.

Software Version

JRE 1.5 or 1.6 are tested and can be used
Java Runtime (libgcj is not 100% compatible and might not work correctly).
Please make sure that all OS patches required by the JRE are installed.

Any that fulfills above requirements

Tested are:

Debian 5 (x86_32, x86_64)

Fedora 10 (x86_32, x86_64)

FreeBSD 7(x86_32, x86_64)

HP-UX (PARISC, ia64)

Operating System Mac OS/X (x86)

Microsoft Windows 2008, 2003, 2003R2, XP, Vista (x86_32, x86_64)
Novell SUSE Server (x86_32, x86_64, ia64)
OpenSuSE (x86_32, x86_64, ia64)

RedHat Enterprise Linux (x86_32, x86_64, ia64)
SUN SunOS/Open Solaris (x86_64, SPARC)
VMWare ESX 3.x
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Hardware requirements

Recommended Minimum

20 M B on the target disc or file system (e.g. C: \ Programs \boom \ boom_agent or
Disc Space /usr/boom/boom_agent) for the program files, monitors, actions and temporary

data.
Memory The agent is configured to work with the default maximum Java heap size.

- 10 -



/, netage
< e -

: solutions
200
business open operations manager — - T syStemsimanagement

Platform Notes

Mac OS X

Agent

The boom agent was tested on Mac OS X Server 10.5 (Leopard). The Installation script of the agent
will register the  boom agent in the 'launchd' configuration. For more information about launchd see
the Apple man page . Launchd registered services require to have " root:wheel" ownership and
executable permissions.

The recommended installation path for the boom agent is /usr/boom/agent.

Please change the ownership and permissions of the extracted files before running the install script:

sudo chown - R root:whee | /usr/boom
sudo chmod - R 755 /usr/boom

Server

The boom server installation script does not fully support Mac OS X yet.

The supplied boom_server.plist file contains an example configuration for launchd. You can perform
the installation manual ly and skip the step that registers 'rc' scripts. Instead of that, please register
the boom server by using the supplied boom_server.plist configuration file for launchd.

The boom_server.plist file expects that the boom server is unpacked in /usr/boom/serv er/. If you
have the server installed in another directory, please change the ProgramArguments parameters in
the plist file.

sudo chown - R root:wheel /usr/boom

sudo chmod - R 755 /usr/boom

sudo cp boom_server.plist /Library/LaunchDaemon s/
sudo launchctl load /Library/LaunchDaemons/boom_server.plist

You can stop and start the boom server by using:

sudo launchdctl stop com.blixx.boom.server
sudo launchdctl start com.blixx.boom.server

HP -UX
Ul Client

HP-UX does not provide the required libcairo -swt graphical library, therefore the Hotspot and History
Graphs are not working on this platform.

SUN SunOS/Open Solaris (SPARC)
Ul Client

These platforms do not provide the required libcairo -swt graphical library,t  herefore the Hotspot and
History Graphs are not working.

- 11 -
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Installation

All boom components are packaged in the boom.zip ser ver package. The first installation step therefore is always the
server installation. The installation of all other components can only be performed after the server is installed and

running.

boom Server Installation

After downloading the latest package , unzip the package to the folder in which the server should be installed (e.g.
C:\Program Files \boom \boom_server or /usr/boom/boom_server).
The installer is a java based pro gram. Java needs to be in the search path of the system or user.

Make sure that your database is up and running.

For MySQL create a database user that has rights to create databases or create the databases BOOM and BOOM_PERF
manually and give the database user full access rights on these two databases.

For Oracle create two users with identical password and rights as described in

<boom_server> \ORACLE_SQL\stepl_create_boom_db.sql. It is recommended to use separate tablespaces for BOOM
and BOOM_PERF to be ab le to manage the server and performance data independently.

On Unix

The installation needs to be performed by a user that has administrative rights (i.e. root) to be able to add files to the
system startup directories. As first step change the permissions of the install script to be able to execute it. Enter the
following command:

chmod 750 install.sh

Run the installation script "install.sh" by entering

Jinstall.sh

The script will trigger the installer which queries the configuration settings, updates the configuration files and performs
all steps that are necessary to install the server. The installer can handle most Linux distributions, HP -UX, SUN Solaris
and Windows. In most cases the default values that are proposed by the installer can be used wit hout change, so only

the database type and authentication information needs to be entered. If necessary the configuration can always be
changed by running the installer again or by editing the property files as described below.

Manual Installation on Unix

For platforms that are not fully supported by the installer or if for some reasons the install program should not be used,
the following steps need to be performed manually to install the server:

1 Create the databases and initial table data by executing either the MySql or the Oracle SqlPlus command

mysqgl -uroot - p </usr/lboom/boom_server/stepl_create_boom_db.sql
or
sqlplus <user>/<password>@<tnsname> </usr/boom/boom_server/ORACLE_SQL/stepl_cre ate_boom_db.sql

Attention: existing tables will be deleted and re -created!

1 For MySQL edit the database configuration file /Jusr/lboom/boom_server/db.props and update it with the MySQL
instance and logon information
For Oracle move the database configura tion file from /usr/boom/boom_server/ORACLE_SQL/db.props to
/usr/boom/boom_server/db.props. Update the file with the Oracle instance and logon information.

1 Edit the server management script boom_srv. Set the BOOM_SERVER variable to the installation di rectory, the
JAVA and PATH information as described in the file.

i Edit the server rc scripts ux_daemon.cfg/boom_srv exactly with the same information as above.

- 12 -
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9 Copy the server rc script from ux_daemon.cfg/boom_srv to the init.d directory of the sy stem. The exact location
varies depending on the platform.

1 Create the symbolic links in the rc level directories as required and use the insserv command if available. The
location and the meaning of these vary for the different platforms.

1 Verify that all configurations are done correctly by starting the server with e.g.

letc/init.d/boom_srv start
Check if any errors showed up or are logged in the server's log file in <install_dir>/BOOMServer_<date>.log

On Windows

Verify that Java is in the Syste m Search Path.

The installation needs to be performed by a user that has administrative rights (i.e. Administrator) to be able to add the
Windows Service. On platforms with enabled UAC like Windows Vista and Server 2008 the commands must be executed
with a dvanced privileges.

Open a command window by selecting Start ->Run... or Start  ->Search and enter cmd, press OK (or right click and
choose "Run as Administrator).

In the command window change to the installation directory and run the installer by entering

cd <install dir> (e.g. cd c: \ Program Files  \ boom\ boom_server)
install.cmd

The script will trigger the installer which queries the configuration settings, updates the configuration files and performs
all steps that are necessary to install the server.

In most cases the default values that are proposed by the installer can be used without change, so only the database
type and authentication information needs to be entered. If necessary the configuration can always be changed by
running the installer again or by editing the property files as described below.

Manual Installation on Windows

1 Create the databases and the initial table data by executing either the MySql or the Oracle SqlPlus command

mysqgl -uroot -p<C: \Program Files \ boom\ boom_server \ stepl_create_boom_db.sql
or
sqlplus <user>/<password>@<tnsname> <C: \ Program Files  \ boom\ boom_server \ ORACLE_SQLstepl_create_boom_db.sql

Attention: Existing tables will be deleted and re -created!

1 For MySQL edit the database configuration file C: \Program Files \boom \boom_server \db.props and update it with
the MySQL instance and logon information
For Oracle move the database configuration file from C: \Program Files \boom \boom_server \ORACLE_SQL\db.props
to C: \Program Files \boom \boom_server \db.props. Update the file with the Oracle instance and logon information.

1 Open a command window by selecti ng Start ->Run... and enter cmd, press OK.
In the command window change to the installation directory by entering
cd <install dir> (e.g. cd c: \Program Files \boom \boom_server)
Register the boom Server as Windows Service with the command:

booms_service_setup  .exe -i
Note: On platforms with UAC like Windows Vista and Server 2008 the command must be executed with advanced
privileges.

1 Verify that all configurations are done correctly by starting the server with the Windows Service Control Panel.
Check if any errors showed up or are logged in the server's log file in <install_dir>/BOOMServer_<date>.log

- 13 -
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boom Agent Installation

Play video: boom Agent installation (Linux/Unix) (o]
The Agent packa ges are placed on the server and can be downloaded from its built -in web server. The server will
prepare the agent configuration files and generate the packages when a download request is received. Therefore it is
mandatory to at least once download an age nt from this web server to have all packages build. Afterwards the packages
can be also copied by other means to the target systems.
To download the agent point your browser to the following address: http://<server -name>:8888
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Unzip the boom Agent package to the folder in which the agent should be installed (e.g. C: \Program
Files\boom \boom_agent or /usr/boom/boom_agent).
On Unix
As first step change the permissions of the install script to be able to execute it. Enter the following command:
chmod 750 install
Run the installation script "install". It will query the configuration settings, update the configuration files and perform a Il
steps that are necessary to install the agent. The script can handle most Linux distributions, HP -UX, SUN Solaris and
VMWare ESX.
For others some manual steps might be required e.g. to integrate the server with the system start -up and shutdown
routines.

- 14 -
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Manual Installation
If for some reasons the install script should or cannot be used, the following steps need to be performed manually to
install the server:
1 Verify thatthe boom Server name and port settings are correctly entered in the configuratio n file conf/agent.conf
All other values will be filled automatically by the agent.
Note: Do not change this file while the agent is running, since the agent will overwrite it.
i Edit the agent's management script boom_agt. Set the BOOM_ROOT variable to the installation directory, the JAVA
and PATH information as described in the file.
1 Edit the agent's rc scripts ux_daemon.cfg/boom_agt exactly with the same information as above.
1 Change the file permissions to have full access (read, write, execu te) for the root user.
1 Copy the agent's rc script from ux_daemon.cfg/boom_srv to the init.d directory of the system. The exact location
varies depending on the platform.
1 Create the symbolic links in the rc level directories as required. The locat ion and the meaning of these vary for the
different platforms.
1 Verify that all configurations are done correctly by starting the agent with e.g. /etc/init.d/boom_agt start Check
if the Service is running or any errors are logged in the agent's log fil e in <install_dir>/BOOMAgent_<date>.log
Non -Root Agent
To start agent as non  -root user, set variable USER in boom_agt script in agent installation directory and restart agent.
Note: Some of the monitoring policies and packages has to be adapted to non -ro ot restrictions (default SNMP trap

receiver port cannot be used, no access to certain log files or executables, ...).

On Windows

On the Windows platform only two steps are need to install the agent:

1 Verify thatthe boom Server name and port settings are correctly entered in the configuration file conf/agent.conf
All other values will be filled automatically by the agent.

Note: Do not change this file while the agent is running, since the agent wil | overwrite it.
1 Open a command window by selecting Startmenu ->Run... and enter cmd, press OK.

In the command window change to the installation directory by entering

cd <install dir> (e.g. cd C: \Program Files \boom \boom_agent)

Register the boom Agentas Windows Service with the command:

booma_service_setup.exe -i

Note: On platforms with UAC like Windows Vista, Server 2008 the command must be executed with advanced
privileges.

1 Verify that all configurations are done correctly by starting the agent wi th the Windows Service Control Panel.
Check if any errors showed up or are logged in the agent's log file in <install_dir>/BOOMAgent_<date>.log
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Non - Root Agent

The non -root agent is only supported on Linux/UNIX servers.

Assignment Group "BOOM"

For full agent functionality, deploy the Assignment Group "BOOM" to the agent, which contains the policy
"BOOM_Messages" for internal messages and the package "BoomJavaMonitors" for agent specific Java classes.

boom Client/User Interface

Download the boomgui pack  age that suits your platform from the Server's web page as described for the agent.

Unzip the package to the folder in which the user interface should be installed (e.g. C: \boom \boom_gui or
/usr/boom/boom_gui).

No further installation steps are necessary. Java needs to be in the current user's search path in order to startup the
GUI.

Start the user interface by executing the boomgui program.

Note: If there is an older client version installed, run "boomgui -clean" to empty precompiled classes and hashes
ot herwise unpredictable behaviour can occur.

- 16 -
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Upgrade the Version 2.x to 2.6

All required components to upgrade the boom software a re part of the server installation package available on the
download page . The upgrade of the  boom server/agent can be performed independent from the GUI upgrade. The
boom Agent can o nly be updated after the server update has been performed successfully.

1 Uparade Server
1 Upgrade Agent

1 Upgrade Client/Ul

9 Server Upgrade Example

boom Server Upgrade

After downloading the  latest package , unzip the package into a temporary folder. This folder MUST be outside th e
current server installation folder!

Linux/Unix
The upgrade process must be performed by a user that has administrative rights (i.e. root)
As a first step you have to change the permissions of the upgrade script in oder to be able to execute the script. Chance

permission by entering the following command:
chmod 750 upgrade.sh
Run the upgrade script "upgrade.sh" by entering

Jupgrade.sh

Upgrade Steps:

1 The script will first ask for the current server installation directory. Please enter the director y where the boom server
that you want to upgrade is running.

1 Ifthe boom server is running, it should be stopped before the upgrading process will start.

1 You have the possibility to backup the current installation.

1 Update rc scripts (Unix on  ly).

1 Update the database.

1 Update the deployments.

1 Update the packages.

1 Update HTML files.

1 Update the libraries.

1 Update actions (default boom Action Groups will be replaced).

1 Update all services.

- 17 -
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1 Update node groups (s Kip if any customizations exist).

1 Update others:

/boom_server/ORACLE_SQL/db.props
/boom_server/ORACLE_SQL/stepl_create_boom_db.sql
/boom_server/ux -daemon.cfg/boom_srv

1 Update main files:
/boom_server/boom_server.jar
/boom_server/boom_server.p list
/boom_server/copyrights
/boom_server/readme
/boom_server/boom_srv.cmd
/boom_server/booms_service_setup.exe
/boom_server/steplcreate_boom_db.sql
/boom_server/upgrade_mysqldb.sql
/boom_server/upgrade_oracledb.sqgl

1 Import Policies and Assignm  ents:
First of all the upgrade script will analysis the policies and assignments that needs to be imported. All Conflicts will
be recognized and displayed. Each conflicting policy will be imported as next version.
Any conflicts that will be recognized fo r assignment will also be displayed. For each conflict you can decide if you
want to replace the existing assignment with new one or if you want to import the new assignment with a new
unique name. After all assignment conflicts have been processed, you wi Il be asked if you want to perform the
import.

After the script has been started it will guide you through the complete server upgrade process. All information that are
displayed in square brackets [] will be taken by the script as default values if no other data is entered by the user.

For more detailed information about the Linux upgrade process see the following server upgrade example

Windows

To start the upgrade process on a windows system, you have to run the upgrade.cmd from a Windows command line
interface. Open the cmd.exe console, switch to the directory where the upgrade package is located and run the upgrade
script:

C:\ BOOMboom_server>upgrade.cmd

Upgrade Steps:
All steps that will be performed during the upgrade are identically to the Unix upgrade steps as described above.

For more detailed information about the windows upgrade process see the server upgrade example

boom Agent Upgrade

The boom agent can only be updated if the upgrade process of the server has been successfully finished. All Agent
information belonging to the upgrade process is placed inside the server. The agent upgrade can be performed by
simple re-deploying the agent from the server via the boom User Interface.

- 18 -
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boom Client/Ul Upgrade
The Ul packages are placed on the server and can be downloaded from its built -in web server. To download the Ul

packages point your browser to the following addres s: http://<server -name>:8888

-0

Datel  Gowberen fruicht  Chvord.  Lesezechen Extras  Hife
G.H- C X | X etpyioe beos. de:casf 2y - @ =]icesexd /

B O A -inix

Dotel Gowbexen frskht  Cheond.  Lesezechen Extras e
e @ | X et ioa bl e:zssaidapion u 9'1?-' Sesech )P
Buieeus pah spesitions Masger | ttp/ /blio24 bl de:6080 dephoy/ | B
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BOOM server main page A eyt

boom server status page
View Active Indications (Read-only)

[Deglouncnt |)3€k3£¢5—’~\B001\'l Ser\'el‘ deployments

BOOM Agents:

® Macos

¢ WX

* vista

| Fertig ® VInware-esx
* win

BOOM Clients:

o =0k ge e d I8
how motif 3964 32 DooAZe
Trvac gtk B8 Do 2ip
Wruse gk xB5_64 DO d 20
soloeis gtk spore DSR40
WS wWin32 35  Dodenad o

| Fortig

N

Upgrade Steps:
1 Download the Ul package that suits you platform and unzip the package.
1 Replace the old User Interface with the new boomgui package.

1 Start the user interface by executing the boomgui program.

No further steps are necessary. Java needs to be in the current user's search path in order to startup the GUI.

Note: If there is an older client version installed, run "boomgui -clean" to empty precompiled classes and hashes
otherwise unpredictable behaviour can occur.
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Licensing

In order to check existing or add new licenses you need to run the boom User Interface. If you do not have installed
the boom Ul, you need to download the latest boomgui package from the server by pointing the browser to the
following address: http://<server -name>:8888 . For more information see the Installation page.

1 License Types

§ Check existing Licenses

1 Add new License

License Types

LA Agent License

LA = XXXXXX ... LH Host License

! v

. User License
License Type

BB b2b License

Check existing Licenses

A list of existing licenses can be found in the Statistics View in the

boom User Interface.

||g Statistics &3

home I refresh I ha[kl Forward I

-
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BOOM server is running on blixx24 . blixx.de

business open operations manager =i

Wersion: 2.58.100 IP: 15.124.140.77
Started: 2010-08-05 14:57:53 Host: blcx24. blpoc.de
Memery used/totalimax: 75.0MBJ/134MB/20SMB

Available CPUs: 4 0S Architecture: %86

0S5 MName: Windows XP 0S Version: 5.1

Java Version: 1.5.0_04 Java Vendor: Sun Microsystems Inc.

Directory Checlipge_galilec\workspace\BOOM_SERVER_b20

Active Indications: 9124 Acknowledged Indications: 54169

Last Indication processing time: 0 ms Max processing time: 82 ms
f;‘:fg‘f;clrﬁz'gf time 0.6317907444558004 ms Processed indications 1988

":g;'gn EL?_I_C:;S_:.T_IQI_;:;Z} 0.0 ms Agent Threads: 1]

Policies (known}): 245 Agents (known): 9

Agents (pending): 1] # U=sers (connected ) 1

Users (connected): [admin]

Users (known}): 15 Forward/User Filters: 3

Number of slaves: 1 Slaves list [Ble2S. blbce.de (al)]
Monitored hosts: 23 Maximum Users/Hostz/Agents/Slaves 12111010210 |
Enabled Agents: 2 b

MPI Licenses:

Archive Module:

true
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Add New License

To add one or more new licenses you have to perform the following boom Server Action:

BODM Client (admin@localhost) =10 %]
Els View Window Help
I&=AEBER2 " X3 o

'ihmvmﬂsw =0|irn. L Ao | Bee | diss.] Bac. 280 B s. [XKs. [l [@s.. |~ s s = O
(= BOOM_AGENTS [Actrie] 55
- (2 BOOM_SERVER
“ 5.]0..] Time | Host [ Apphcation | Group [ object | Text |
= : Lo 20100626 12:2... bt b,  Winds System WML Counter mononing s —
et 81 biboc4.0f
= &g
o &g
| B & 7 2| Command:
£ Re-generste static sgent packsges :g g [Aro_iicense
£ Pemove Source Server - g o
B Reset Processing Time Caloulstion T Tmeout (sec): | Optionsl parameters:
| B Set Server Log Leved ® i 2| [z | LH=HOBPCOSUAPY I CA0EY SI3G2 HESOIELLET1A7EL
= e L -
L= MK :"'11 g - Description
H-= Ui - o
- #udd boerss to the -
4 Mac 05 % &, o e server I
(2 MySOLMPT CAWE
B (= Shmp = j1 b
oo g = ,
(2 Sunis - ] LlJ
= Ui - 2
H-(= windows -
- X } Help
-
-1 X
: W
1 2
R Rt
® 1 20| ([ Added License For 50 mondared hosts =
LR
T —
Aetiva: 10F
1| ¥
;I rI
_ e |

After the 'Add License' Act  ion has finished, go to the boom Statistics View to see the list of all existing Licenses (see
paragraph Check existing Licenses ). See paragraph above
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Firewalled Environment

TCP 23020 boom Agent
boom Server 9
TCP 23022 TCP 23021
boom  will work in environments with Inbound or Outbound onl y firewall settings for the Server - Agent
Connection.

Firewalled boom Server (Outbound)

If a Firewall blocks the incoming traffic on the server port 23020, the boom Agents can not actively
submit any information or data to the server. The Server will swi tch to a polling mode and fetch the data
from the Agents.

Fresh installed boom Agents can not announce their presence to the boom Server. Therefore the
administrator has to add such Agents manually in the GUI with the correct IP Address. The remote Agent

must be running. After entering the Agent's IP address the boom  Server will initiate a request to this

boom Agent to retrieve all necessary information.
If the Agent resides on a system with changing IP address (e.g. DHCP) it must be ensured that the
Agent 's address can be resolved by DNS.

[ Hosts| 9 pobicies Patkages =0
. = = _Groups
[E., eswamd. bl de (15,124, 140.22) Lirs
[SRES Aoents
= & Linux
£ movamd blbo:.da (1517414022
® AR Windows 2003
= A Windows Vista
- blecerbS. bl de (15,124, 144,
= &’mew - e Agant (x|
Refresh Pleass enter Agerit IP
Add figerk fzi1.12135.89
Redeploy Agents
Expand Al
Colopse A8 . [ o [ cance |
<
. Hosts =0
&=
==
+
i
F A windows izt
= A Wirdows XP
[- bkecczs.bhiocde (15,124, 140, 1043
< >

The successfully connected Agent will be automatically approved and placed in the appropriate OS type
folder with resolved hostname and other attributes.
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Firewalled boom Agent (Inbound)

If a Firewall blocks the incoming traffic on the agent port 23021, the server can not actively send any
request to the Agent.
Every fresh installed  boom Agent will send a request for approval to its co nfigured boom server.

24.140.115)

Approve Agent

Sheow Tredic sticns
L4 | Expand A1 ALK »

- um 3

Aft er the approval the boom Server will try to reach the agent and might need up to 20 seconds to

recognize that this is a firewalled agent and change the icon in the Hosts View.

As soon asthe boom Server marked an Agent as firewalled the communication proto col will be switched
to a listening mode and the Agent will poll data and requests from the server. In this mode the server

will continue to try to reach the Agent.

To avoid that the Server tries to actively establish a connection to the agent, open the Ag ent Details by
double clicking on the Agent. Clear the Firewalled checkbox to reset this auto -detected firewalled state

and press Save. Then set the Firewalled checkbox and press Save. This sets the Agent to the manual

firewalled state. No more heartbeats or other kind of connections will be initiated from the boom server.

Remote actions in this firewall mode will have delays up to 5 seconds, before the Agent polls them from
the server.
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Architecture Overview

boom is a distributed client  -server monitoring solution that helps IT departments to detect and solve
problems on the managed nodes and hosts. The agent based architecture allo ws minimizing network
traffic and enables to manage systems in distributed and firewalled environments.

b2om
HP OMU % Other OMS -
Server 23 7 —
"2 S o
s\ f " AP —
4 | §/ S n Applications
R / ” Databases
. Firewalled Network
boom Cluent\ Z Remote systems
-~
. /-' : \‘_\m Agent | SNmP
@ = 7 12— vaBSc
N “ & ——— | AppServers
& % DHCP IMX
(\\é %,9 boormn Agent | wmi
e )
boom2boom W . 0S resources
=
ﬁ i boom Agent Performance
boom Server boom Server
Key features
1 Runs on a wide range of platforms (Windows, Linux, HP -UX, SunOS, MacOS X, VMWare ESX and

others).

1 Works with firewalled hosts (plain, IN and OUT modes) and DHCP systems.
1 Role based configurations.

1 Full featured stand -alone User Interface Cli  ent.

1 Integrated Hotspot and Monitor History Graphs.

1 Remote Actions and automatic Actions.

1 Full featured Policy Management with Revisioning, Version Comparison and Merging.
1 Powerful Correlation and Suppression Engine.

1 Hot deployable Java  Monitors and Actions.

1 Even Default System Tools can be used as Monitors.

1 Central Performance Data Collection and History Data View.

1 Remote Deployments of Packages and Policies.

1 Centralized Deployment Inventory.
1 High performance encrypt  ed Communication Layer.
1 Includes Performance Graphing Engine.

1 Open Interfaces for integration of self developed Monitors.
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9 Hierarchical boom Servers (proxy, full -control, read -only).

1 Server side Forward Filters.

1 On-fly Agentre -assignmen ts.

i State -based or exception -based type of message view possible.
1 Availability and KPI metrics.

1 Investment protection and easy migration path.

If you have already developed your own monitoring functionality based on Nagios® or HP Operations
Manager for Unix, there is no need to start all over again. You can easily reuse or convert these for the
use with boom.

Features

Agent -based monitoring Yes main feature

Agent -less monitoring Yes ssh, smtp, jmx, wmi, http, https, etc

SYSLOG listen er Yes

SNMP Trapd Yes vl,v2,v2c

SNMP Walk Yes

Logfile monitoring Yes

Logfile monitoring (transactions) Yes

External monitors Yes

Threshold monitors Yes

VMWare ESX monitors Yes

Database monitors Yes MySQL, Oracle

JMX monitoring Yes

0S monitoring Yes HF’UX, Linux, MacOS/X, Sun, VMWare ESX,
Windows

Nagios plugins Supported

OVO plugins Supported
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Conc ept Overview
The boom management solution consists of 3 main parts: boom Agent, boom Serverandthe boom GUI. The

core server application requires a MySQL or Oracle database. All components can co -exist on one physical
system or can be installed separately

boom GUI boom Server boom Agent
TCP 23020,23023 TCP 23021

Indication Monitor
processing calc. engine
engine

Indication
correlation
engine

Deployment
engine
Scheduler
Class loader

Bina
packgges

Monitor
Policies

Indication
policies

Java
monitors

The boom Agent is the main component that is responsible for performing monitoring tasks by using a

combination of binary probes, scr ipts or JAVA Monitors with Policies that define monitor parameters and
threshold levels. In addition Filter Policies allow filtering and creation of event based Indications submitted by
external application and Logfile Monitors. And finally Remote Actions give administrators and operators the
possibility to perform corrective actions or discover the detailed system status even on firewalled systems.

Each agent can take the role of a collection station and perform remote monitoring tasks for agent less hosts

(e.g. using SSH, SNMP, etc).

The boom Server application is the core component that collects and stores all Indications, makes a second
stage correlation, manage all sort of configurations and interacts with GUI Clients and Agents.

The boom GUIlis noton ly an Indication Browser but also a very powerful control and summarization console. A
big number of helper functions and tools allow the administrators and operators to get a clear status overview
as well as simplified configuration tasks.

The agent based architecture together with the full featured GUI Client allows the user to get the optimal load
balancing of systems, reduced network traffic and improved operator and administrator productivity.
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boom Agent
The boom Agent is a distributed part of the boom solution, that needs to be installed on the managed node.
The Agent depends on deployed policies and binaries and is responsible for monitoring various parameters of
the system, calculation and delivering data to the central boom server. Furthermore the boom Agentcan
perform remote actions (triggered from the boom server) and forward performance data.
TCP 23020
o /__( ™
gl 2| %
Xl 3 B g [F |3
o = o & =2 .
E s 'é. 2 g a
g | S : 2 B
S~ /‘
TCP 23021
0S parameters © Java monkces
Applicasons © Bnarysoript montors
Processes O Exenal monitors
Logfiles
SNMP -
JMX External Messages
Network ~ Logfies {Java rigger)
Hardware * Nagi .
Databases agics plugins (scrpt trigger)
Virtualizabon s
Remote syslems Deployed Binaries, Confio
Internet senaces fies, Scripts, Tooks, e,
\

The boom Agent can be installed o n any system that have jre 1.5+ installed. At first start the Agent generates
an ID which will be send togetger with an approval request to the configured boom Server. After the approval
action (or auto -approval) the Agent is able to communicate with the ¢ entral server.

Ifthe boom Agent can't access the central server because of a firewall rule, the manual action "Add a new
Agent" can be used to add such host to the boom Server. Generally, the communications between Agent and

Server is possible if at leas  t one component can establish a connection with another. The boom Agent can be
used in firewalled or NAT environments without reducing functionality.
After installation and registration of the Agent, usually, one of the first actions is to deploy a set of policies and

binaries. On the server side, policies and binaries are grouped in logical groups called "Assignments". The
boom Agent is not aware of Assignments, it operates only with policies and related binaries.

All monitoring, calculation and filterin g made by the boom Agent are defined in deployed policies. A policy is a
sort of configuration file that informs the Agent what has to be monitored, when, how and what kind of results

should be delivered to the central boom server. A single monitored value or message that needs to be
delivered to the central boom server named “Indication".
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Indications
All Indications coming from the boom Agents will be processed by central boom server and delivered to an
Operator Ul.

e Sl
L Indications

=

ORACLE MySQL

Each Indication has a severity, text, and other attributes that helps to cover various complex processing or
integration scenarios.

Indication's main attributes

Severity Application Tau Ky fuwallability Flag
Tima Group Srv Time Close Key KMl Flag
Host Object Agent Host DupBcate count Source
Only for monitors | Valie | | Finish Alest Time | | Finish Alost Value |

( 15 ¥ Custom Altributes |

"\

Indication's workflow Severities
& (5) critical
o @ (4) major
Active * newy indications & (3) minor
@ (2) warning
* Inserted as closed (policy condition flag) @ (1) nomal
S . ey
Closed » Closed by operator @ (0) unknown
« Auto-closed based on key (comrelation) \_ _//I

* Archived by operator
+ Aute-archived based on AUTO_ARCHIVE parameter of the server

+ Auto-deleted based on AUTO_DELETE parameter of the server
» Cleaned directly from the database by external tools
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boom Server
The boom server is the central manager of all Indications that are coming from the managed nodes. The

server is responsible for the final correlations, de -duplic ation and the filtering of incoming Indications.
Furthermore the boom server manages all sort of configurations and interacts with all GUI Clients and Agents.

TCP 23022

TCP 23020

w——‘;’.(‘g_-) >
@ g = S -

@ ) £ 2 o
QE o~ > = o
- = > o =,
EE ® - @

=3 @ P - %

o b 8 g =

— Lo

L TCP 23021
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Monitoring overview

boom knows two types of policies:
£ Indication Policy:

This type of policy is used for all text related processing.

e
1==1 Monitor Policy: This type of policy is used for threshold monitoring.

BOOM Chient {admin@localhost)

£ hosts | Spolces | Packages) T O $5L. L oM. Pe ghA.  #al B8u. ™ms Xs., (0. (DS T g T
: = & BooM AL Poky Overview Q| Sagle_SNWP_Linux_CP * PTrapd_Trigoer o
w
2 < Show Cobers
P [IReised Assgrmanes [ JRelated Agsets
® o
# & Mx0s P.. Name Verson  Growp Aopication Ccs Path A
# 5 Su0s N ovo_TOM_srep _logfle_mon 1.0 cmapeerd DEMST SYS  JavA  _OWO logflefo
* 5 SYR0G 5 rweOSMPL_Eventioglistener 2.10 NAGIN  SamplesiWindo
# = MWare_ESX O OS] FishesdPersead 210 WS System EXTERNS Samplesiwindo
® 5 We0sv2 O renOSMEL_FleWrkePersadk® 2.10 Win0S System EXTERNG SamplesiWindo
£ 2 InberratServices (Cosmency Q  rnOSMPL_MemPagaPerSec 2.10 WS U EXTERNS SemplesWindo
O Mondor 1287653151619 _1¢ O  rrOSMPIL_ProcessorQueus 210 Win0S v EXTERNS Samples/Windo
= (3 MySQUPT (Comamecal) O  rrOSMPT_WinCPUUsagsPercant 210 WS cru DXTERNS SamplesiWindo
& 5 CustomMoniors Q' renOSME]_WinlDiskFreedB 210 WS 2% EXTERNS SamplesWindo
% & Events Q' rwrOSMP]_WinlDikFreePercent 210 WS oIsK EXTERNS SamplesWindo
N MySQUWT_messages Qe OSMEL_WinMermFroeMB 2.10 WS Mesrory EXTERNS SamplesWindo
Q' MySQUMPI_STATUS O rwnOSMPT_WinhstErers 210 Winos Natwork. JAYA  SamplesWindo
# = Performance Q  rwrOSMPT_WinOSTrigner 210 WS System BEC  SavplesiWindo
= (& Saples O rwrOSMP_WinOSTrigner_blod2 11 WS System DEC  _lostandFou
& 5 ESX_Sangles Q' rwnOSMPI_WirPageFilaPercent 210 WS System EXTERNS SamplesWindo
+ Q  rOSMPT_WinPercantRagetryQuatalnd 2.10 WS Systeen EXTERNS SamplesWirdo
& Q' rnOSMP]_WinProcesses 2.10 WS System EXTERNS SamplesWindo
= Q rwrOSMP]_WinSysCalsPursec 210 WS Syster EXTERNS SamplesWindo
O renOSMPI_WinThreads 210 WS Systeen EXTERNS SamplesiWirdo
O renOSMPI_WinTSactiveSessions 210 WinlS System EXTERNS SavglesWindo
Q rwOSMPL_WinTSiaactiveSessors 2,10 WS System EXTERNS SavplesWirdo
O Savghe SNWP_Leux_CPU 210 SYSTEM 05 JAVA  SarplesiSNWP
©  Savple_SNVP_Lirux_Mem_Swvep 2,10 SYSTEM 05 JAVA  Samples/SNMP_
. Q Savgl SNWP_MIB Morkoe Priker 2,10 PRINTER RIS JAVA  SamplesiSNWP
= Q' sangle_WnWMIShareStabus 210 WS Systers DEC  SavghesiWindo o
3 3
* o romarewndo®S || ol pokons (583) Indcations (91) Menkers (432)
< !
amof 2 [ | Stus: Server crine

Indication policy subclasses and types

The indication pol icy itself is divided into two subclasses:
Indication policy: A simple indication policy is used for processing incoming messages. No trigger (no
Nagin trigger section in the policy setup) script is needed for this type of indication i.e. indications are

submitted by external programs/scripts, SNMP traps.
Hybrid Indication policy (Nagin): A Hybrid (Nagin) Indication policy is used for processing text output

from executables, scripts, java class or Nagios® like plugins(NAGINSs) that are executed every speci
interval. The output will be processed by the conditions specified in the Policy.
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You can select between various Monitor Types
Java

NAGIN (Executables)

Logfile Monitor

Logfile Transaction Monitor

Logfile Transaction Monitor (multiline)

(MP) Logfi le Monitor

(MP) Logfile Transaction Monitor

(MP) Logfile Transaction Monitor (multiline)

Note: Itis recommended to use the Multipath (MP) Logfile family instead of the "normal" monitors.
These monitors are kept for backwards compatibility.

Monitor poli ¢y types

You can select between various Monitor Types:

EXEC monitor: Specify a binary or a script name relative to the Agent's plug -in directory
($BOOM_ROOT/spif) or use '#' character at the first position to search in the global search path (e.g. #df -
k).

External:  The values are submitted from some external scheduled program.
JAVA monitor: The call of the specified java class name returns the values.
OPM: Open Parser Monitor is used to convert some text output to values.
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%' Monitors
The Concept of threshold monitoring is well -known in the IT administration community. Any Threshold Monitor consists

of two major parts:

91 An executable or a script that is able to submit a metric value from the Monitored component.
91 A Monitor Policy with configured threshold levels that define s different conditions for the values.

Every declared threshold defines some numeric (double) value. Generally the metric value becomes important for an

operator when a value crosses a defined level. For example: The free disk space value is not important for productive
environments while it stays above some minimum. To prevent an "out of disk space" situation an administrator has to

specify the threshold for the free disk space Monitor that will give enough time to investigate and take corrective

actions b efore the system will crash or degrade.

Due to the nature of an IT environment the threshold levels are different from system to system and must therefore be

configurable. Another aspect of the thresholds is that ONE threshold value can't reflect the dynam ic of changes in an
adequate way. Multiple thresholds with different severities will give a clearer picture and more time to prevent

problems.

Another side of the Monitors are the different objects of the same type that need to be monitored. Like each part ition of

a disk has a different size. In an ideal case one Monitor should be able to deliver values for multiple objects and these
objects can have different thresholds.

Inthe boom Infrastructure every Monitor requires to have a Monitor Policy. The Monito r Policy contains all necessary
definitions to start the Monitor Binary (if required) and react on submitted values.
Configured and uploaded to the boom Agent, the Monitor Policy is an instruction that declares what to trigger and how

to process the data.  All Policies inthe boom Environment must have uniqgue names. These names must be used for
submitting Monitor values. In other words, if a Monitor Policy named as "Monitor_A" exists, this Monitor Policy will be

used for checking values that are submitted as Monitor_A="double_value". The Monitor Binary can submit values for
multiple instances by setting the object attribute for each instance.

Monitor Types and Variations

Threshold Monitors have different types and variations. The two main categories are MAXTHRESHOLD and
MINTHRESHOLD .

For example: A ‘free disk space' Monitor has a MINTHRESHOLD type, but CPU utilization has a MAXTHRESHOLD.

In perspective of call types - EXEC, JAVA and EXTERNAL types are supported.

Some more variations are Policy WITH RESET or WITHOUT RESET .

Maximum and Minimum

The thresholds are one of the major aspects of the Monitors. They allow to reduce the number of Indications that are

coming to an operator screen. The boom product operates with two types of thresholds:

W

P MAXTHRESHOLD type 5 r MINTHRESHOLD type
] ] \

= =

Bl 4

g s

§ §

E E

==,
[] []
o o =] o a " -] ]
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= B indications i) s " indications
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Since thresholds are part of a P olicy, it makes sense to generalize the threshold type to the Policy. Even more -a
threshold is not only one attribute that is used during processing, so a Policy has a list of conditions and every condition

has an attribute named 'threshold'. Of course, every condition contains a list of additional attributes that are used

during the creation of an Indication.

A Monitor Policy of the MAXTHRESHOLD type declares the number of conditions with maximum threshold levels in
descending order. Opposite MINTHRESHO LD Monitor Policy expects ascending order of the thresholds.

This requirement is important since all thresholds will be checked by the calculation engine one after another. The first
matched condition notifies the engine to stop processing all following ¢ onditions.

MAXTHRESHOLD MINTHRESHOLD

PE=EE critical
==4.0 major == 2.0
»=3.0 minar ==3.0
>=2.0 warning ==4.0 warning
==0.0 niarmal £=5.0 niormal

When a threshold value will be crossed the first time, the boom Agent creates an Indication and sends it to the boom
Server. After that the agent keeps silence until one of the following values crosses a different threshold level. T his
suppression algorithm reduces the number of messages received by the operator as well as network traffic.

It is possible to have multiple conditions with the same severity, it is also possible to skip unnecessary severities.
Supported object filtersa  llow to combine multiple condition sets for different objects in one Policy.

<=50.0 FREESWAF less than SOME
<= 100.0 FREESWAF less than 100MB
<= 200.0  FREESWAP less than 200ME
<= 10000 FREESWAP normal

[5=510" " FREECPU 95% busy

<£=10.0 FREECPU 90% busy
<= 100.0 FREECPU 15-100

During the processing of the calculation engine, only cond itions will be taken into account that matches with the object
value which has been submitted together with the monitor value. If an Object mask is not specified - all objects will be
processed by the particular condition.

Reset Values

All Monitor Policies ' thresholds are coming with Reset values. The "Reset" concept is playing an important role in the
calculation.

First of all, the Monitor Policy has a global flag called "Policy with reset" . If this flag is set to '‘NO' , the Policy is
ignoring all resetv  alues as well as the silence periods and it will deliver values all the time when it is submitted to the

Agent. This type of Monitors is also known as ‘Continuous Monitors'

Ifthe 'YES' valueis selected - it will be a threshold Monitor with reset.

When a monitor value crosses a threshold in the defined direction (increasing for MAXTHRESHOLD and decreasing for
MINTHRESHOLD) - it can be named "elevation". Backward direction is a "reset".

Monitors with a reset value different from the threshold value have some special handling in the "reset" direction. The
reset value gives the possibility to ignore small value's fluctuations and keeps the reached threshold unchanged.
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b

g

| MAXTHRESHOLD

monitor value
monitor value
1

elevation

g
=

W

-] [ ] ]
Key=M1:critical H Key=M1:normal Key=MLi:critical H Key=M1:normal
CloseMash=M1:<*> CloseMask=M1:<*> CloseMask=M1:<*> CloseMask=M1:<*>

The reset feature can be explained with the following example:

A process CPU utilization monitor has a cri tical threshold = 95% indicating process high CPU load. A normal threshold
that indicates a normal state is above 0%. When the process reaches 95%, an Indication will be sent to the server. Lets
assume the critical condition has specified a reset value = 7 0%, this allows to keep the critical level unchanged until the

process goes down below 70% CPU. So the deviations between 70 and 95 per cent will not reset the severity to normal.

An other example is the MINTHRESHOLD of free disk space:

A critical conditi on has a threshold equal to 100MB. The reset value is 1024MB. As result of this a critical Indication like
"100 MB free space left on a disk..." can be kept active until an administrator cleans up disk space up to at least 1GB.
The Minimum type threshold r equires a reset value to be bigger than the threshold, the Maximum type threshold
requires the reset value to be less than the threshold.

Another optional possibility in the condition section of a Monitor Policy is the "lgnore Reset"  flag. This flag is set  to
"NO" by default. In case of switching the flag's value to "YES" the threshold condition becomes a ‘continuous' nature.
That means that on this level any submitted Monitor value generates an Indication. This can be used for more precise

monitoring of cr itical conditions.

The "Silence Count” parameter of a condition can be used when it is necessary to suppress a couple of first generated
values. The boom Agent will ignore the specified amount of submitted values that match with the condition before an
Ind ication will be sent to the boom Server.

If an Indication is delivered with Close Mask - the server is able to automatically close related previous Indications.
The default working directory for the monitor's executable is "$BOOM_ROOT/spi/". All binaries and script calls must be specified
relative to this directory. In case it is necessary to use a binary that is placed in a different location that is available in the PATH

variable - use the '# character as a prefix. i.e. #df, #top
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Finished Alerts
The "Alert Finished"  state will be reached when the monitor submits a value outside the defined threshold borders. In
case of MAXTHRESHOLD it's below the lowest threshold value and for MINTHRESHOLD - biggest one. This state
indicates the end of the previo us state and enables operators to identify if a problem is still ongoing. Beside this benefit
for the exception based operations concept, it also avoids the sending of Indications with normal severity.
The Indication Browser displays such Indications with Severities crossed by line:
i Indications | Hosts um_'ifiﬁsmm !A.ctims_&?Usml‘h‘nmnmt =8
[Active] &2
[ s/ D Time Hast Application Group Object Texk ~
@ 1. 2009-03-1915:4.., blxcE2blx... AGENT Cpm wWinSMPI_...  Zero matches For the output:
& 2., 2005-03-19 15:4..,  blixxzz bix.., AGENT MONITOR winOSMPT_,..  Monitor does nok submit 8 value during the last poling interval
@ 0 200%-03-19 15:4... hpsvZ.pt... 05 P CFULoad CPULoad = 3.0%
M 0 20090319 154...  hpsvZamt... 05 QUELES P ueue CPU bottlenack debected (7.8 processes in CPU Queue)
& 0 2009-03-1915:2.. hpsvZawt.. 05 cpu CPUWIO CPUWIO = 1.0%
0 20090319 144, bl blix.,  WinOS Syshenm High rumber of syskem calls: 112190.0 exceeded the thresheld 500..,
@ 0 2009-03-19 14:1...  blixbig.blic... ©5 05 FREEMERM Fres Memory (9,64375) is below the threshold 10.0
@0 20090319 13:3..  zsvlblxede 05 ERROR STSLOG Mar 19 13:31:54 xswl edu,omu.andrew,cyrus.cyrus-guota[9568]: ...
& 0 2009-00-1913:3... blocebigblec.. ESY WiWare wawitchD ...  Percentage of inbound 1P packets dropped is normal: 0.0%
& 0 2005-03-1913:3... blcdigblic,. ESY WiWare CFU ESJ-: w Phrsn:al CFU Lﬁwoﬂ 32.52
B0 2012-00-11 00:2...  slesifxfd.... 03 FROCESS zmd Prmmi:or CPI.I {Z?S},mmm{znﬂ}m-zmxg...
W0 2012-02-1017:3... sleslOxfd.... 05 o5 FREEMEM Free Memory (51.44921875] is below the threshold 100.0
L . hpsvEamt,.. 03 MEM FREEMEM Free Memory: 132 46484375
& g blicx2 blix...  WinOS P 1 CPU Lidization (63,00 is normal 0.0
& q blece22 blie..,  Winds Syshem File: writes par second (£226.9206875) are normal,
& g hpsvz.mgt... ©OF SWAR SWPOT SWPOT = 0.0 KEsec
& g hpsva.myt,.. O TABLES TruadeLnil Inedelii: 29,399141630901287%
Ll hpsve.myk,.. 05 FROCESS vhda Process monkor: CFU = (41,00 , process name {vbda} PID=21803 ...
& hpsvZ.myt... 05 DSy c2tsd0 Disk c2t6d0 busy on 19.52%
& g blix22.blx...  WinOS
[]

biboxbig.bcc... 05

] PROCESS hpetfe Prmm-m t:Pu-tzz 0, M {hoﬂfe} Pm-zasss...

1 )} xsvl.blixe.de 05 ERROR SYSLOG Mar 18 13:31:52 xswl edu.cmu.andrew. cyrus ovrus-guotal 1869]: F...
L] blicx22. blie...  AGEMT CEPLOY WirDS_bin...  Package WinO5_binaries successfully deployed.
& g blicx22.bix... BOOM_SER... DEPLOY Deployment i scheduled, Package(s) [ forvipackages Win0S_binari. ..
& q blixx22 blix.., AGENT CEPLOY Boomlava...  Package Boomlavablonitors successhully deplayed,
@ 4 2009-03-18 06:4... bl blix...  AGENT MCINITOR wWinOSMPT_,..  Monibor does not submit & value during the last polling interyval
M 0 20090315 04:0... vmrhelSial a5 os FREEMEM Free Memory (94, 390625 is below the threshold 100.0
& 0 200%-03-1803:0.. blixx2z bix.., Winos CPU _Toral CPU Uidizataon (72,00 is noemal 0.0,
@0 2009-03-18 02:3..,  blx22 blix...  AGENT Cpm WinOSMPT_,..  Exec Failed, returnCode: 1
@0 2009-03-18 02:3... bl blix...  AGENT Cpm WinOSMPL_,..  Exec Failed, returnCode: 1
@0 2009-03-1802:2.. bl blx.,  AGENT Cpm WNOSMPT_,..  Exec falled, returnCode: 1
@ 0 ZO09-03-1802:2.. hpsvEawt.. 05 DrsE RCACHEMISS RCACHEMISS =5.0
@0 2009-03-18 01:3.. wsvl.bbocde 05 FROCESS husrfskinfs...  Process monkor: CFU = (28.1) , process name {fusr/shinfswupd_} ...
@ 0 2009-03-17 21:1...  bleca2Zbix...  WinOS Memory Phypsical memory available (384,00 is noemal,
o zom-m-n 21:1... ble=22ble..,  AGENT Cpm winQSMPT_...  Exec Fa&ed returnCoda: 1 -
] e e L T Y Lb ke Rl ——— wa b st = S Tl o B AR S
< >
Active: J005/3008 Closed: 949 Selected: 2 o 31/31 & 15911591 @ 447/447 O 240/240 W0 2929 &P 670670 o
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After an alert is finished you can see in the Indication details the time stamp and last v alue that triggered the finished
state.

¥4 Process monitor: CPU = (22.0) , process ...

Severity:

uuID: | 0db43c31-07bF-4469-546-1 55546dFefBe | ™ kpimetric [ Availabilty Metric
Hast: blisebig.blivse.de | Application: |08

AGENT Host: | blledbig. bice.de | rowp: PROCESS

Object: hpetfe

Key: blisxbig.blike. de:linux0SMPI_Process_CPLEhpetfehpetfe:20.0

Close Mask: :hlm:hdg.hlhu.dsi‘m:ﬂﬂiﬂ_hucm_mltlpetiﬂlmetl'e:d“:-

Auto Action: | | Op Action:

Teak: | Prccess monbor: CPLU = (22,00 , process name jhpetfe} PID=26559 arquments{/binfbash foptfcome
L < >

Source: S | Morikor:inoeOSMPI_Process_CPU:e | First submit: 2009-03-18 17:38:59

State: Active | Last duplcate: | 2009-03-18 17:38:59

Dupbcates: 0 Server recened: 2012-0E2-10 05:02:30

alue: 220

Endvalie: 0.0 Alert finished: | 2009-03-18 17:39:00

b Custon Attributes (0)
r Advice

b Annotations +

MAXONLYCHANGES and MINONLYCHANGES

Starting from v2.55 Monitor policies supports two new types: MAXONLYCHANGE and MINONLYCHANGES. These types
can be used for monitoring not frequently changed values. For such types a new Indication will be created for every

change detected. The policy conditions are used only to detect severity and to define an indication attributes but
thresholding is not used.
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Infrastructure is an Indication. An Indication is an incoming message
that describes an event which occurred on the monitored node but has additional attributes like
message group, application, object, etc...

severity,

boom Server. This Indication states

external application can submit a message to the

boom Agent. The boom Agent uses

Indication Policies to filter the submitted messages in order to prevent the server from a "message storm".
Indication Policies contain all necessary information to suppress
parsing and constructing new Indications in a form that can be used by the administrator or operator.

The results of flexibility inside Indication Policies are:

1 reducing the number of messages that are displayed in the

boom GUI

1 the possibility to extract useful parts of the Indication text for remote actions or

1 adjusting the Indication itself.

unimportant or useless messages and allow

192 168.0.77 - - [30JulfZ2008:17:17:38 +0200] "GET fsearchitop-search_png HTTRM1.1" 404 225

Submitted indication:
APFPLICATION = Apache

MSGGRF = WEB Servers
- [30yJuly.

TEXT = 192.168.0.77 -

BOOM Agent

creates

Indication 1:

AFPLICATION = Apache

MSGGRP = WEB Servers

CBIECT = FAGE

HIOST = wewnw. nowhere. net
SEVERITY = warning

TEXT = Page not found:-http: e
nowhere.net/search/top-search. png

Indication 2:

AFPLICATION = wWhane

MSGGRF = Support

QBIECT = CustomerSCodlz

HOST = 192 168.0.77

SEVERITY = major

TEXT = Page nok found.
Jwordpress/search/top-search.png
ak 30/2ulf 2008: 17 17:38 40200

The Indication Correlation Engine is the main component which is responsible for processing the incoming

messages based on a set of loaded policies. All incoming Indications shall be compared a

gainst all Policies. If

multiple Policies have matched conditions for one incoming Indication, the agent will produce multiple result
Indications. An exception is a Policy that matches all messages (in other words "forwards all messages"). In
case one of t he other Policies has generated an Indication the "forwards all messages" Policy will be ignored.

All Hybrid Policies which will be explained in the next chapter, are excluded from general correlations. The Hybrid
Policies are only working with Indication

Hybrid Policy.

The "Application" and "Indication Group" attributes of an Indication Policy are used as main pre
condition. If these attributes are specified in the Policy

s that are submitted by triggers. The triggers must be defined inside the

-filtering

and the submitted Indication contains non empty

values, than the Agent is able to process a reduced set of Policies and increase the speed of the processing.
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Conditions

The process of matching incoming indications to an Indication Policy is based on t he filter conditions that are
defined inside the Policy. The first condition that has been matched stops the processing of all following

conditions.

There are two major types of conditions: Conditions that create an Indication and conditions that "STOP" t he
processing.

belonn Aug 18 1#49. 21 2008 [debug] Parent: Created child process 1932

Rlon Ao TR T IT J008] [sehce [ CIuld T92 2 Tl ld procoss 15 fummmng

Bloin Aug 18 1R:A49.2] 2008 [wostice] Child 1932 Acquised the stan miles.

Bolon Ao TR TEA92T 2008 | [motice] Child 19320 Suarting ol warkers thicads
w1 o s

%M I8 LR 2] 2000 [igdige] Child 1932 Starling
any mepy I T3 083 J008] Jorroa] Jeliend T3 120 10020

3] e does not exist L
Plonin S 200 133 RT Q008 [wain] pad file foptvantinplprocess pid was chanoed.
Conditions
(%] —i 1. =*>[debug]<*=> STOP
Wi L Z—2. =*>[notica]<*> STOP
B 3.<*> SEND —»

Such STOP Conditions allow cutting off Indications that are of no interest. For example: A logfile usually
contains a big number of informative messages with normal severity. For problem detection and monitoring
only warnings and errors should be delivered to an operator. To cut off unnecessary messages and processing,
you can use the STOP Condition as the top condition (first condition in the list) in the Indication Policy.

Patterns and Usage

One of the most powerful and most complicated concepts of Indication Policies is the pattern concept. Pattern
are used for filtering incoming indications to identify the matching P olicy conditions. By default the 'Simplified
Patterns' are used for filtering attributes.

Note: In addition the "Search Text" filter can have a fully featured java pattern, because the syntax of 'Simplified
Pattern' does sometimes not allow handling comple X situations. The Java format of a pattern requires the prefix
"java=". l.e  java= Error..*

As described later, the Ul includes a powerful Pattern Editor that makes the generation and validation of
patterns very easy.

Any Indications have the following attr ibutes:
9 Application (required)
I Indication Group
9 Object
9 Host
I Severity
I Text (required)

These values are all used by the filtering process.
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An Indication must provide at least the Application and Text attributes. All other attribute values are optional.

The default value for all filtering fields in a new Indication Policy is the "MATCH_ALL" condition:
Filker
Application: | e, |

Indication Group: | e |

Object: | e |
Host: | e, |
Severiby: | . |

@ unknown & normal & warning
o rminar @ major & critical

Search Text: | e,

This means that a new created Po licy will process all incoming messages. It is necessary to specify patterns
that match only messages that should be processed by this Policy.

Application Group Object Host | Severity Text Matches

all (MATCH_ALL condition)

indications wi th

APPL1 ot
Application="APPL1"

indications with

APPL1|APPL2 it
Application "APPL1" OR "APPL2"

Group ("GRP1" OR "G2" OR
GRP1|G2|G3 |OBJECT_<*> "G3") AND
Object starts with "OBJECT _"

Application ("Apache" OR
"Tomc at") AND
APACHE|Tomcat (WEB MEMORY critical|major Group="WEB" AND
Object="MEMORY" AND
Severity (major OR critical)

For the Application, Indication Group, Object and Host fields it is allowed to have simple "OR" notation like:
APPL1|APPL2|APPL3 instead of [APPL1|APPL2|APPL3]

Note: It isrecomme  nded to have only one condition across all Policies that match all Indications.

Note: It is recommended to have Application & Indication Group Filters specified with the exact value or list of the
expected values by using OR notation. This will reduce tim e of the processing and increase performance.
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Patterns
Simplified Pattern Syntax

The Simplified pattern syntax is available in boom because it provides a more readable form. In addition it

allows defining names for custom variables. In most cases it is enough to have simple patterns to match

incoming indications. On the other side, this format has sensitive limitations and might be not sufficient for real
complex text processing.

Hint:  The rules by which  boom assigns strings to variables behaves like HP Operations Manager's algorithm.

The HP Operations manager's pattern matching algorithm always scans both the input line and the pat tern
definition (including alternative expressions) from left to right. <*> expressions are assigned as few characters

as possible. <#>, <@> and <_> expressions are assigned as many characters as possible (greedy).

Example: In matching the pattern <*.varl> <*\var2> against the string “test", varl will be assigned an empty
string, var2 will be assigned the string "test".

Element Description
<*> matches all
<n*> matches a sequence of 'n' arbitrary characters
<#> matches a sequence of one or more digits [0 -9]
<n#> matches a sequence of 'n' digits character

matches a sequence word or digits character without separators [a -

<@> 2A-Z_0-9]

<@> matches a sequence of 'n' word or digits character without
separators

<> matches a sequence of separators [ \t\n\x0B \f\r]

<n_> matches a sequence of 'n' separators

<[> "NOT" operator

<*.varName>
<#.varName>
<@.varName>
<_.varName>
<[<n*>].varName>
<[<n#>].varName>
<[<n@>].varName>
<[<n_>].varName>

Stores the matching result in the variable "varName".
This variable can be used during construction of indication.
To access the variable use <$varName>.

<[aaa|bbbb]> "OR" condition - allows to match "aaa" OR "bbbb".
[aaa]bbbb] "OR" condition does not support declaration of variable directly.

"OR" condition can be inserted in superset pattern group
declaration.

it allows to match "aaa" OR "bbbb" and store in the variable
declared in the superset pattern group.

<[ <[aaa|bbbb]> ].varName>

< -eqn> Equal

<] -nen> Not Equal
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< -ltn> Less Than

<] -len> Less or Equ al

<0 -gtn> Greater Than

<[l -gen> Greater or Equal

<n -It[] -ltn> Open Interval

<n -le[] -len> Closed Interval

<n -gt[] -gtn> Open Interval

<n -ge[] -gen> Closed Interval

It is possible to have inner capturing groups to parse additional variables from extracted parts.
For Example:

Incoming text:

--- 01/01/2008 x  -- x Error404 Page not found
It is necessary to extract a single message part: "Error404 Page not found" together with two sub -elements:

"404" and "Page not found" as a separate value.

The pattern

<*><[Error<[<#.n><_><*.msg>]>].complete>
delivers the following result:

<$complete>=Error404 Page not found
<$dummy1>=404 Page not found
<$n>=404

<$msg>=Page not found

where dummy1 is an intermediate internal variable which is u sed during the calculation.

The next example shows the use case where the goal of filtering is to match messages for all users except the
", "userl", and "user2"}.

following: {"root",
The complexity of this task is that there are also users available with names like: "user10", "user112".

The proposed pattern do this job by using sub -pattern is:

[user[1]2]] combined with <![root].from>
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.. Pattern Validation

Simplified Pattern: = :ﬁu:[ulw]; <* tima > 4+ <l@.tty> <[rook|[user[1]2]]]Froms- <* ot Save Simplfied Pattern

[cmmtsm:h‘ied-:::l.nm]

IAWA Patter: : |

[Edk bne | [ Append ins | [Paste | [Remove neis) | | Load from file | | Append from file | [ Save to fie |
[[] Select &l

| Sta..  Lines |

LX) SU 0325 09: 14 + thyp2 root-root

= SU 03125 09:14 + thyp2 wserl 12-roct
| 500325 08:14 + Hvp? userd-root
o SU 03125 09: 14 + bhyp2 user] -rosk
o SU 03125 03214 + thyp2 userZ-rook
= SW 0325 05: 14 + ttyp2 user] 1 2-root

Results

| eftme»=03fzs 0a:14
<ty >=ttypd
<§from>=uzerd
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Java Patterns

Java patterns are used for the "Search Text" attribute of Indication or Hybrid Policies and a couple of bundled
Java Monitors (Opm and LogFileMonitor). The full description of a Java pattern format can be found on Sun's
Java Platform API page (see Pattern class).

The boom Java patterns also support variables but in a slightly different way t han the 'Simplified Pattern
Syntax'. By using the Java patterns you can not define custom names but you can use predefined names:
<$varl><$var2><$var3>...

Hint: The rule by which the Java pattern matching algorithm assigns strings to variables is always greedy

(expressions are assigned as many characters as possible).

Short overview about the Java Pattern Syntax:

Java Pattern

Classes Description
any character.

? any character once or not at all.
i any character zero or more times.
+ any charact er one or more times.
a+ 'a' character one or more times.
{n} matches a sequence of 'n' characters
\d+ matches a sequence of one or more digits [0 -9]
\ d{n} matches a sequence of 'n' digits character
\w+ matches a sequence word or digits character wit hout separators [a -zA-Z_0-9]
\w{n} matches a sequence of 'n' word or digits character without separators
\s+ matches a sequence of separators [ \t\n\x0B\f\r]
\ s{n} matches a sequence of 'n' separators

(X) where X - some |Declares a ca pturing group. Value of capturing group will be stored in the

pattern. variable "varN", where N is a number of group in the patters started from 0.

i.e (\w+) To access variable - use <$varN>

(?:aaalbbbb) "OR" condition - allows to match "aaa" OR "bbbb" as non -capturing grou p.
(aaalbbbb) LZ\F/Q;r(’:\Ic;erition - allows to match "aaa" OR "bbbb" as capturing group

[a-dA-D] any character of set: a,b,c,d,A,B,C,D

[*a -dA-D] any character except a,b,c,d,A,B,C,.D

(:¥)(?<!abc) any string EXCEPT "abc". Second non  -capturing group o oks on result of first
(?'abc)(.*) any string EXCEPT "abc". First non  -capturing group looks on result of second
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((?'abc).)*

any string NOT CONTAINING "abc".

(7))

switch to case insensitive pattern matching.

(?m)

switch to multi  -line pattern matching.
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Hybrid Indication Policy

This type of Policy allows to periodically trigger any external script, application or internal Java Mo nitor. It also
allows creating Indications based on the produced text output. Nagios® compatible plug -ins are working this
way. According to the Nagios® definitions, the output of the Monitor must return a result code that indicates the

severity and writes  a detailed message and optional performance data to the STDOUT.

This kind of plug -ins is supported by the boom Agent (except the handling of the performance data). Other

command line tools, scripts or binaries can also be used as triggers. The Hybrid Poli cy supports also Java based
triggers. Java based triggers must submit an Indication by implementing the exposed interfaces or using the

boomindi  command supplied with the boom Agent.

The main difference of this Policy is the process work flow. New boom Indications are generated based on the conditions
inside the Hybrid Policy. These conditions are filtering the output produced by the trigger similar to the concepts

described for the Indication Policies. In contrast to the Indication Policies, only the Cond itions of this one Hybrid Policy

are used to process the trigger & output. Also messages coming from other sources than this trigger will be not processed
with these Policy conditions.

An Hybrid Policy example that uses a shell script for checking networ ks printer cartridges

Just to show how this works, we will take the following free plug -in from the Nagios® exchange without any
changes. The script expects the parameters Printer IP, SNMP Community and Command. It is easy to create an
Action inside the  bo om GUI to get some test output from the deployed script.

— check_snmp_printer

=D Lnux Command:
[Lo rheld.blocede (15,124,140,
|__, sles10x64 blixx.de (15.124 | check_snmp_printer 15,124,140, 142 public |
=0 Mac 05 Timeout {sec): Optional parameters:
[Lo meviiblize. de (15,124,140,
o @ 505 120 COMSUM ALL |
I_..;, sunl0uSxdeednl . blix: . de D it
i -
=AY Windows 2003 R e
I_-E p54.ﬁ.D4QBA.dip.t—dialin.net usage is: FY
=] ,',:" Windows Vista Joptiboormagent)spifcheck_snmp_prinker <HOSTIP= <COMMUNITY = <CHECK = E
: where CHECK can be: =
o I"L." blixxnbS (15,124,140, 163) rimiypted
= Windows X MODEL
[L blixzz blizx.de (15.124.14 COMSUM TEST v
[L- blixxeze.blicx.de (15.124,14
+ Help
AR AR AR AR R R R R R R R R R R RRR LR R LR RR LR ER R ERRRE ~
#4 f =
# | Copyright {C) 2007 S&L Netzwerkbechnik
#|
# | This program is free software; you can redistribute it andjor
# | modify it under the terms of the GHU General Public License b
< 3| (= | >
Result:
Resulk = Success ~

=== Start of Dutput from sles10x64.blixx.de (2003-10-16 17:42:05) ===
O, Cyan Cartridge HP QB00LA is at 70%: O, Magenta Cartridge HP Qa0034 is ak 773% O, Yellow Cartridge HP Qa0O0Z4 is at 773%] O

=== End af Qutput from sles10xa4,blive.de === ~
< | >

Close
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The result output string is conform with the Nagios® requirements and contains information about the toner level
for every cartridge:

OK,Cyan Cartridge HP Q6001A is at 70% OK,Magenta Cartridge HP Q6003A is at 77% \
OK,Yellow Cartridge HP Q6002A is at 77% \
| Cyan Cartridge HP Q6001A=70;;470; Magenta Cartridge HP Q60 03A=77;,470; \

Yellow Cartridge HP Q6002A=77;;470;

A Simple Hybrid Indication Policy can be created with the following settings:

“" Check_printer_cartriges 27

Indication Mame: Check_printer_cartriges

Description: Checks a netwark prinker cartriges via SHMP

* Magin Trigger/LogFileMonitor Details

Ttk TR =2 Call! | check_snmp_prinker 15,124, 140,142 public COMSUM ALL

Interyal:

Conditions

up Description: | narms| |
warning
other 0 | 6dd08046-13e6-4F37-08b3-B0626201 ch72 |

Advice: returns normal severity based on printer settings,

[ awailabilicy Metric []KPI Metire [] Detect Duplicates

Indication Key: | <fAGENT_HOST : <$MSG_NODE_NAME »: <$MSG_APPL>: <$MSG_GRP:>: <§M5G_OBJECT »: <$MSG_SEW> |

Clase Maski | <$AGENT_HOST >: <$MSG_NODE_NAME>: <$M5G_APPL>: <$M3G_GRP>: <$M5G_OBIECT 5t <*> |
Filker Overwrite attribubes
Application: | ks Set Application: | MET

Indication Group: | o et Indication Group: | PRINTERS

|
|
Object: | b | Set Object: | Cartridges
|
|

Host: | o Set Host: |
Severity: | normal Set Severity: i -

] @ unknown @ normal | € warning
] minar ] @ major [ &P critical

Search Tenki | jawa=. [} is at (d-Hi%ls+. %, %) is at (1% ls+. %, %Y is ot (1%, | [validate pattern
Set Text: Prinker cartridges are OK, <$varl >=<$var2 =%, <tvardz=<$vard =%, <fvarSs=<$varc>%
For every specified polling interval the boom Agent will call the script and process the output.
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Filtering and Mapping

The initial severity of the execution is based on the result codes that are defined in the Nagios® Plugin API.

Plugin Return Cod e boom Severity Nagios® Service State Nagios® Host State
0 normal OK UpP
1 warning IWARNING UP or DOWN/UNREACHABLE
2 critical CRITICAL DOWN/UNREACHABLE
3 unknown UNKNOWN DOWN/UNREACHABLE
If the result code is different from the declared code above - the boom Agent assumes that an error occurred during the

execution and will produce a warning indication with a detailed status.

Original values of other Indication fields for the NAGIN call type:

Field Value
Application NAGIN
Indication Group NAGIN
Obje ct empty
Node Agent's hostname
All original values can be changed by specifying the "Overwrite Attributes” section of the condition.
The Call parameters can be defined in a multi -line form. Both notations are identical.

Call: check_snmp_prinker
15.124.140.142
pubilic
COMSUM ALL

If you use the default Text pattern <*>, the Indication will be delivered as it is. On the other side if you use
variables inside the patterns it is easy to construct a new form of text. For example the following pattern:

java=.*,(.*) is at ( \ d+)%)\ s+.*,(.*) is at ( \ d+)%)\ s+.%,(.¥) is at ( \ d+)%.*
together with Set Text:

Printer cartridges are OK. <$varl>=<$var2>%, <$var3>=<$vard>%, <$vars5>=<$var6>%
will create the Indicat  ion text:

Printer cartridges are OK. Cyan Cartridge HP Q6001A=70%, \
Magenta Cartridge HP Q6003A=77%, Yellow Cartridge HP Q6002A=77%

- 47 -



i o — netage
// () 114 : | solutions

business open operations manager — & . syStemsimanagement

Monitoring multiple hosts and objects with one Policy

There is a special possibility for Hybrid Policies w ith a NAGIN call type. The call field can have a special
declaration that allows to declare a list of values:

check_snmp_printer
<$BOOMMON_NODES(15.124.140.142,15.124.140.143,15.124.140.145)>
public

<$BOOMMON_OBJECTS(PAPER1,PAPER2)>

This kind of notat ion allows to create multiple calls with different parameters inside the same Policy.
defines a list of parameters that must be delivered as a Host value of Indication
defines list of parameters that must be delivered as Object value of an Indication.

Multiple entries of the same type (BOOMMON_NODES, BOOMMON_OBJECTS) are not allowed in the call field.

As a result of this call declaration the Agent will trigger the script 6 times:

check_snmp_printer 15.124.140.142 public PAPER1
check_snmp_printer 15.124 .140.143 public PAPER1
check_snmp_printer 15.124.140.145 public PAPER1
check_snmp_printer 15.124.140.142 public PAPER2
check_snmp_printer 15.124.140.143 public PAPER2
check_snmp_printer 15.124.140.145 public PAPER2

The created Indications will be submitt ed with the Host and Object values that are used in the call. This enables

creation of different conditions for different incoming objects and/or hosts.

The default working directory for triggers is "$BOOM_ROOT/spi/". All binaries and script calls must be specified related to
this directory. In case it is necessary to use a binary which is placed in a different location but is available in the syste ms
PATH - use the '# character as a prefix. i.e. #df, #top.
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Logfile Monitors

T Lodfile Monitoring

9 Lodfile Transaction Monitor

9 Lodfile Transaction Monitor (multiline)

T Multipath (MP)Lodfile Monitor

There are several Hybrid Indication Policy Monitor Types available:

JAVA

NAGIN

Logfile Monitor

Logfile Transaction Monitor

Logfile Transaction Monitor (multiline)
(MP) Logfile Monitor

(MP) Logfile Transaction Monitor

(MP) Logfile Transaction Monitor (multiline)

Note: Itis recommended to use the Multipath (MP) Lodfile family instead of the "normal”
monitors. The "normal” monitors are kept for backwards compatibility.

Logfile Monitor

One of the mos t used features of all the monitoring solutions is the logfile monitoring. This function is
implemented as a Hybrid Policy with Java monitor. The implementation of the LogFileMonitor has flexible
possibilities to specify the format of the monitored logfile and pre -process filter. The monitor
automatically handles the truncation of the monitored file. It supports file masks for finding rotating log
files.

In the Nagin Trigger/LogFileMonitor Details section the following data needs to be defined: the Java ty pe
has to be selected, the polling interval and the call parameters have to be defined.
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% * Apache_errorlogebeMonkor_Linux 23
Flugin Name: NONAME
Indication Name: Apache_errorLogFileMonitor_Linux

Desaription: the first line of tha monitor cal ts dass name: com, blocx, agant. monitors, LogFleMonitor
2: ONINIT shell command to resolve error_log file path (searches on fetc/)
3: Regexp for spit records (in case of multi ine cutput)
4: general fiter of content (all urmatched entries will be skpped)

v Nagin Trigger/LogFileMonitor Details

Type: JAVA ] Call: cofn. b, agent.moakor £, LogFeiondor
<$BOOMMON_ONINIT(sh -¢ "find fetc -name httpd.conf -exec sh -¢ 'cat {} | grep -0 ~ErrorLog.* | sed -e sfErrorLoglf ' |;")>
Interval: Nw{3Hs+\w{3Ns\d{2s\d{2}:\a{2}\d{2Hs {4 ). *
= | 1m -
Conditions
Debug - STOP @ Description: | Errors
Nr:tim - STOP
Info - STOP 1D: 2
e , 669¢2817-d2b4 407&#6172342578131
e Advice: Here incuded “Page not found” messages as wel.
Emergency and Alerts

[CJ Avallabiity Metric [_]kP1Metirc [V]Detect Duplicates

Indication Key:
Close Mask:
Filter Overwrke sttributes
Applcation: <> Set Appcation: Apache
Indication Group: | <+ Set Indication Group: | WEB
Object: o+ | Set Object: Errorlog
Host: <> Set Host:
Severity: <*s Set Severity: minoe -
& unknown & normal @ warning
& minor ® major @ citical
Search Text: | 1<% time>\]<*>I <arror.sev>i]<*>
Call:
Linel: com.blixx.agent.monitors.LogF ileMonitor
Line2: "path to the logfile"
Line3: "pattern matching start of message blocks"
Line4: "general pattern matching entries"
Line5 (optional): "one of: FROM_START | FROM_LAST"
Line6 (optional): "executable call before logfile processing"
Line 1 Contains the name of the Java Monitor bundled with default installations as
BoomJavaMonitor package.
Line 2 The path of the logfile, that should be monitored.
Line 3 Many of the log files contain multi -line entries. It is necessary to have here a Java

Pattern that is matching the start of the message. Usual it can be a fixed prefix
containing the date, severity, log level, etc.
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Line 4 A Java Pattern as apre  -process filter. This filter allows to reduce the number of
messages that must be proces  sed by an Agent. Pattern ".*" matches all lines - that
means all entries will be processed.

Line 5 FROM_START - indicates that logfile has to be monitored from the begin on every

(optional) scheduled interval
FROM_LAST - sets default processing mode. Logf ile will be scanned from last processed
point.

Line 6 Allows to specify a trigger that needs to be executed before parsing the lodfile.

(optional) This can be used together with FROM_START parameter in line 5 to process logfiles re -

generated by trigger  on every polling interval.

Example of the Apache ErrorLogfile Policy:

com.blixx.agent.monitors.LogFileMonitor
Ivar/log/apache2/error_log
VIV w{3} \ s+t\w{3} \ s\ d{2} \s\d{2}: \d{2}: \d{2} \s\d{4} \].*

The most difficult part of the configuration i s Line 3. You can easily adjust the pattern by using the

Pattern Validation Dialog which is integrated in the boom GUI (see screenshot below). In real life it is
better to fetch an existing logfile from the managed node and load it into the dialog. If a lo dfile has no
multi -line entries a simple ".*" (match all) pattern can be used.
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. Pattern Validation Dialog C] E”s__d

Java pattern:

[ 3H s+ I NS S22 d {2 st di4 ] |

lEdit Iine] [.ﬁ.ppend Iine] [Paste] [Remwe Iinel[s]ll ’Lu:uad Fram File] [.ﬁ.ppend From File] [Save to I‘ile]

Patkern Example (ALT+MouseClick):

k [ select al

Lines b

Starting the Apachez .z service

The Apachez, 2 service is running.

] Apache/2.2.8 (Win32) configured -- resuming normal operations

[[Fri May 16 10:08:47 2008]|[notice] Server builk: Jan 15 2008 00:37:19

[Fri May 16 10:05:47 2003] [notice] Parent: Created child process 1792

[Fri May 16 10:05:47 2003] [natice] Child 1792; Child process is running

[Fri May 16 10:03:47 2003] [notice] Child 1792 Acquired the start mutesx,

[Fri May 16 10:03:47 2008] [notice] Child 1792; Starting 64 waorker threads,

[Fri May 16 10:03:47 2003] [notice] Child 1792: Starting thread to listken on port S0,

httpd.exe: Could not relisbly determing the server's Fully qualified domain name, using 127.0.0.1 for 5
[FriMay 16 10:18:15 2003] [warn] pid file C:fProgrammefdpachez. 2/logsfhttpd, pid overwritten -- Unc
[Fri May 16 10:18:15 2008] [notice] Apachelz.2.8 (Win32) configured -- resuming normal operations
[Fri May 16 10:15:15 2003] [notice] Server builk: Jan 18 2008 00:37:19

[Fri May 16 10:18:15 2003] [notice] Parent: Created child process 1508

httpd.exe: Could nok relisbly determine the server's Fully qualified domain name, using 127.0.0.1 For 5
bttpd.exe: Could not relisbly determing the server's Fully qualified domain name, using 127.0.0.1 For 5
[Fri May 16 10:18:15 2003] [notice] Child 1508 Child process is running

[Fri May 16 10:18:15 2008] [notice] Child 1508; Acquired the skark mukex,

[[Fri May 16 10:18:15 2008] [notice] Child 1508: Starting 64 worker threads. |
TFri Mawe 1A 101215 20031 Trnkice] Child 1803 Skarkinn Fhesad Falisken an noek 70

Yalidate all lines

Resulks:

[x)

1 () () () ()

() N () (0 ()

[ %

[Eadeiir il

|

Log file entries can consist of multiple lines
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If you use brackets "()" around parts of the pattern, you can see in the result area which data this part
of the pattern is matching.

. Pattern ¥alidation Dialog

Java patkern:

| WIS s+ S (i 2N s (a2 ) ({2 (i 2PN el d 4} 1] |
| | | |

[Edit Iine] [.ﬁ.ppend Iine] [Paste] [Remwe Iine{s)l [Lu:uad Fram File] [.ﬁ.ppend From File] [Save ko File]

Pattern Example (ALT+MouseClick):
[ 5elect al

Lines -~

Starting the Apachez. 2 service

The Apachez. 2 service is running.

] .ﬁ.pache,l'Z 2, 8 {'u'-.-'ln32]| cu:unl‘lgured -- resumlng nu:urmal uperatu:uns B
008 i 0 00

.
;
3
z
L
u
o
n
o
=
(]
3
=
1
b
I
a1
1
3,
5
1
r
n
2
3@
.
a
a
!
i
)
1
J
:
;
1
)
L
=
2
Nl
i
b
1
)
1
1
b
:
!
]
2

| # '\\
|

| /
s | |/

varl =
vare =
vard = 16
vard = 10
vars = 05
warg =47
wary =
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Logfile Transaction Monitor

Another modification of the Logfile Monitor can be used for monitoring transactions like log entries. The
responsibility of this Hybrid Java Monitor is the detection of not closed or failed transactions by tracking
logfile entries and their expected follow -up ent ries.

Why to use  the logfile transaction monitor:

More than one transaction is writing to the same monitored file.

The entries of the different transactions are mixed up.

The START, SUCCESS and FAILED line can be identified individually via patterns.
The log entries are single lined.

There are two type of Lodfile Transaction Monitors:
1 LogFile Transaction Monitor

1 LogFile Transaction Monitor (Multiline)

"Multiline" gives you the possibility to track multiline logfile entries. The delimiter is defin ed in the "Split
Records" field using the pattern notation.

The Lodfile Transaction Monitor has the following details:
Monitor Type: Logfile transaction Monitor / (MP)Logfile Transaction Monitor
Interval: The interval specifies how ofte n logfile is checked in
minutes.
Monitor Name: com.blixx.agent.monitors.LogFileTransactionMonitor
Path/File mask: The logdfile path contains the path of the monitored file or it
can contain a mask for the filename.
Start Pattern: should match the start line of the transaction log file entry
Finish Pattern: should match the SUCCESS of the successfully transaction end
Fail Pattern: should match the FAIL of the failed tran saction end
Timeout: transaction time out
Predefined objects provide the possibility to filter the following transactions:
FAIL_END for failed transactions (matches the fail pattern)
SUCCESS_END for successsful transactions (matches the finish pattern)
FAIL_TIMEOUT for timed out transactions (timeout in sec)

- 54 -



3 _,, 2 i netage
/j 0 (] i - solutions

business open operations manager S o B_ i syStemsimanagement

The following predefined variables can be used:

<$SUCCESS_END_MSG:ncludes the finish line
<$FAIL_END_MSG> includes the fail line

No te: The monitored file will always be scanned from the last processed position

Examplel:

Monitoring request:
All log entries for failed cron jobs should be identified/filtered from

/var/adm/cron/log.

Initial position:

- A good -jobisex  ecuted every minute and succeeds
- A failed - job is executed every minute and fails
Analysis:

- More than one job is writing to the same log file. The entries of the
different jobs
are mixed up hence the normal Logfile monitor doe sn ot fit.
- Every log entry consists of one single line.
- The START, SUCCESS and FAILED line can be identified via patterns
- Solution: use of the "Logfile Transaction Monitor"

Extract of the cron log file:

root : CMD ( echo "Failjob"; exit 1) : PID (311444 ) : Thu Sep 29 14:36:00
2011

root : CMD (echo "Gutjob"; exit 0 ) : PID (364788 ) : Thu Sep 29 14:36:00

2011

Cron Job with pid: 364788 Successful
Cron Job with pid: 311444 Failed

The log file contains the following tra nsactions:

Start jobs:

root :CMD (echo "Failjob"; exit1): PID (311444 ) : Thu Sep 29
14:36:00 2011

root : CMD (‘echo "Gutjob"; exit0) : PID ( 364788 ) : Thu Sep 29
14:36:00 2011

Failed job:
Cron Job with pid: 3114 44 Failed

Success finish job:
Cron Job with pid: 364788 Successful
Setup of the "Lodfile Transaction Monitor":

1. Load the cron log file entries (Start/Fail/Success) into the pattern
validation dialog.

Define the Start Pattern / Fi nish Pattern / Fail Pattern for the according
Log entries.

Add the pattern to the according fields in the hybrid indication policy.
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In the example the job PID defines the dependency of the Start Line and
Fail/Finish Line a nd hence differentiates a single transaction.

Replace Finish and Fail patterns with the variables from the start pattern.

In our example a single variable in the start pattern needs to be extracted

(see OPM Monitor) and used as in the finish and fail pattern

(PID =). The PID has to be the same otherwise the lines don 6t belong

together.

Note: Itis not possible to extract variables from the fail and finish
pattern.

Start Line Pattern:
root CMD ( echo "Failjob"; exit 1) : PID ( 311444 ) : Thu Sep 29

14:36:00 2011
root : CMD (echo "Gutjob"; exit 0) : PID (364788 ) : Thu Sep 29

14:36:00 2011
Pattern: ~( \w+)\ s+: \ s+CMD s+\ (\ s+(.*) \s+\):PID \s+\(\s+(\d+)\s+\)\s+.*

Finish Line Pattern:
Cron Job with pid: 311444 Failed
Pattern: ~  \ s*Cron \ s+Job \ s+with \ s+pid: \ s+\ s+Successful \s*$

Fail Line Pattern:
Cron Job with pid: 364788 Successful
Pattern: ~  \ s*Cron \ s+Job \ s+with \ s+pi d: \ s+\ s+Failed \s*$

Palicy Yersion: 1.4 1.3 [vl

Indication Mame: AIX_CronlLog_Ind w1  Plugin Name: CUSTOM

Set Application: | Cron Description: | Monitors AIX cron logfile fvarfadm/cron]log
Sek Group: o5
Activate IF
Global Yariable matches Patkern Dea

+ Magin Trigger/LogFileMonitor Details

Monitor Mame:  com.blixx.agent.monitors.LogFileTransactionMonitor

Monitor Type: | Loafile Transaction Monitor [v]
T Em 2] PathyFile Mask: | jwarfadmcronflog
Start Pattern Finish Pattern Fa
SO Ns+H s HCMD SRS s*Crons+ Joblshwithls+pidit, L e
= =<

Stark Patkern:

AU s s MDD+ s R PIDsHI0 s+ 04 s+ s+ *
Finish Patkern:

~1s%Cront s+ Jobls+withis+pids s+ <$svar 3 =ls+Successfulls* s
Fail Pattern:

~1s*Cront s+ Jobs+withis+pids s+ <$svar 3 =ls+Failed)s*4
Timeauk (Sec):

F600

Save ] l Cancel
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2. Define a condition which filters all transaction fail messages (we are not

interested in suc cess messages).

Predefined objects provides the possibility to filter the following

messages:
FAIL_END for failed transactions (matches the fail pattern)
SUCCESS_END for successsful transactions (matches the finish

pattern)

FAIL_TIMEOUT for timed out transactions (timeout in sec)

As mentioned above it 0s not possible to extract any variables from the fail

and finish pattern. If you want to extract information from these pattern
you have to extract this with the help of prefedined variables in the "Match
Variables" section using simplified pattern matching.

The following predefined variables can be used:

<$SUCCESS_END_MSG> includes the finish line
<$FAIL_END_MSG> includes the fail line

Conditions

Details | Overview

cron job cormmand Failed Top Descripkion: cron job command Failed
Up I0: Ab0ce0Sb-0719-4cd3-8377-3efcoF004 129
Advice:
Do
Baokkam

Instruckion URL:

IMekric De-duplication
[il 0 | [i] [] Avwvailability Metric [ petect Duplic
[C1EPI Metric De-Duplicate

l Add ][ Duplicate ] Delete

Indication Kew: | =$AGENT_HOST=: <$MAME = <$APPLICATION = <$OBIECT =: wdsvarl =

Clase Mask:
Filter Owerwrite Attributes
Application: Ee Set Application:
Indication Group: | <%= Set Group:
Object: FAIL_EMD Sek Object: <fsvart =
Hosk: ¥ Set Host:
Sewerity: e Sek Severity: majar
@ unknown & normal & warning
o minar A major &P critical
Search Texk: ¥

Match Yariables:

Variable Simplified Patkern

Set Texk: Cron command '<$svarz = of user '<fsvarl = has Failed.
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Example 2:

The LogFileTransactionMonitor Java Monitor has the following call format:

com.blixx.agent.monitors.LogFileTransactionMonitor
<path to the logfile>

<startPatternT1> - should match start of transaction logfile entry
<finishPatternT1> - should match SUCCESS end of transaction
<failPatternT1> - should matc h FAILED end of transaction
<timeoutT1> - in seconds

<startPatternT2> - should match start of transaction logfile entry
<finishPatternT2> - should match SUCCESS end of transaction
<failPatternT2> - should match FAILED end of transaction
<timeoutT2> - in seconds

Usually such logfiles contain many asynchronously started transactions. Therefore it is recommended
that the start pattern includes a capturing group(s) extracting a unique identifier of the transaction and
use variables in the finish/f ail patterns (<$svarN> extracted during first match) to be able to
differentiate the transactions.

Several products use transaction like logging, where a missing &uccessful finish message  6is just as bad
as a logged failure. For example the vmware ESX se rver lodfile:
The Call field in the Hybrid Java Policy can be defined as:

com.blixx.agent.monitors.LogFileTransactionMonitor

logfilePath Ivar/log/ivmware/hostd.log

startPattern: *ha - eventmgr.*Event \d+:( \S+)on host*in ha - datacenter is
starting.*

fi hishPattern: *ha - eventmgr.*Event \ d+ : <$svarl>.*in ha - datacenter is powered on.*
failPattern: *ha - eventmgr.*Event \ d+ : Failed to power on <$svarl>.* in ha -
datacenter.*

timeout: 60

Ivar/log/ivmware/hostd.log Example content:

[... 22:05:13.459 'ha -eve ntmgr' 54164400 info] Event 56 : vm33_ on host ESX1Serverinha -datacenter
is starting

Start pattern matched with line above. Extracts <$svarl>=vm33 - enough to uniquely
identify transaction.

Modify finish/file pattern to:

*ha -eventmgr.*Event \d+:vm 33.*in ha -datacenteris powered on.*

*ha -eventmgr.*Event  \d+ : Failed to power on vm33.* in ha -datacenter.*

Remember start transaction message (for sending later)

Start monitoring end of transaction or timeout.
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[... 22:05:13.459 'vm:/vmfs/volumes/4 9¢c6/vm33/vm33.vmx' 54164400 info] State Transition \

(VM_STATE_OFF ->VM_STATE_POWERING_ON)

[... 22:05:13.555 'BaseLibs' 35318704 info] VMHSVMCbPower: Setting state of VM \

Ivm/#cba6c6929cc15181/ to powerOn with option soft

[... 22:05:13.556 'BaseLibs' 353 18704 info] VMHS: Exec()'ing /usr/lib/lvmware/bin/vmkload_app, \

/vmfs/volumes/49c6/vm33/vm33.vmx

[... 22:05:13.920 'BaseLibs' 35318704 info] Established a connection. Killing intermediate child: 10472

[... 22:05:13.924 'BaseLibs' 35318704 info] Mounting vi rtual machine paths on connection: \

/db/connection/#c1/, lIvmfs/volumes/49¢c6/vm33/vm33.vmx

[... 22:05:13.947 'BaseLibs' 35318704 info] Mount VM completion for vm:
Ivmfs/volumes/49¢6/vm33/vm33.vmx

[... 22:05:13.948 'BaseLibs' 35318704 info] Mount VM Complet e:
/vmfs/volumes/49c6/vm33/vm33.vmx, \

Return code: OK

[... 22:05:29.762 'BaseLibs' 35318704 info] VMX status has been set for vm:
/vmfs/volumes/49c6/vm33/vm33.vmx

[... 22:05:29.762 'BaseLibs' 35318704 info] Disconnect check in progress:
/vmfs/volumes/49c6  /vm33/vm33.vmx

[... 22:05:29.762 'BaseLibs' 35318704 info] Disconnect check in progress:
Ivmfs/volumes/49¢6/vm33/vm33.vmx

[... 22:05:29.784 'BaseLibs' 55413680 info] Connected to
vmfs/volumes/49¢c6/vm33/vm33.vmx:testAutomation -fd, \

remote end sent pid: 10 1091

[... 22:05:30.104 'BaseLibs' 21207984 info] DISKLIB -VMFS : "lvmfs/volumes/49¢c6/vm33/vm33 -
flatvmdk": \

open successful (17) size = 19327352832, hd = 0. Type 3

[... 22:05:30.123 'BaseLibs' 21207984 info] DISKLIB -VMFS : "lvmfs/volumes/49¢c6/vm33/vm33 -
flat.vymdk" : closed.

[... 22:05:30.196 'ha -eventmgr' 21474224 info] Event 57 : vm33 on ESX1Serverin ha -datacenteris
powered on
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The line above matched with finishPattern. (SUCCESS) -> sends start transaction message to
the boom server.

OBJECT=SUCCESS_END

SEVERITY=normal

+ optional variable:

<$SUCCESS_END_MSG>="success transaction logdfile line"

OR IF ERROR:

[... 22:05:30.196 'ha -eventmgr' 21474224 info] Event 57 : Failed to power on vm33 on ESX1Server in
ha-datacenter: \

A general system err  or occurred:

The line above matched with failPattern. (FAIL) -> sends start transaction message to the
boom server.

OBJECT=FAIL_END

SEVERITY=critical

+ optional variable:

<$FAIL_END_MSG>="fail transaction logfile line"

OR IF TIMEOUT:

Send s start transaction message to the boom server.

OBJECT=FAIL_TIMEOUT

SEVERITY=critical
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Logfile Transaction Monitor (multiline)
Another modification of the Logfile Monitor can be used for monitoring transactions like log entries. The
responsibility of  this Hybrid Java Monitor is the detection of not closed or failed transactions by tracking
logfile entries and their expected follow -up entries.
There are two type of Logfile Transaction Monitors:
1 LogFile Transaction Monitor
1 LogFile Transaction Monitor (Multiline)
"Multiline" gives you the possibility to track multiline logfile entries. The delimiter is defined in the "Split
Records" field using the pattern notation.
Why to use  the logdfile transaction monitor (multiline):
More than one transaction is writing to the same monitored file.
The entries of the different transactions are mixed up.
The START, SUCCESS and FAILED line can be identified individually via patterns.
The log entries are s ingle lined or  multilined
The Lodfile Transaction Monitor (multiline) has the following details:
Monitor Type: Logfile transaction Monitor / (MP)Lodfile Transaction Monitor
Interval: The interval specifies how often lodfile is checked in
minutes.
Monitor Name: com.blixx.agent.monitors.LogFileTransactionMonitor
Path/File mask: The logfile path contains the path of the monitored file or it
can contain a mask for the filename.
Split Records: Split Records allows multi - line processing , because many of
thelog files contain multiline entries. It is necessary to
have here a Java Pattern that is matching the first line of t he
Start/Fail/Success message. Usually it can be a fixed prefix
containing the date, severity, log level, etc. If a logfile has
no multiline entries a simple ".*" (match all) patter ncan
be used.
Start Pattern: should match the start line of the transaction log file entry
Finish Pattern: should match the SUCCESS of the successfully transaction end
Fail Pattern: should match the FAIL of the failed transaction end
Timeout: transaction time out
Predefined objects provide the possibility to filter the following transactions:
FAIL_END for failed transactions (matches the fail pattern)
SUCCESS_END for successsful transactions (matches t he finish pattern)
FAIL_TIMEOUT for timed out transactions (timeout in sec)
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The following predefined variables can be used:

<$SUCCESS_END_MSG:ncludes the finish line

<$FAIL_END_MSG> includes the fail line
Note: The m onitored file will always be scanned from the last processed position
Example:

Monitoring request:
All log entries for failed cron jobs should be identified/filtered from

/var/ladm/cron/log.

Initial position:

- A good - job is executed eve ry minute and succeeds
- A failed - job is executed every minute and fails
Analysis:

- More than one job is writing to the same log file. The entries of
the different jobs
are mixed up hence the normal Logfile monitor doesn ot fit.
- The START/Fail/SUCCESS entry consists of two lines
- The START, SUCCESS and FAILED line can be identified via patterns
- Solution: use of the "Logfile Transaction Monitor (multiline)"

Extract of the cron log file:

> CMD: echo "Failjob";exit 1

> root 2202 ¢ Thu Sep 29 10:05:00 2011

> CMD: echo "Gutjob";exit 0

> root 2203 ¢ Thu Sep 29 10:05:00 2011

<root 2202 ¢ Thu Sep 29 10:05:00 2011 rc=1

! could not obtain latest contract from popen(3C): No such process Thu Sep 29
10:05:00 2011

<root 2203 ¢ Thu Sep 29 10:05:00 2011

! could not obtain latest contract from popen(3C): No such process Thu Sep 29
10:05:00 2011

The log file contains the following transactions:
Start jobs:

> CMD: echo "Failjob";exit 1

> root 2202 ¢ Thu Sep 29 10:05:00 2011
CMD: echo "Gutjob";exit 0

root 2203 ¢ Thu Sep 29 10:05:00 2011

Failed job:
<root 2202 ¢ Thu Sep 29 10:05:00 2011 rc=1

Success finish job:
< root 2203 ¢ Thu Sep 29 10:05:00 2011

Setup of the "Lodfile Transaction Moni tor":
1. Load the cron log file entries into the pattern validation dialog.
Define the Start Pattern / Finish Pattern / Fail Pattern for the according
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Log entries.

Add the pattern to the according fields in the hybrid indication policy.

In the example the job PID and the user define the dependency of the Start
Line an d Fail/Finish Line and hence differentiate a single transaction.

Replace Finish and Fail patterns with the variables from the start pattern.
In our example the single variables in the start pattern needs to be
extracted (see OPM Monitor) and used as and in the finish and fail pattern
(PID =, User=). The PID and user have to be the same otherwise the

lines don't belong together.

Note: Itis not possible to extract variables from the fail and finish
pattern.

Start Line Pattern:
< CMD: echo "Failjob";exit 1
<root 2202 ¢ Thu Sep 29 10:05:00 2011
Pattern: >\ s+CMD:\ s+(.*) \ n>\ s+( \ w+)\ s+( \d+) \ s+.*

Fail Line Pattern:
<root 2202 ¢ Thu Sep 29 10:05:00 2011 rc=1
Pattern: <\ s+\ s+\ s+[* \ n]+ \ s+rc= \ d+\ s*\ n*.*

Finish Line Pattern:
<root 2203 ¢ Thu Sep 29 10:05:00 2011
Pattern: <\ s+\ s+\ s+[* \ n]+ \ s+t\ d+\ s*(] \n.*)

2. Define "Split Records" Java Patterns for the Start/Fail and Success
information.
Split Records: (> \ s+CMD;| <\ s+).*

The pattern "> \ s+CMD:.*" matches the Start Transaction which matches the
following lines:

> CMD: echo "Failjob";exit 1
> root 2202 ¢ Thu Sep 29 10:05:00 2011

The pattern "< \ s+.*" matches the Fail and Success Transaction which
matches the following lines:

<root 2202 ¢ Thu Sep 29 10:05:00 2011 rc=1
<root 2202 ¢ Thu Sep 29 10:05:0 02011

Use the Java Pattern Validation Dialog to test the "Split Records" pattern
definitions.
Use the "Re- split" button to test the recognition of multiline records.

Note: Based on the "Split Records" definitions the monit or matches as many

lines as possible. That have to be been taken into account in the Fail
and Success patterns definition.

3. Define a condition which filters all transaction fail messages (we are not
interested in success messages).

Predefined objects provides the possibility to filter the following

messages:
FAIL_END for failed transactions (matches the fail pattern)
SUCCESS_END for successsful transactions (matches the finish
patter n)
FAIL_TIMEOUT for timed out transactions (timeout in sec)
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As mentioned above it 0s not possible to extract any variables from the fail

and finish pattern. If you want to extract information from these pattern
you have to ex tract this with the help of prefedined variables in the "Match
Variables" section using simplified pattern matching.

The following predefined variables can be used:

<$SUCCESS_END_MSG> includes the finish line
<$FAIL_END_MSG> include s the fail line

Match Yariables:
YWariable Simplified Pattern
<fFAIL_EMD_MSG = Mo _ma@Ed_waftzd =t mro=<@rcodes<ts
St Tewt: Cron command '<$svarl = of user '<fsvar? =" has Falled with (rc = <$rcodes)
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MultiPath (MP)Logfile Monitor

The Multipath Logfile Monitors are extensions of th e Logfile Monitors that we have in the boom. The

main difference is that the file/path mask is extended to support not only file masks but also path

masks . Itis recommended to use the MP logfile family instead of the normal ones. These are kept

for backwa rds compatibility.

The path mask syntax is specialized for finding rotating log files and consists of the following rules:

A (star) symbol matches any char sequence within path element name. Among all matching files, the

file with latest modification time should be taken. This is useful to monitor rotating lodfiles, so if logging

has switched to another file, the monitor will also pick the newest file (after finishing the previous one).

A Several ** (star) symbols in different path elements (i.e. on d ifferent file tree levels) still comprise the

same single group for selecting the newest file.

A+ (double star) symbol matches any char sequence within path element name. All matching files

should be taken as separate monitoring target, regardless of m odification time.

A The path element consisting of exactly double star (like '/**/') specifies recursive scan and matches

arbitrary path depth, including zero.

A double star overrides single star in the same path element, that is all matching files will be taken.

A path starting from wildcard is considered relative to current dir, unless followed by colon on MS
Windows. This is reserved as a special notation for selecting all disk drives on MS Windows: *: (is the
same as **:).

A All slashes and backslashes  are treated as file (path element) separators, interim double slashes are

reduced to single slash. On MS Windows, network paths starting with double (back -)slash are also
recognized.

A Several independent masks can be specified, separated by the 4 6(pipe) symbol.

A Path mask can be replaced with exec call : fi oln this case the MP LFM expects back a list of log file
paths (one or more) separated by 4 6(pipe) or new line  &ndcharacter

For more information and examples please see Indication policy for Multipath Lodfile Monitors
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Opm Java Monitor

The Output Parser Monitor (Opm) bundled with boom allows you to create a monitor based on the output produced by system
tools or other executables. Opm is a Java based Monitor that is able to parse and summarize result text lines containing
numeric data.

Most of the standard system tools like "top", "df " or "ps" are delivering results with useful numeric values for multiple objects.
These values can be used for the system or process monitoring.

Started from version 2.00 the Opm Monitor supports Java based actions that can generate output for parsing:

SshAction - can be used for monitoring remote systems over SSH.

JmxAction - can be used for monitoring remote JMX servers.

HttpAction - can be used for parsing remote HTTP pages.

StrAction - allows to split, filter and transform blocks in the output to a si ngle lines.

Let's take an example of processing the 'df' output of a Unix system. We will use the 'df -PKlI' call to have a similar output from
most of the Unix systems:

File System 1024 - blocks Used Available Capacity Mounted on
/dev/vg00/ivo 15 24456 8472 15984 35% /home
/dev/dsk/c0t0d0 3235348 3235348 0 100% /iuxcdromO
/dev/vg00/Ivol6 5235064 4167056 1068008 80% /opt
/dev/vg00/Ivol4 715400 8632 706768 2% /tmp
/dev/vg00/  u01 7693337 213287 7480050 3% /uOl
/dev/vg00/Ivol7 3289800 2853656 436144 87% /usr
/dev/vg00/Ivol8 6118216 1811520 4306696 30% /var
/dev/vg00/Ivoll 309928 130312 179616 43% /stand
/dev/vg00/Iv ol3 409016 327264 81752 81% /

174116 0 174116 0% /dev/shm

Most of these lines are showing really important values for monitoring. But every line provides information for a different
mounted partition. So, to be able to monitor mounted partitions, a monitor must submit a separate value for each object.

Let's assume we want to monitor the percentage of used space on each volume. We need to create a new Java Monitor with the
MAXTHRESHOLD type based on the com.blix x.agent.monitors.Opm class.
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Monitor Mame: Disk_usage

Inkerval: fm | Description: | percent of used space on mounkted partitions.

Application: E

Type: MAXTHRESHOLD o |

Indication Group: | ps . Call: -:dlf:r!};gixx.agm.nmm;.opm

A (1 ()2 (e e (4 s+ s+ s+ 10-9L JH A
Manitor Type: [Java =] swarl = vars

Indication Key: | <$MSG_NODE_NAME>: <fNAME >: <§M56_OBIECT >: <§THRESHOLD >

Conditions

Mame: [ opo, used

ID: | 71d6ds13-2fbe-4ch5-bddc-BceziBel412a

Advice: | low space. Cleanup needed,

£ >
] evailability Metric [+]xP1 Metric
Close Mask: =hMTE_NODE_MAME =: <$NAME >: <§MSGE_OBIECT 22>

Threshaold: 20.0 Ohbject: ok
Reset: e0.0 _| Sek Host: [

Ignore Reset: CIVES (NO Auko Action: .
Sllence Count: [ g A Host: r =1
Severky: :map:lr vl A Timeouk (seck: | 120

Operstor Action:

Texk: | Mounted volume <$svars> an a disk partition <$svarl > uses <$YALUE >% of avaiable disk space

In this example we are using the following pattern:

(/dev.*)  \s+(\d+)\s+(\d+)\s+(\d+) \s+([0 -9\.]+)% \s+(.*)
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Pattern Yalidation Dialog

Javea pattern:
A+ e e e [ 0-9) 1 e

[Edt e | [apperd ine | [Paste | [Remove nstz) | [Losd from fils | [ Append frem fils | [ save to fis |

Pastioesny Examphs (ALT#MouseChcok):
I

5ta...  Lines

Flasystam 1024-blocks Used Avadable Capacity Mourked on
JdevivolOfkvols 24456 D472 15964 35% [hoens
jdevidshiomDdD 323548 32ISME 0 100%  fuscdiomD
jdevivgiOfvols 5235064 4167055 1065008 80°% fopt
fdeelegDDfbeold 715400 8632 TOETSE 2% [tmp

jery w0 ullL FEA33E7 213257 TAEOOSD 3% full
jdsvivgl0fbeel? 3260800 2653655 436144 87% jusr
jdevivgiOfbvols 6115216 1611520 4306696 3096 fvar
fhevivglOfbvll 309928 130312 179616 43% fstand
fdevivol0fbvold 409016 327264 BITSZ BI%

e N S

‘Walidate ol bnes

Rsudts:

war] m ey vl hols
ward m 2455

ward = B4 7T

ward = 15384

war'sm 35

wark = fhome

This pattern defines 6 capturing groups that provide us 6 variables for every matched line:

varl - partition name
var2 - disk size in KB
var3 - used space
var4d - free space

var5 - used space in %
var6é - mount point

In the Opm Monitor all defined variables can be accessed as DOUBLE or STRING.
If you need to get value as DOUBLE - use var N.
If you need to get value as STRING - use svar N.

Every mat ched line in our example is a potential monitor value. To submit multiple monitor values we need the Object attribute.

So the line:
svarl = var5
tells to the Opm Monitor how to submit the parsed values (submit double value of parsed var5 with the Object string captured

by svarl).
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An Opm Java Monitor expects the following lines of parameters:

LineByLine TableSummary

L1: com.blixx.agent.monitors.Opm (required) L1: com.blixx.agent.monitors.Opm (required)

L2: <executable string> L2: <executable string>

L3: LineByLine L3: TableSummary

L4: <java pattern with capturing groups> L4: <Java pattern with capturing groups>

L5: <objectNamel> <summarization function> <calculation> L5: <objectNamel> <summarization function> <calculation>
L6: <java pattern with capturing groups> L6: <objectName2> <summarization function> <calculation>

L7: <objectName2> <summarization function> <calculation>

Line Description

L1: Java class nhame
L2: Any executable or script available on the managed hos t.

supported Java Actions (for L2):

SshAction <host> <user> <pass> <command to execute on remote system>

JmxAction [options]  -u <url>

with options:

- | <login>

- p <password>

- 0 <objecName> JMX canonical object name mask. Like "java.*:t ype=Memory"
- a <attribute> - v <valueMask> only masked attribute will be queried

- D <environment variables>

HttpAction <URL>

L3: "LineByLine" or "TableSummary"

Two constants are defining the general behavior of the Opm Monitor: "LineByLine" tells the Monitor that every line must be
processed separately. All filtered lines must be parsed, calculated and submitted as monitor values. "TableSummary" tells
that all lines must be parsed and converted to a column where the column is declared by variables (capturing groups of a
pattern).

Filesvslem [024-blocks . Us lable Capacity Mounted on

fevivoMivols 24456 8472 15984 | 35% home
levidskiei0dn 3235348 3235348 0 [100%  Auxedromi LineByLine
vkl lvol 5235004 4167056( 1068008 | BO%: ol = | mon valus
wil viold 715400 BaI2|| TaTAR %% frep = | imon value
7(:'-1":'1:': _'JI.:JST ?{%DD?Q 3o uidl ——= [mon value
[ RREERRINE R RS EA T EE N B LISE —_—
i lval B GlIEZ16[ 1E11520(|4300696 | 300 VAL
vl val I0002E 1303012| 1Tosle | 439G stand
vollvol3 400 06) 327264 Bl%%:
174116 0 1 0% dev'shim

v TableSummary ¥

[ mon value | mon value |

L4: This pattern is responsible for matching and parsing strings in the output of the executable.

Please note: There is only one global pattern for the TableSummary type. LineByLine requires a separate pattern for every following
object line!
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L5: Object line.
All lines from this point can declare object names, summarization function and plain arithmetic ca Iculation string. It is possible
to specify multiple object lines. In case of using the LineByLine type - every processed string will submit multiple monitor values
that are declared in the object lines.
Object Line Syntax
All elements must be separated b y space. The first position is the object name. The object name can be defined as a constant
string or if the LineByLine type is defined the svar N can be used. The svar N variables can also be combined with prefix or
suffix. i.e. Err_svarl
Please note that svar N variables are not used by the TableSummary processing.
The second position - takes summarization function:
Type Summarization Function allowed
LineByLine DELTA, =
TableSummary SUM, MIN, MAX, AVG, COUNT*
* - The COUNT function requires one captur e group in the pattern and returns number of matched lines in the output.
The DELTA function has to be used only for counters.
The rest of the line is the calculation string based on parsed double values. The calculation part can contain simple arithme tic

operations, double constants and variables of double types ( var N).

Syntax of Calculation

... X1 'operandl' X2 'operand2' X3 ‘operand3' X4 ...
Where Xn - double value or var N, operand - one of

I L (trivial arithmetical operations) and on e special: '\

Operand ' \' - means a division of Xi/Xi -1.i.e. RES=var2 \ var3 =>var3/var2

The example above will be calculated as: ((X1 'operandl' X2) 'operand2' X3) ‘operand3' X4

For the following examples we assume that the filtered string is parsed into variables:

varl - /dev/vg00/Ilvol5

var2 - 24456
var3 - 8472
var4 - 15984
var5 - 35

varé - /home.
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Examples of Object Lines (LineByLine)

Description

FREEDISK = var4

svarl = var4

svar6 = vard / 1024

svarl =100 - varb

Monitor value = var4 = 15984.0
Object = FREEDISK

Monit or value = var4 = 15984.0
Object = /dev/vg00/Ivol5

Monitor value = (var4/1024) = 15.61
Object = /home

Monitor value = (100
Object = /dev/vg00/Ivol5

- var5) =75.0

Examples of Object Lines (TableSummary)

Descriptio n

FREEDISK_T SUM var4

FREEDISK_A AVG var2 - var3/1024

FREEDISK_M MIN var4 /1024

Sum of all free spaces
Object = FREEDISK_T

Average of all free spaces in MB
calculated as (var2 - var3)/1024
Object = FREEDISK_A

Minimum free space in MB
Object = FREEDISK_ M
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Global Variables

Initialisation/Setting of a Global Variable
There are various possibilities to initialize/set Global variabl es in the boom agent:

1 <boom_agent_install_dir>/conf/ global.props

Add the global variable in the following format: <varname>=<value> e.g. globalvar=1

1 Command line tool  "boomsetvar"

During runtime any external application can call this command to set o r change a Global Variable e.g.
./boomsetvar globalvar=1 globalvar2=2

1 Agent Action [GUI  -> View Actions ->BOOM_AGENTS]: "Set Agent's Global Variable" sets the
global variable from the boom server (as remote action). Global variables can be removed with the
action "Remove Agent's Global Variable"

Where to use a Global Variable

All Global Variables can be used in any policies in the following way:

1 As "usual variable" like pre -defined variables e.g. <$globalvar>. It can be used to modify the
message te xt or to set indication attributes.

1 Auto -activate or Auto -deactivatepolicies on the fly. A "user" can specify that the policy should

be activated/deactivated only if a Global Variable is defined and its value matches with a specified
pattern.
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Supported Variables and pre - process Functions

Supported Variables

. Monitor Indication e
Variable - . Description
Policies ||Policies

The Name of the Monitor or Indication
Policy name.
Can be used in a "Call" field and will be

<$NAME> Y Y
$ esm es resolved du ring the initialization.
@ - Java Monitors receive their name
automatically.
<$AGENT_IP> Yes Yes IP address ofa boom Agent
<$AGENT_ID> Yes Yes UUID of a boom Agent
<$AGENT_HOST> Yes Yes hostname ofa boom Agent
<$HOST>
! mi node name or hostname of
<3MSG_NODE_NAME>, Yes Yes Submitted node name or hostname of a

boom  Agent.
<$MSG_NODE> oom - Agen

<$OBJECT>, <$MSG_OBJECT> Yes Yes Obiject
<$SEVERITY>, <$MSG_SEV> Yes Yes Severity (string)
<SAPPLICATION>, Yes Yes Apﬂ::;I?/Zlue that is specified in a Monitor
<$MSG_APPL> @ @ P
- Policy.
Group
<$GROUP>, <$MSG_GRP> Yese) Yes 3 Used value that is specified in a Monitor
Policy.
<$ORIG_TEXT>, - .
$ - No Yes Original submitted text.

<$MSG_ORIG_TEXT>

Prints all optional variables that are

<$OPTIONS> Yes Yes submitted by a Monitor or parsed by an

Indication Policy in a form: varName=value
<$THRESHOLD> Yes No Threshold value of the matched condition.
<$VALUE> Yes No Monitor value

Any other optional variables submitted with

. ) Monitor value or messages. Also va riables
<$other_optional_variables> Yes Yes 9

parsed in the message text by pattern
specified in Indication Policy.
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Where to use

Usually all supported variables can be used in the "Text"/"Set Text", "Indication Key", "Close Mask",
"Auto Action" and "Operator Action" fields of a Policy as w ell as in Custom Attributes.

<$NAME> can be also used in a "Call" field as a notification to an executable or a script about the

expected Monitor name.
All submitted optional variables can be used in a form: <$varname>

Supported pre - process Functions

. Monitor Indication o
Function - . Description
Policies Policies

EXEC ||[JAVA |INAGIN |[JAVA

Functions that call external executable
or script during the initialization of a
Policy.

Multiple entries allowed

<$BOOMMON_ONINIT(...)> Yes ||Yes |[|Yes Yes

Functions that calls an external
executable or script before the
scheduled run.

Multiple entries allowed

<$BOOMMON_ONSTART(...) > Yes |[|No Yes No

A comma separated list of values that
are used for repeatable call and

Yes |[|No Yes No override "O bject" field of an
Indication.

Multiple entries are NOT allowed

<$BOOMMON_OBJECTS('list of
objects")>

A comma separated list of values that
<$BOOMMON_NODES("list of are used for the repeatable call and

N Yes No Yes No o . o
nodes")> override "Host" field of an indication.
Multiple entries are NOT all  owed
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Assignment Concept

An Assignment is a concept focused on grouping Policies and Binaries Packages and their
deployments bas ed on the system Role. Any managed system can be categorized in Roles by many
attributes. For example: OS type, kinds of applications running, is it a productive or a test systems,
server classes and so on.

Different kinds of Roles have to be monitored in a different way. Thus the IT department requires
multiple set of Policies and related Binaries for every kind of Role or aspect of the system. The
Assignment is a container that enables to create such sets.

Assignments provide several benefits:

T They allow to create a group of Policies, Monitor executables and Actions that
belongs to a

q specific aspect of the monitored system.

1

q One-step deployment of all child elements.

1

T One-step un -deployment.

1

9 Automatic enqueue d  eployments or un  -deployments of removed, added or
renamed elements.

1

9 Allow to check consistency of the deployed elements on remote Agents.

1

Deployment of an Assignment on a low level means deployment of all Polices and Binary Packages

containe d in selected Assignment. Logical tree folder structure has no relation to the deployment.

Please note that boom Agent has no information about deployed assignment groups, but knows

about all deployed Policies. To provide a status of assigned elements the boom Server uses internal
data stored in the database, xml configuration files and queries to remote Agents. This allows to

show the real picture of differences between Agent's reality and Server's expectations.

The handling of Binary Packages is simplifi ed at the moment. The boom Agent does not track
Binary Packages deployed on the node, so the server operates only with expectations. Extended
tracking of Binary Packages is targeted to next release.

All assignments that are deployed on a remote boom Agents are stored inthe  boom Database. An
Agent can have multiple Assignments deployed.

Assignment Group "BOOM"

For full agent functionality, deploy the Assignment Group "BOOM" to the agent, which contains the
policy "BOOM_Messages" for internal messages and the package "BoomJavaMonitors" for agent
specific Java classes.

Please read related sections:

Assignments in a boom _GUI
Assignments Summary in a boom _GUI
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Binary Packages

Scripts, executables and configuration files that belong to one monitoring area or to one Management Plug -In
are grouped togetherins o called Binary Packages. These packages are directly reflected on the file system
structure of the  boom server.

BONIN LS BOIN Server BONIN Agrent

2 BOOM Server oot

B:‘i]\-‘

B]mcka_ges
2 BoomJavaMonitors ) BOOM_ROOT
/B0 Package_ABC ™, /7 [DPackage ABC D spi
(== config | [ /7 Deonfig ‘\.I . 4 3 config -\\.I
|=| config.cfg |=| config.cfg 2 config.cfg
=/ getval.sh =] getval.sh 2 getval.sh
= init.sh = init.sh = init.sh
=l Package_ABC.props |=| Package_ABC.props ‘JE:'IDY:_ = Package_ABC.props
=] trigger_a.sh |=| trigger_a.sh 2| trigger_a.sh
B jars BJMR BJa:ﬂ

|=| moritars.jar "-\_ gmnniturs.jar_//;_. "\‘_ Qmunitnrs.jar_./

As you can see fromt he picture, the content of the package (Package ABC folder) will be deployed to the
default package location on the agent (%BOOM_ROOT%/spi/) without the package name. Any subdirectory
structure below the package folder will be reflected @s is 6on the agen tside. The %BOOM_ROOT%/spi
directory is the default working directory for all monitor calls and triggers that are declared in the Policies.
Please note: The files in the different binary packages must have unique names to avoid conflicts. Therefore

itis recommended to place these files into a uniquely named subfolder below the package name directory.

Just the package property file should be placed in the top level folder (Package_ABC/) and the Java Monitors

have to be placed in the predefined location (P ackage_ABCljars/).
BN IM Server BON T Agrent
) BOOM Server rool
B Ay
= packapas
2 BoomJavaMonttors = BOOM_ROOT
o Package ABC ) B
I,/'r |=| Package_AEC.props -\\.I /,- = Packﬂge_ﬁ.BC.pers‘\
BJ?‘JR @ jars
|=| abc_rnonitars.jar |=| abc_monibors.jar
B Pk ABC bun deploy @ Pk ABC bun
|=| gebval.sh —_— |= gebval.sh
\=| init.sh \=| init.sh
|=| krigger_a.sh |=| trigger_a.sh

- / - ,/
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The boom GUI reflects the file structure that is stored on the boom Server system (srv/packages/). For the
creati on of a new Binary Package it is enough to create a new directory under srv/packages/. Changes on the

server side are automatically reflecting in the boom Client. The boom GUI also provides helper file oriented
actions in the Packages view. Together with t he integrated editor that allows editing the server side files it
helps to maintain Packages even without direct access to the boom Server.

The deployment on single file level is not supported. You can deploy the Binary Packages directly or as part of
an Assignment.

Note:
The renaming of the top package folder directly on the file system will cause problems in the assignment tree and on
the stored assignments. Please use the boom GUI Action "Rename package" for this purpose.

During the deployment of a Pa ckage, the content of the Package folder will be copied to the remote agent
system.

All Java Monitors (if any) in a Package must be delivered as .jar files and must be placed in:

srv/packages/Package_ABCl/jars/*.jar
The boom Agent automatically recognizes the jar files and loads them without a restart.

If the Package contains the property file named <packageName>.props - the boom Agent will try to perform
special processing steps during the deployment. This file can be used for defining STOP and START
com mands when the package has a stand -alone collector running separately from the agent.

# Package_ABC property file
# command to start collector (relative to %BOOM_ROOT%/spi/)

START=pkgABC_bin/init.sh - start

# command to stop collec tor (relative to %BOOM_ROOT%/spil)
STOP=pkgABC_bin/init.sh - stop

# timeout in seconds for both commands

TIMEOUT=30

When an agent recognizes the Package property file, it will execute the START/STOP commands when the
boom Agent gets started or stopped. During the package distribution the agent will execute the STOP
command, (re)places files and triggers START as the last step. This allows replacing the files without running
into trouble with files that are locked by a running collect or.

Note: If a Binary Package is no longer needed on the agent side, the deployed files can be simply removed.
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Performance Data Handling

The boom solution supports the submitting of custom performance data from management plug -
ins. All the submitted data gets stored centrally on the boom Server. Every registered class creates
a separate table in the BOOM_PERF database. The integra ted HTTP server includes a lightweight
reporting engine.

Required Steps

A MPI must first register a performance class declaration with the boomperfreg  script.
Usage:

boomperfreg  full/path/to/file.spec

Specification file format:

CLASS <classNa me>

<fieldnamel> = <positionNumber>
BOOM_DATATYPE DOUBLE

<fieldname2> = <positionNumber>
BOOM_DATATYPE BIGINT

<fieldname3> = <positionNumber>
BOOM_DATATYPE VARCHAR 128

Supported types:

| DOUBLE - the main type fo r performance values
I BIGINT - represents long values (can be used for time)
I VARCHAR <size> - any string values

After the specification file was processed by the Agent, the MPI can submit the performance data by
using the boomperfstore  script.
Usage:

boomperfstore <classname> <values separated by space>

If the specification file is not registered, the submitting of performance data will be rejected. If the
number of submitted values is different from the number of fields that are registered with spec file -
the submitting of performance data will also be rejected.

The boom Server automatically alters the appropriate database table if a new version of the class
specification was submitted by any system. But the table keeps the old field untouche d and adds
only not existing fields from the new registered specification. This allows to store data from multiple

systems even if they are operating with different versions of the performance class.
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